
 

ENTRUST IDENTITY AS A SERVICE ADD-ON FOR SPLUNK 

END USER LICENSE AGREEMENT 

PLEASE READ THE FOLLOWING END USER LICENSE AGREEMENT (“EULA”) TERMS AND 
CONDITIONS CAREFULLY BEFORE DOWNLOADING, INSTALLING OR USING THE EXTENSION 
SOFTWARE (AS DEFINED BELOW).  THESE TERMS AND CONDITIONS CONSTITUTE A LEGAL 
AGREEMENT BETWEEN YOU OR THE ENTITY YOU REPRESENT AND ENTRUST (AS DEFINED 
BELOW).  IF YOU OBTAINED THIS EXTENSION SOFTWARE IN THE UNITED STATES, "ENTRUST" 
SHALL MEAN ENTRUST CORPORATION.  IF YOU OBTAINED THIS EXTENSION SOFTWARE 
OUTSIDE OF THE UNITED STATES, "ENTRUST" SHALL MEAN ENTRUST LIMITED.  YOU 
REPRESENT TO ENTRUST THAT YOU ARE LAWFULLY ABLE TO ENTER INTO CONTRACTS IN 
YOUR JURISDICTION (E.G. YOU ARE NOT A MINOR).  IF YOU ARE ENTERING INTO THIS EULA FOR 
AN ENTITY, SUCH AS THE COMPANY YOU WORK FOR, YOU REPRESENT TO ENTRUST THAT YOU 
HAVE LEGAL AUTHORITY TO BIND THAT ENTITY.  IF YOU DO NOT ACCEPT THE TERMS AND 
CONDITIONS OF THIS EULA, PLEASE DO NOT DOWNLOAD, INSTALL OR USE THE EXTENSION 
SOFTWARE. 

1. Definitions: In this EULA: 
1.1. “Affiliates” means, with respect to a party, a corporation, partnership or other entity controlling, 

controlled by or under common control with such party, but only so long as such control continues 
to exist. For purposes of this definition, “control” means ownership, directly or indirectly, of greater 
than fifty percent (50%) of the voting rights in such entity (or, in the case of a non-corporate entity, 
equivalent rights). 

1.2. "Extension Software" means the Entrust Identity as a Service Add-on for Splunk software 
program which may be downloaded by Licensee subject to this EULA, in order to extend the 
features or functionality of Splunk Software. 

1.3. “Identity as a Service” means the Entrust Identity as a Service cloud-based authentication 
platform. 

1.4. “Licensee” means you (the individual downloading, installing, or using the Extension Software), 
or, if you are entering into this EULA on behalf of your company, organization, institution, or other 
entity, such entity. 

1.5. “Personal Information” means information about an identified or identifiable individual protected 
under the privacy and/or data protection legislation applicable in the individual’s jurisdiction. 

1.6. “Splunk” means Splunk Inc. or its Affiliates. 
1.7. “Splunk Software” means Licensee’s instance of Splunk’s software (including any Splunk cloud-

based offerings, platforms, or software-as-a-service) that is licensed separately to Licensee by 
Splunk under the relevant Splunk product terms and conditions. 

1.8. “User” means any entity or individual who directly or indirectly uses (or otherwise accesses) 
Identity as a Service on Licensee’s behalf or through Licensee’s Identity as a Service account, 
whether authorized or not including, without limitation, Licensee, its clients, its partners, and their 
respective employees, contractors, agents, and individual end users. 

2. License Grant; Ancillary Software; Restrictions: 
2.1. Grant. Subject to the terms and conditions of this EULA, Entrust grants to Licensee a personal, 

non-exclusive, royalty-free, revocable, non-transferable, non-sub-licensable license to use the 
Extension Software, solely in conjunction with Splunk Software, and solely for the purpose of 
enabling Splunk Software to pull Pulled Data (as defined below) from Licensee’s Identity as a 
Service account.   

2.2. Title. Copies of the Extension Software downloaded pursuant to this EULA are licensed, not sold, 
and Licensee receives no title to or ownership of any copy or of the Extension Software itself.  
Furthermore, Licensee receives no rights to the Extension Software other than those specifically 
granted in this Section 2.1 (Grant) above.  All right, title, and interest (including all intellectual 
property rights) in, to, and under the Extension Software (including all copies thereof) shall remain 
with Entrust and its licensors.   



 

2.3. Ancillary Software. Certain third-party software may be embedded in or delivered with the 
Extension Software ("Ancillary Software").  If a separate license agreement pertaining to the 
Ancillary Software is included with the Extension Software, then such separate license agreement 
shall apply to use by Licensee of the Ancillary Software.  Licensee’s right to use the Ancillary 
Software shall be limited to the use necessary to operate the Extension Software as permitted by 
this EULA.  Notwithstanding the foregoing, in the case of Ancillary Software that is licensed 
pursuant to open source licenses that prohibit the imposition of any restrictions on use beyond 
those contained in such open source licenses, the restrictions on use contained in this EULA shall 
not be applicable to such Ancillary Software. 

2.4. Restrictions. Licensee shall not: 
2.4.1. decompile, disassemble, reverse translate or reverse-engineer the Extension Software, or 

determine or attempt to determine any source code, algorithms, methods or techniques 
embodied in the Extension Software (except to the extent such prohibition is contrary to 
applicable law that cannot be excluded by the agreement of the parties); 

2.4.2. use the Extension Software to develop any product that is competitive to the Extension 
Software; 

2.4.3. distribute, lease, rent, grant a security interest in, assign, or otherwise transfer the Extension 
Software; 

2.4.4. modify or create any derivatives of the Extension Software or merge all or any part of the 
Extension Software with another program; 

2.4.5. disclose, transfer or otherwise provide to any third party any portion of the Extension Software 
or confidential information or know-how, except as explicitly permitted herein; and 

2.4.6. Licensee will make no representations or warranties regarding the Extension Software or any 
other matter, to any third party, from or on behalf of Entrust, and Licensee will not create or 
purport to create any obligations or liabilities for Entrust. 

3. Personal Information and Privacy:  
3.1. The Extension Software enables Licensee’s licensed instance of Splunk Software to pull certain 

Licensee audit or log data from Licensee’s Identity as a Service account (the “Pulled Data”).  
Some of the Pulled Data may consist of Personal Information of Licensee or its Users, including, 
without limitation, first name, last name, IP address, email address, and phone number. 

3.2. Licensee represents and warrants that, before using the Extension Software and enabling the 
Splunk Software functionality referenced in Section 3.1, Licensee will have obtained the requisite 
consents from and made all requisite disclosures to its Users, if any are required, in accordance 
with all applicable laws (including, without limitation, privacy and data protection laws), in relation 
to the transfer of Pulled Data from Identity as a Service to the Splunk Software (and in particular 
relating to any Personal Information so transferred).  Licensee further agrees that it will comply 
with any laws (including, without limitation, privacy and data protection laws) which may apply as 
a result of the transfer of Pulled Data to other jurisdictions (e.g., GDPR requirements).   

3.3. In its use of the Extension Software and Splunk Software, Licensee will comply with all applicable 
laws, including without limitation privacy and data protection laws. 

4. Disclaimer Relating to Splunk:  LICENSEE ACKNOWLEDGES AND AGREES THAT ENTRUST IS 
SOLELY RESPONSIBLE FOR THE EXTENSION SOFTWARE, INCLUDING, WITHOUT LIMITATION, 
ANY WARRANTIES, MAINTENANCE AND SUPPORT, NOTICES AND CONSENTS TO BE GIVEN 
TO YOU.  LICENSEE FURTHER AGREES THAT SPLUNK DOES NOT IN ANY WAY WARRANT THE 
ACCURACY, RELIABILITY, COMPLETENESS, USEFULNESS, NON-INFRINGEMENT, OR 
QUALITY OF THE EXTENSION SOFTWARE AND THAT SPLUNK WILL NOT BE LIABLE OR 
RESPONSIBLE IN ANY WAY FOR ANY LOSSES OR DAMAGE OF ANY KIND, INCLUDING LOST 
PROFITS OR OTHER INDIRECT OR CONSEQUENTIAL DAMAGES, RELATING TO YOUR USE OF 
OR RELIANCE UPON THE EXTENSION SOFTWARE.  LICENSEE AGREES TO THE FOREGOING 
EVEN IF THE EXTENSION SOFTWARE HAS BEEN EXAMINED AGAINST BEST PRACTICES FOR 
SPLUNK DEVELOPMENT, DEEMED CLOUD COMPATIBLE, OR OTHERWISE VETTED BY 
SPLUNK. 

5. Entrust Disclaimer:  THE EXTENSION SOFTWARE IS PROVIDED "AS IS" AND THAT LICENSEE 
USES THE EXTENSION SOFTWARE AT ITS OWN RISK.  THE EXTENSION SOFTWARE IS 
PROVIDED TO LICENSEE WITHOUT ANY REPRESENTATIONS, CONDITIONS, OR WARRANTIES 
OF ANY KIND.  ENTRUST AND ITS AFFILIATES, AND THEIR SUPPLIERS, LICENSORS, 



 

DISTRIBUTORS, SUBCONTRACTORS, PARTNERS, AGENTS DISCLAIM ANY AND ALL 
REPRESENTATIONS, CONDITIONS, OR WARRANTIES OF ANY KIND, EXPRESS OR IMPLIED, 
INCLUDING, WITHOUT LIMITATION: 
5.1. THOSE OF MERCHANTABILITY, NON-INFRINGEMENT, ACCURACY, RELIABILITY, 

COMPLETENESS, USEFULNESS, TITLE, SATISFACTORY QUALITY, OR FITNESS FOR A 
PARTICULAR PURPOSE, OR ANY IMPLIED REPRESENTATIONS, CONDITIONS OR 
WARRANTIES ARISING FROM STATUTE, COURSE OF DEALING, COURSE OF 
PERFORMANCE, OR USAGE OF TRADE; 

5.2. THAT THE EXTENSION SOFTWARE WILL PERFORM WITHOUT INTERRUPTION OR ERROR; 
AND 

5.3. THAT THE EXTENSION SOFTWARE IS SECURE FROM HACKING OR OTHER 
UNAUTHORIZED INTRUSION OR THAT PULLED DATA WILL REMAIN PRIVATE, SECURE, 
UNCORRUPTED OR UNMODIFIED. 
 
BECAUSE SOME JURISDICTIONS DO NOT PERMIT THE DISCLAIMER OF CERTAIN 
WARRANTIES, THE DISCLAIMERS SET ABOVE IN THIS SECTION 5 MAY NOT APPLY TO YOU. 

6. Limitation of Liability and Indemnification:  
6.1. Limitation of Liability 

6.1.1. NEITHER ENTRUST NOR ANY OF ITS AFFILIATES, AND THEIR SUPPLIERS, 
LICENSORS, DISTRIBUTORS, SUBCONTRACTORS, PARTNERS, AGENTS SHALL 
HAVE ANY LIABILITY TO LICENSEE OR ANY THIRD PARTY (INCLUDING ANY USERS) 
FOR ANY INDIRECT, INCIDENTAL, SPECIAL, PUNITIVE, EXEMPLARY OR 
CONSEQUENTIAL DAMAGES, INCLUDING, BUT NOT LIMITED TO, LOSS OF REVENUE 
OR PROFIT, LOSS OF OR DAMAGE TO DATA, LOSS OF GOODWILL, LOSS OF USE, 
COST OF REPROCUREMENT, OR OTHER COMMERCIAL OR ECONOMIC LOSS, 
WHETHER ARISING FROM CONTRACT, EQUITY, TORT (INCLUDING NEGLIGENCE OR 
STRICT LIABILITY) OR ANY OTHER THEORY OF LIABILITY, EVEN IF ENTRUST 
(INCLUDING ITS AFFILIATES, AND THEIR SUPPLIERS, LICENSORS, DISTRIBUTORS, 
SUBCONTRACTORS, PARTNERS, AGENTS) HAS BEEN ADVISED OF THE POSSIBILITY 
OF SUCH DAMAGES, OR THAT THE DAMAGES WERE FORESEEABLE.  THE 
LIMITATIONS IN THIS SECTION SHALL APPLY WHETHER OR NOT THE ALLEGED 
BREACH OR DEFAULT IS A BREACH OF A FUNDAMENTAL CONDITION OR TERM OR 
FUNDAMENTAL BREACH. 

6.1.2. IN NO EVENT SHALL THE TOTAL CUMULATIVE LIABILITY OF ENTRUST (INCLUDING 
ITS AFFILIATES, AND THEIR SUPPLIERS, LICENSORS, DISTRIBUTORS, 
SUBCONTRACTORS, PARTNERS, AGENTS) TO LICENSEE OR ANY THIRD PARTY 
(INCLUDING ANY USERS) ARISING FROM OR IN RELATION TO THIS EULA, EXCEED 
THE GREATER OF (I) FIFTY ($50) AND (II) THE FEES PAID BY YOU FOR THE 
EXTENSION SOFTWARE.  

6.1.3. BECAUSE SOME JURISDICTIONS DO NOT ALLOW FOR THE EXCLUSION OF 
DAMAGES, LIABILITY IN SUCH JURISDICTIONS SHALL BE LIMITED TO THE GREATEST 
EXTENT PERMITTED BY THE LAW OF SUCH JURISDICTION.  

6.2. Indemnification. 
6.2.1. Licensee will indemnify, defend and hold harmless Entrust and its Indemnified Associates (as 

defined below in Section 6.2.2) from and against any and all third party claims, demands, 
suits, or proceedings (each a “Claim”), arising out of or related to Licensee’s breach of the 
EULA, including without limitation: (a) Claims by Users; (b) Claims relating to Licensee’s use 
of the Splunk Software; (c) Claims relating to Licensee’s unauthorized use of the Extension 
Software; and (d) Claims related to unauthorized disclosure or exposure of Licensee, User or 
other third party Personal Information or other private information.   

6.2.2. The obligations of Licensee pursuant to this Section 6.2 (Indemnification) include retention 
and payment of attorneys and payment of costs and expenses, as well as settlement at the 
indemnifying party’s expense.  Entrust or its Indemnified Associates must provide Licensee 
prompt notice of the Claim and agree to reasonably cooperate and provide assistance (at 
Licensee’s sole expense) in the defense; provided that failure by Entrust to provide prompt 
notice will relieve Licensee of its obligations only to the extent that Licensee was actually and 



 

materially prejudiced by such failure.  Licensee will control the defense of any Claim, including 
appeals, negotiations, and any settlement or compromise thereof; provided that Entrust and 
its Indemnified Associates will have the right to reject any settlement or compromise that 
requires that it or they admit wrongdoing or liability or that subjects it or them to any ongoing 
affirmative obligations.  Entrust and/or Entrust’s Indemnified Associates may participate in 
the defense of any Claim for which they are indemnified under this Section 6.2 at their sole 
expense.  “Indemnified Associates” are Entrust employees, officers, directors, shareholders, 
affiliates, parents, subsidiaries, suppliers, licensors, distributors, subcontractors, partners, 
agents, successors, and assigns. 

7. Term and Termination: Subject to the terms of this EULA, this EULA shall continue for as long as 
Licensee uses the Extension Software; however, it will terminate, without notice from Entrust, if (i) 
Licensee fails to comply with any of the EULA terms and conditions, (ii) Licensee’s Identity as a Service 
subscription expires or is terminated, or (iii) Licensee’s licensed rights to the Splunk Software expire or 
are terminated.  Licensee must, upon expiry or termination, destroy all copies of the Extension 
Software.  Licensee may terminate this EULA by destroying all copies of the Extension Software under 
its control.  The following provisions will survive termination or expiration of this EULA:  Sections 1, 2.4, 
and 3 through 12 inclusively; and any other provision of this EULA that must survive to fulfill its essential 
purpose.  Termination is without prejudice to any right or remedy that may have accrued or be accruing 
to either party prior to termination. 

8. U.S. Government End-Users: The Extension Software is a "commercial item" as that term is defined 
at FAR 2.101, consisting of "commercial computer software" and "commercial computer software 
documentation" as such terms are defined in FAR 12.212, and is provided to the U.S. Government only 
as a commercial end item. Government end users acquire the rights set out in this EULA for the 
Extension Software consistent with: (i) for acquisition by or on behalf of civilian agencies, the terms set 
forth in FAR. 12.212; or (ii) for acquisition by or on behalf of units of the Department of Defense, the 
terms set forth in DFARS 227.7202. Use of this Extension Software and related documentation is further 
restricted by the terms and conditions of this EULA. 

9. Export Restrictions: The Extension Software and related information are subject to export and import 
restrictions. By downloading, installing, or using the Extension Software, Licensee are representing and 
warranting that Licensee are not located in, under the control of, or are a national or resident of any 
country to which the export of the Extension Software or related information would be prohibited by the 
laws or regulations of the United States or Canada. This includes a representation and warranty from 
Licensee that (i) Licensee are not located in a country that is subject to any U.S. Government or 
Canadian Government embargo, or have designated by either such governments as a "terrorist 
supporting" country, and (ii) Licensee are not listed by either such governments list of prohibited or 
restricted parties. Licensee are also representing and warranting that you are not an individual to whom 
the export of the Extension Software or related information would be prohibited by the laws or 
regulations of the United States, Canada and Licensee’s jurisdiction.  Licensee shall comply with the 
export laws and regulations of the United States, Canada or such other jurisdiction that are applicable 
to the Extension Software and related information and Licensee shall comply with any local laws and 
regulations in Licensee’s jurisdiction that may impact Licensee’s right to export, import, or use the 
Extension Software or related information, and Licensee represent and warrant that Licensee have 
complied with any such applicable laws or regulations. The Extension Software shall not be used for 
any purposes prohibited by export laws or regulations, including, without limitation, nuclear, chemical, 
or biological weapons proliferation. Licensee shall be responsible for procuring all required permissions 
for any subsequent export, import, or use of the Extension Software or related information. 

10. Nondisclosure.  
10.1. “Confidential Information” means any non-public information disclosed by one party (“Disclosing 

Party”) to the other party (“Receiving Party”) in any form (written, oral, etc.) that is designated as 
confidential when it is disclosed or that reasonably should be understood to be confidential given the 
nature of the information and/or the circumstances of the disclosure, including but not limited to 
intellectual property, know-how, trade secrets, product designs, product specifications, formulas, 
compositions, software, drawings, processes, technical, sales, marketing, financial and other strategic 
or sensitive business information or data, including any copies or tangible embodiments containing 
such information.  The Extension Software is Entrust Confidential Information whether or not it is so 
designated.   



 

10.2. During the term of Licensee’s license for the Extension Software, and for a period of five (5) years 
thereafter, Receiving Party will not use Confidential Information (both as defined in Section 10.1 
(Confidential Information)) for any purpose other than as reasonably required in connection with this 
EULA (the “Purpose”). Receiving Party: (a) will not disclose Confidential Information to any employee 
or contractor of Receiving Party unless such person needs access in order to facilitate the Purpose and 
is bound by confidentiality obligations with Receiving Party that are no less restrictive than those of this 
Section 10 (Nondisclosure) and Receiving Party remains responsible for its representatives’ 
compliance with the confidentiality obligations set forth in this Section 10 (Nondisclosure); and (b) will 
not disclose Confidential Information to any other third party without the prior written consent of 
Disclosing Party (as defined in Section 10.1). Without limiting the generality of the foregoing, Receiving 
Party will protect Confidential Information with the same degree of care it uses to protect its own 
confidential information of similar nature and importance, but with no less than reasonable care. 
Receiving Party will promptly notify Disclosing Party of any misuse or misappropriation of Confidential 
Information that comes to Receiving Party‘s attention. Notwithstanding the foregoing, Receiving Party 
may disclose Confidential Information as required by applicable law or by proper legal or governmental 
authority. Receiving Party will give Disclosing Party prompt notice of any such legal or governmental 
demand and reasonably cooperate with Disclosing Party in any effort to seek a protective order or 
otherwise contest such required disclosure, at Disclosing Party’s expense.  For purposes of this Section 
10 (Nondisclosure), for Entrust, Receiving Party and Disclosing Party are deemed to include Entrust 
and its affiliates.  

10.3. Exclusions. Confidential Information does not include information that: (a) entered the public 
domain other than as a result of the act or omission of Receiving Party or a breach of this Agreement; 
(b) was in the public domain at the time of disclosure; (c) was received from a third party without a duty 
of confidentiality to the Disclosing Party; or (d) by written evidence, was known to or developed by the 
Receiving Party independent of and without access to, or reliance on the Disclosing Party’s Confidential 
Information. 

10.4. Injunction. Receiving Party agrees that breach of this Section 10 (Nondisclosure) may cause 
Disclosing Party irreparable injury, for which monetary damages would not provide adequate 
compensation, and that in addition to any other remedy, Disclosing Party may be entitled to injunctive 
relief against such breach or threatened breach, without proving actual damage or posting a bond or 
other security. 

10.5. Return. Upon termination of this EULA, Receiving Party will return all copies of Confidential 
Information (including the Extension Software in the case of Licensee) to Disclosing Party or certify, in 
writing, the destruction thereof. 

11. Miscellaneous:  
11.1. Entire Agreement. This EULA sets forth the entire agreement of the parties and supersedes 

all prior or contemporaneous writings, negotiations, and discussions with respect to its subject 
matter.  Neither party has relied upon any such prior or contemporaneous communications. 

11.2. Support. Entrust will provide commercially reasonable support for the Extension Software.  
To the extent Licensee is unable to resolve a technical support issue based on the install and 
troubleshooting documentation provided at the time of download, Licensee may contact 
support@entrust.com for assistance. 

11.3. Feedback. “Feedback” refers to Licensee’s suggestions, comments, or other feedback 
about the Extension Software or other Entrust products and services.  Even if designated as 
confidential, Feedback will not be subject to any confidentiality obligations binding Entrust.  
Licensee hereby agrees that Entrust will own all Feedback and all associated intellectual property 
rights in or to Feedback, and Licensee hereby assigns to Entrust all of Licensee’s right, title, and 
interest thereto, including without limitation intellectual property rights. 

11.4. Compliance with Laws. In its use of the Extension Software, Licensee will comply with all 
applicable laws, including without limitation data protection and privacy laws. 

11.5. Other. The terms and conditions of this EULA shall prevail over any quotes, orders, 
purchase orders, acknowledgements, or other communications between the parties in relation to 
the Extension Software.  Licensee may not assign this EULA whether voluntarily, by operation of 
law, or otherwise without Entrust's prior written consent. Entrust may assign this EULA at any time 
without notice. The failure of a party to claim a breach of any term of this EULA shall not constitute 
a waiver of such breach or the right of such party to enforce any subsequent breach of such term. 
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If any provision of this EULA is held to be unenforceable or illegal, such decision shall not affect 
the validity or enforceability of such provisions under other circumstances or the remaining 
provisions of this EULA and such remaining provisions shall be reformed only to the extent 
necessary to make them enforceable under such circumstances. If Licensee is located in the 
United States, this EULA will be governed by the laws of the State of New York; otherwise, this 
EULA will be governed of the Province of Ontario, Canada.  The courts in in New York County, 
New York, or Ottawa, Ontario, Canada, respectively, will have exclusive jurisdiction over any 
action or proceeding arising out of or relating to this EULA.  In either case, should you have 
complaints or claims with respect to the Extension Software please contact Entrust at 1187 Park 
Place, Shakopee, Minnesota 55379-3817 USA Attention: Legal.  No choice of laws rules of any 
jurisdiction shall apply to this EULA. The parties waive any right to a jury trial with respect to any 
action brought in connection with this EULA. The application of the United Nations Convention on 
Contracts for the International Sale of Goods to this EULA is expressly excluded. The Uniform 
Computer Information Act does not apply to this EULA. 

11.6. Amendments. The end user license agreement terms and conditions applicable to the 
Extension Software may be amended by Entrust from time to time by posting a new version at the 
point of download.  To the extent Licensee downloads an update or upgrade to the Extension 
Software, its use of the Extension Software from the time of download of the update/upgrade shall 
be subject to the then current end user license agreement terms and conditions.  
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