A\ AFFIRMTRUST

CERTIFICATION
PRACTICE STATEMENT

Version 3.6

Effective Date: 31 May 2019




TABLE OF CONTENTS

1. INTRODUCTION . ... ettt ettt ettt e e et e et et et e e e ea e e et et an e ean e et e enbeeenaeeees 12
L1 OVRIVIEW ottt e e e e ettt 12
1.2 Document Name and [dentification...........couuuiiiiiiiiiiiii e 12
S I o I o [ ol o= ] | £ PP 12

1.3.1 Certification AULNOTITIES ......uiei et e 12
1.3.2 Registration AULNOIILIES .....vniiiii e 13
1.3.3 SUDBSCIIDEIS. ..ottt et et aa s 13
G T B (T o = =Y <R 13
S TN O d o 1Y gl oo [T o= | £ 13
Y =T a1 or- L Y U T T TR 14
1.4.1 Appropriate CertifiCate USES......uiiiu i e ettt e e e e e e e e e e eans 14
1.4.2 Prohibited Cartificate USES ... ..uiiuuiiiiieiie et 14
1.5 Policy AdminiStration.......cc.iinii i 14
1.5.1 Organization Administering the doCUMENt ..........ccouiiiniiiiiii e 14
1.5.2 CONEACE PEISON ...cneniniee ettt ettt e et e e e e e e eaas 14
1.5.3 Person Determining CPS Suitability for the Policy .......cccovviiiiiiiii e, 14
1.5.4 CPS APProval PrOCEAUIES .....oivuniii ittt ettt ettt e e e e e e et s e et s e aaa e eean s 15
1.6 Definitions anNd ACTONYMS . .. uuiiiie e e e e e e e et e e e s e e e e e e e e e e e e e eaeeneeneens 15
1.6.1 DEFINItIONS ...ueeeieet ittt ettt ettt e e et et e e e e e e et e e eab e eaaas 15
0 A Yol o 0 1Y 0 1 PP 19

2. PUBLICATION AND REPOSITORY RESPONSIBILITIES....c.ueetiieiieiiieiieeei ettt ee e e 20
D R U= o To 1 o [T PP PP PRTPIN 20
2.2 Publication of Certification INfOrmation ..........co.oviiiiiiiiiii e 20
2.3 Time or Frequency of PUDLICAtioN........c.ii i e 20
2.4 Access CoNtrols 0N REPOSILOMIES ... ..iuiiniiii e e e e e e e e eans 20

3. IDENTIFICATION AND AUTHENTICATION .. euuiiieeii ettt ettt ettt e e e e e e e e e 21
I A =T 41T - S P PP PP PRPRPPRPRN 21

N 0 A B/ o T=T3 o) B N =Y 41T 21
3.1.2 Need for Names to Be Meaningful...........couviiiiiiiiiiiiiiiin e 22
3.1.3 Anonymity or Pseudonymity of Subscribers............coiiiiiiii e, 22

CPS Version 3.6 [31 May 2019]  © 2019 AffirmTrust 2



3.1.4 Rules for Interpreting Various Name FOIMS ..........iuiiiiiiiiieeeece e 22

3.1.5 UNIiQUENESS OF NGIMES ...uiiiiiiiiii ittt e et et e et e e et e et et et et eaeanees 22
3.1.6 Recognition, Authentication, and Role of Trademarks..........cccooviiiiiiiiiiiiiieeee, 22
3.2 Initial Identity Validation ... e 23
3.2.1 Method to Prove Possession of Private Key..........coeuiiiiiiiiiiinii e 23
3.2.2 Authentication of Organization [dentity.........ccoviviiiiii e 23
Bi2. 201 THONEIEY . ettt ettt et ettt ettt e e ettt e e et eea e e eaaa s 23
3.2.2.1.1 For Domain Validated (DV) Certificates........couuviiueiiiiiiiiiieiieic e 23
3.2.2.1.2 For Organization Validated (OV) Certificates........cooevviiviriiiiieecececeeeeeeens 23
3.2.2.1.3 For Extended Validation (EV) Certificates.......ccoioviriiiiiiiiiiiiieieieieeeeeeeeeae, 23

RN Ry = Y Y A - To (=1 0100 = TR 23
3.2.2.3 Verification Of COUNTIY .. ouiniie e e e e 24
3.2.2.4 Validation of Domain Authorization Control ............ccecuiiiiiiiiiiniin e 24
3.2.2.4.1 Validating the Applicant asa Domain Contact.........ccocuvviieiiiiiiiiiiiiierc e 24
3.2.2.4.2 Email, Fax, SMS, or Postal Mail to Domain Contact..........ceeevuiiieiiiiniiiiieiieenenns 24
3.2.2.4.3 Phone Contact with DOmain CoONtaCt........ccuuiiiriiiiiiiiiieii e 24
3.2.2.4.4 Constructed Email to Domain CoNtact.......c.uviuiiiiiiieiiieiii e 25
3.2.2.4.5 Domain Authorization DOCUMENT .......oieuiiiiiiiiiiieii e 25
3.2.2.4.6 Agreed-Upon Change to WEDSITE.........oeeuiiiiiiieiice e 25
3.2.2.4.7 DINS CNaANGE. . iiuniiiieeiie ettt et et e e et et et e e et e et s e et e e et e et e e e e et eanes 25
3.2.2.4.8 IP AQAIESS .ottt e e 25
3.2.2.4.9 TSt CortifiCate . .ccuu it 26
3.2.2.4.10 TLS Using @ RaNdom NUMDE.........iiiiiiiiiiei e e e e e aaas 26
3.2.24.11 Any Other Method.......couuiiiiiii e e 26
3.2.2.4.12 Validating Applicant asaDomain Contact .........cceeuviiviiiiiiiiiiiei e 26
3.2.2.4.13 EMAIl tODNS CONTACE .eevuniiiiiiiiieiie et e e e 26
3.2.2.4.14 EmMail toO DNS TXT CONEACE. cttvuuneeeiiiee et e et et ettt e e e e ee e e e eain e 26
3.2.2.4.15 Phone with Domain CoONTaCt .......ccuuiiiuiiiiiiiiiie e 26
3.2.2.4.16 Phone Contact with DNS TXT Record Phone Contact.........ccceeeuuieiunieinneennnannnn. 27
3.2.2.5 Authentication of @an 1P AdAress.....cc..uuiiieiuiieiiiiie et e e 27
3.2.2.6 Wildcard Validation ........c..ueiemiiinieie e 27
3.2.2.7 Data SOUICE ACCUIACY. .. uutiiieiee ettt e ettt et ettt et e et etea et eaeaaeaeaeeeeenenenereeenannes 27
3.2.2.8 CAA RECOIS. .. ettt ettt ettt ettt et e et e e e e e et e et e e eb e eea e ean s 27
3.2.3 Authentication of Individual [dentity ........c.coiieiiiiiii e 28

CPS Version 3.6 [31 May 2019] © 2019 AffirmTrust 3



3.2.4 Non-Verified SUbSCriber INformMation .....c..ieieieieieiii e eenes 28

3.2.5 Validation of AULNOIILY.......cuieiie e 28
3.2.5.1 For Organization Validated (OV) for Organizations............ccoeevviiiiiiieiineiieeineieeeenn, 28
3.2.5.2 For Extended Validation (EV) Certificates .......cviuieiiiiiiiiiiiieieecceeeeee e 29

3.2.6 Criteria for INteroperation .........ceuiiiiiiii e 29

3.3 Identification and Authentication for Re-Key REqUESES...........evvuiiiiiiiiiiiiieiieeeeee e, 29
3.3.1 ldentification and Authentication for Routine Re-Key .........cccviiiiiiiiiiiiiiiiieieceeeeee, 29
3.3.2 ldentification and Authentication for Re-Key After Revocation............ccccoveviiiiiiineinnnnn.n. 29

3.4 Identification and Authentication for Revocation Request ..........ccovivviiiiiiiiiiiiiieieeeeeene 29

4. CERTIFICATE LIFE-CYCLE OPERATIONAL REQUIREMENTS .. cvuiiiiieiiee e 30

O R 0T o a1 Tor= Y =AY o] o] ToF 1§ e PP 30
4.1.1 Who Can Submit a Certificate Application...........oouviiiiii e, 30
4.1.2 Enrollment Process and Responsibilities ..........cocuvvuviiiiiiiiiii e 30

4.2 Certificate APPliCation ProCESSING .. ...cuiniiiei et ee e e ens 30

4.2.1 Performing Identification and Authentication Functions .............cccoviiiiiiiiiiinen, 30

4.2.2 Approval or Rejection Of Certificate AppliCations .........ceuuvviiriiiiriiiiiiee e, 31

4.2.3 Timeto Process Certificate Applications ..........ccueiuiiiiiiiie e 31

4.3 CertifiCat@ ISSUBNCE ...unieeiiiii ettt ettt ettt et e et et e et s e e e e e ea e ran s 31
4.3.1 CA Actions during CertifiCate ISSUANCE.......vuuiieei e e e e e 31
4.3.2 Notification to Subscriber by the CA of Issuance of Certificate ...........cccoveviiiiiiiiininn. 32

R 0T o 41 o= Y A=l AVolol=] o =1 Lo IR 32

4.4.1 Conduct Constituting Certificate ACCEPLANCEe.......ceviviiiiiiiee e 32

4.4.2 Publication of the Certificate by the CA ... 32

4.4.3 Notification of Certificate Issuance by the CA to Other Entities ..........ccoeeveiiiiiiiiiiiiennann.. 32

4.5 Key pair and Certificate USAZe......cuviuiiuiiiiiii e 32
4.5.1 Subscriber private key and certificate USage........ovvuiiiiiiiiii i 32
4.5.2 Relying party public key and certificate Usage........cccveniiniiiiiiii e, 32

4.6 Certificat@ RENEWA ... ceeiiii et ettt e e 33

4.6.1 Circumstance for Certificate RENeWAL..........couuiiiiiiiii e, 33

4.6.2 Who May Request RENEWA..........iuiiiiiiiei e e 33

4.6.3 Processing Certificate Renewal REQUESES ......vvuiiniiiiiee e e e 33

4.6.4 Notification of New Certificate Issuance to Subscriber ............coiiiiiiiiiiiie, 33

4.6.5 Conduct Constituting Acceptance of a Renewal Certificate..........c.ceevviiiiiiiiiiiiiiniineeine, 33

CPS Version 3.6 [31 May 2019] © 2019 AffirmTrust 4



4.6.6 Publication of the Renewal Certificate bythe CA........coiiniiiiii e, 33

4.6.7 Notification of Certificate Issuance by the CA to Other Entities ..........ccceoviiiiiiiiiiiiininnann.. 34
A Y 1 To= L 2T P 34
4.7.1. Circumstance for Certificate REKEY ........ivniiniiiee e 34
4.7.2 Who May Request Certification of a New Public KeY........c.c.oeviiiiiiiiiiiiii e, 34
4.7.3 Processing Certificate Re-Keying REQUESES ........viviiiiiiiiiee e 34
4.7.4 Notification of New Certificate Issuance to Subscriber ............ccooiiiiiiiiiiiiiie, 34
4.7.5 Conduct Constituting Acceptance of a Re-Keyed Certificate.........ooevveiiniiiiniiiniiiiniiinennnn, 34
4.7.6 Publication of the Re-Keyed Certificate by the CA ..o, 34
4.7.7 Notification of Certificate Issuance by the CA to Other Entities ..........cccccoveiiiiiiiiniinniinennn. 34
4.8 Certificate ModifiCation.........ccuuiiiii et e 34
4.8.1 Circumstance for Certificate Modification..........c.ooeeuiiiiiiiiiiii e, 34
4.8.2 Who May Request Certificate Modification.............cccoviiiiiiiiiiii e, 34
4.8.3 Processing Certificate Modification REQUESES .......cuiiniiniiiiiii e, 35
4.8.4 Notification of New Certificate Issuance to Subscriber ............ccooiiiiiiiiiiiiiiiie, 35
4.8.5 Conduct Constituting Acceptance of Modified Certificate..........c.oeeeiiiiiiiiiiiiiin, 35
4.8.6 Publication of the Modified Certificate by the CA .........oeniiiiii e, 35
4.8.7 Notification of Certificate Issuance by the CA to Other Entities ..........cooevviviiiiiiiiiininnnnn.. 35
4.9 Certificate Revocation and SUSPENSION ........iuiiniiiei e e e e e ens 35
4.9.1 Circumstances for REVOCATION ......c.uuiiuiiiii e e 35
4.9.1.1 Reasons for Revoking a Subscriber Certificate...........cooviiiiiiiiiie, 35
4.9.1.2 Reasons for Revoking a Subordinate CA Certificate ........ccocoveviiiiiiiiiii e 36
4.9.2 Who Can Request REVOCATION .......iiiiiiiiiiiei e e a e ens 36
4.9.3 Procedure for ReVoCation REQUESTE.........iiiiiiiiiieee e e e ens 37
4.9.4 Revocation Request Grace Period........c.ciuiiiiiiiiiii e e ae e 37
4.9.5 Time within Which CA Must Process the Revocation Request ..........ccccoveviiiiiiiiiiiiniieannen. 38
4.9.6 Revocation Checking Requirement for Relying Parties ...........ccooveiiiiiiiiiiiiiececeeee, 38
4.9.7 CRLISSUANCE FrEOUEBNCY tutuinininininititititetetete et sttt eeetetetetetsteteastatatatatntenenenenenereeeannnes 38
4.9.8 Maximum LatenCy for CRLS.......cvuiiiiii e e e e e e e e e e e e eans 38
4.9.9 On-Line Revocation/Status Checking Availability ............cooeieiiiiiiiiiiii e, 38
4.9.10 On-Line Revocation Checking REQUIFEMENTS........cuuiiiiiiiiieeie e e e e 39
4.9.11 Other Forms of Revocation Advertisements Available............ccoooiiiiiiiiiiiiiinn, 39
4.9.12 Special Requirements re K&Y COMPIrOMISE ... ..uiuniiiiieieiieeeeeeee e ee e e eeee e e eeene e ens 39

CPS Version 3.6 [31 May 2019] © 2019 AffirmTrust 5



4.9.13 Circumstances for SUSPENSION ........iiiiiii e e e e e e e e e e et e e e e e e e rae e ens 39

4.9.14 Who Can RequESt SUSPENSION .....iuuiiiiiiiiiiee et e e e e e e e e e et e et e et e e e e e e e aae e ens 39
4.9.15 Procedure for SUSPENSION REGQUEST......cuuiiiniiiie et e e e e e e e et e e e e eens 39
4.9.16 Limits on SUSPENSION PEIIOM ........cuuiiiiiiiii e e 39
4.10 Certificate StatUS SEIVICES. .. .ceuri ettt et e e ettt e e e et e eeb e eees 40
4.10.1 Operational CharaCteriStiCS . .. uuuiieet e e e e e e e e e e e e e e an e e e eans 40
4.10.2 Service Availability... ..o s 40
4.10.3 OPtioNal FEATUIES. .. uuiiii ittt ettt ettt e e e e e e e e e et e e e e e e e eanes 40
L A Y Vo o YU o XYl 11 o) o IR 40
4.12 KeY ESCrOW @Nd RECOVEIY....cuuiiiiiiiiieiie et e et et et e e e e e et et e e e et et et et et et eaenennees 40
4.12.1 Key Escrow and Recovery Policy and PractiCes.......cccviiuiiiiiiiiiiieiieei e, 40
4.12.2 Session Key Encapsulation and Recovery Policy and Practices ........cccoveviiiiiiiiinennnnne. 40

5. FACILITY, MANAGEMENT, AND OPERATIONAL CONTROLS ......uiiiiiiiiiiieiieiie e 41
Lo B o o1V Tt | @] 1 ] PN 41
5.1.1 Site Location and CONSEIUCTION .......ceuunieiiiiie ettt e e e e eees 41
I A o o 1YL ok | Y Yo ol <1 41
5.1.3 Power and Air CoNditioNing ........oouiiuiiiiiiii i 41

T BTV | =T g o {0 T 1 U T TP PPN 41
5.1.5 Fire Prevention and ProteCtion............ceuu i et 41
oI B SR AV =T = T o] - 41
I B AT 1 (=N D11 o To 1| T 42
oI IR R 0 2 N 2 T Lol U o TS 42
5.2 Procedural CONtIOlS ......ccuuiiiiiii ittt et e e a e e eaaes 42
5,200 TRUSEROIES ..ttt ettt e et e e e e e eees 42
5.2.2 Number of Persons Required per TasK..........ccuuiiiiiiiiiiieieeii e e e e e 42
5.2.3 ldentification and Authentication for Each Role..........cccooouiiiiiiiiiiiiiii e 42
5.2.4 Roles Requiring Separation of DULIES.........iuuiiiiiiiiii e 42
5.3 PersONNE@l CONTIOIS ...eeitieeiiie ettt ettt ettt e et e ettt e ettt e e e etb e e e eab e eebaaeees 42
5.3.1 Qualifications, Experience and Clearance Requirements .........ccoeeueiueiieiieiieiieeieieeeeeeneen, 42
5.3.2 Background Check ProCeAUIES .........ciuiiiiiiiiiie et e e e ens 42
5.3.3 Training REQUIFEMENTS. .....cuniiieii et ettt e e e e e e eeenenaees 42
5.3.4 Retraining Frequency and REQUIrEMENES .......c.uiiiiiiiiiiiciee e e e e e ens 43
5.3.5 Job Rotation Frequency and SEQUENCE .......ivuiiniiiiiei e e e e ees 43

CPS Version 3.6 [31 May 2019] © 2019 AffirmTrust 6



5.3.6 Sanctions for UNaUthOrized ACTIONS .......vuieieiniieieie ettt ettt e et e enenenes 43

5.3.7 Independent Contractor REQUIrEMENTS .......cuiiniiiiiiiie e e e e 43
5.3.8 Documentation Supplied to PErsonNEel ..........ccouiiiiiiiiiiiii e 43
5.4 Audit LOBEING PrOCEAUIES. . .. it it e et e e e e e e et e et e eae e e eneaneennan 43
5.4.1 Types of EVENTS RECONEM. ... ..cuuiiiiii i e e e e e e e e e eaaes 43
5.4.2 Frequency Of ProCeSSING LOE ....u.iuuiieiieie ettt e e e e e e e e e e e e e een 44
5.4.3 Retention Period for AUt LOZ ......ovuiniiiiiiii e e ae e 44
5.4.4 Protection Of AUt LOE ......cuuiiuiiiiiii i e e e e e e e e e e e e e et e e e e e e eaas 44
5.4.5 Audit LOg BaCKUp ProCEAUIES......c..iiiiiiie et ens 44
5.4.6 Audit Collection SYStEM ....iuiiii i 44
5.4.7 Notification to Event Causing SUDJECT ... ...iuniiiiii e 44
5.4.8 Vulnerability ASSESSIMENTS .....u.iuiiii i e e e e e e et et e e ees 44
5.5 ReCOrdSs ArChival......ccouiiiii e 45
5.5.1 Types of Records Archived............oeuiiiiiiii e e 45
5.5.2 Retention Period for Archive .........cc.uviiiiiiii e 45
5.5.3 Protection Of ArChiVE .........iieiiii et 45
5.5.4 Archive BaCKUp ProCEAUIES.........vviiiiiiii e e e e e ees 45
5.5.5 Requirements for Time stamping of RECOrds ........c.oiuiiiiiiiiiiiiiiii e 45
5.5.6 Archive Collection SYStEM........ouiiiiiii e 45
5.5.7 Procedures to Obtain and Archive Information..........ccceeeieiiiiiiiiiiii e 45
5.5.8 VUINerability ASSESSIMENTS ... ...iuiiiiiiii et e e e e e et et e eaens 45
I GV @ o = 1040 1Y PN 45
5.7 Compromise and DiSAStEr RECOVEIY ....c.uuiuuniiiiieiiee ettt e e et e e e et e e e et e et e eaans 46
5.7.1 Incident and Compromise Handling procedures ............coueiiiiiiiiiiiiiiiieie e 46
5.7.2 Computing Resources, Software and/or Data are Corrupted..........cccoeevviviiinieiiineiineninnnnnn. 46
5.7.3 Entity Private Key Compromise ProCedUIeS ........ccuvvuuiiiiiiieieeii e e e e e e e e e e e e 46
5.7.4 Business Continuity Capabilities after @ Disaster ........ccviiiiiiiiiiiii e, 46
5.8 CATEIrMINATION....uuiiiiiiii i 46
6. TECHNICAL SECURITY CONTROLS ....euutiteiiie ettt et ettt e e e et et e e e e e et e et s e e e e e et eeaans 48
6.1 Key Pair Generation and Installation ..........c..ooiiiiiiii 48
6.1.1 Key Pair GENEIatioN. .. c.ueeieiii e e e 48
N I I A 0 oAV 1= 1= - o o PP 48
6.1.1.2 RAKey Pair GENEratioN ... cuiuii ettt e e e e ens 48

CPS Version 3.6 [31 May 2019] © 2019 AffirmTrust 7



6.1.1.3 Subscriber Key Pair GENEration .........ccouiiuiiiiiie e 48

6.1.2 Private Key Delivery to SUDSCIIDET......c.uiiei e 48
6.1.3 Public Key Delivery to Certificat@ ISSUBT ......vniiniii e 49
6.1.4 CA Public Key Delivery to Relying Parties.......ccuvuiiiiiiiiiice e 49
L0 I T (=Y 4 =S 49
6.1.6 Public Key Parameters Generation and Quality Checking ............ccooiiiiiiiiiiiiiiiiiee, 49
6.1.7 Key Usage Purposes (as per X.509 v3 Key Usage Field) ..........cccoveiiiiniiiiiiiiieieeee 49
6.2 Private Key Protection and Cryptographic Module Engineering Controls...........ccccoeevvvnieniennenn.. 49
6.2.1 Cryptographic Module Standards and Controls.............ceviiiieiiiiiiiii e 49
6.2.2 Private Key (N Out of M) Multi-Person Control ...........c.oevuiiiiiiiiiiiiii e 50
6.2.3 Private KEY ESCIOW ..uiuiiitiiiit it ettt e et e e e e e et et s e et s e et e e et e e et eaneneanenanns 50
6.2.4 Private KEY BaCKUP . .cuuuiiiiiiii ettt e e e e e e 50
6.2.5 Private KeY ArchiVal.........couiniiiiii e 50
6.2.6 Private Key Transfer Into or From a Cryptographic Module...........cccccoeiiiiiiiiiiniiiniineieeene, 50
6.2.7 Private Key Storage on Cryptographic Module..........coouiiiiiiiiiii i 50
6.2.8 Method of Activating Private KeY.........cuuiiniiiii e 51
6.2.9 Method of Deactivating Private KeY.........coiuiiiiiiiiiiei e e 51
6.2.10 Method of Destroying Private KeY.........cccuiiuiiiiiiiii e 51
6.2.11 Cryptographic Module Rating.........couiiiiiiiiiiie e e 51
6.3 Other Aspects of Key Pair ManagemeEnt..........ouuiiiiiie e e e e e aeaeaaa e 51
6.3.1 PUBliC KEY ArChiVal ... oo e 51
6.3.2 Certificate Operational Periods and Key Pair Usage Periods ..........c.ccoevueiiieiineieiineinennnnn. 51
6.4 ACHIVAtION DAta.....ceniiiiiii e e 52
6.4.1 Activation Data Generation and Installation ............ccoiviiiiiiiiiiiiiiiii e, 52
6.4.2 Activation Data ProteCtion..........c.oeuieiiniiiii e 52
6.4.3 Other Aspects of Activation Data.........c.coviuiiniiiiiii e 52
6.5 Computer SECUITY CONTIOIS ...uuiiii ittt ettt e e et s e et e e e e e et e e et e eenns 52
6.5.1 Specific Computer Security Technical Requirements...........cccooiiiiiiiiiiiiiiiiececeeeeee, 52
6.5.2 Computer SECUNITY RAtING. ... .uiuiiiiiiiiriiir e e et e e e et e e e e e e e e e eananas 52
6.6 Life Cycle Technical CONTIOlS ......ivuiei i e e e e e e e e e e e anas 52
6.6.1 System Development CONrolS .........oeuiiiiiniii e e 52
6.6.2 Security Management CONLIOIS .....iiuuiiin ittt et e et e et e e e e e e s eenneeees 52
6.6.3 Life Cycle SecUrity CONLIOlS ... ...iee i e e e e e e e eeaa e 53

CPS Version 3.6 [31 May 2019] © 2019 AffirmTrust 8



6.7 NetWork SECUItY CONTIOIS ... . cuie it e e et e et e e et e et eneeaaas 53

Lo T T 0 TSR = 0 0] o 1= PPt 53
7. CERTIFICATE, CRL, AND OCSP PROFILES......ceuuiiiiieeeeiie e et e et e et e e et e e et e e e et e e e e e e eenenaes 54
7.1 Certificate Profile ... e e 54
7.0.0 Version NUMDEI(S) . vvuiuiritiieiteit ettt ettt e e et e e e e et e e e aeeaerneenenns 54
7.1.2 Certificate EXEENSIONS ....cuuniiiiiei ettt et e e e et e e e e e e e 54
7.1.2.1 ROOT CA CrtifiCat .. cuuniiineiiiie ettt et e e e 54
7.1.2.2 Subordinate CA Certificate.......oiuu i 54
7.1.2.3 SUbSCriber CertifiCate.....cuu i e 54
7.1.3 Algorithm Object Identifiers..........oiuiiiiie e e 54

A R \\F= 1 0 T= 3 o T o 41 PP 54
7.1.4.1 1SSUET INFOrMATiON .. cinn it et e et e e 54
7.1.4.2 Subject Information — Subscriber Certificates ..........ccoviiiiiiiiii, 55
7.1.4.3 Subject Information — Root Certificate and Subordinate CA Certificates....................... 55

A BT\ - 0T O o] R o T | PR 55
7.1.6 Certificate Policy Object Identifier..........oviniiniiii e 55
7.1.6.1 Reserved Certificate Policy ldentifiers...........oovuiiiiiiiiiiii e, 55
7.1.6.2 ROOt CA CertifiCates. ... ceeeeueeiiiie ettt e et e e e 55
7.1.6.3 Subordinate CA Certificates ......cuuiiuuiiiie et 55
7.1.6.4 SUbSCriber CertifiCates ...... i 55
7.1.7 Usage of Policy Constraints EXEENSION ........ieuiiniiniiiiiieiie e e e e 55
7.1.8 Policy Qualifiers Syntax and SEMaNtiCS .......ccuiiniiiiiii e 56
7.1.9 Processing Semantics for the Critical Certificate Policies EXtension ............ccceeevevveinevineennen. 56
2 A I o e 11T UPPRTN 56
7.2.0 Version NUMDEI(S) . vvuiuiriiiiieiei ettt ettt et et e e e e e et e e ae e e eaeeaeenenns 56
7.2.2 CRLaNd CRL ENtry EXtENSIONS. ....iuuiieiieie et e e e e et e e e e e e e e e e e e e e e eneaneen 56
7.3 OCSP PrOfile ettt ettt e et e et e e et 56
e Y £ 1o T VL0 0] o T £ N 56
7.3.2 OCSP EXTENSIONS ..ceieeiieiiit ittt e ettt e e e e e e e e e en e en e ens 56
8. COMPLIANCE AUDIT AND OTHER ASSESSIMENTS....ccuuuitiitieeiiti ettt et eeeii e e et e eeei e e 57
8.1 Frequency or Circumstances Of ASSESSMENT ......uiiuuiiiieiiiieiie et e e eeaans 57
8.2 Identity/QUalifications Of ASSESSON .......uuuiiiuiiiieeiiie ettt e e e e e e e e e e et e e e e e eaeeeaans 57
8.3 Assessor's Relationship 1o Assessed ENTity ......oc.ueieuiiiiiiiiiieiiee e e e e 57

CPS Version 3.6 [31 May 2019] © 2019 AffirmTrust 9



8.4 Topics Coverad by ASSESSMENT .....cuiuiit i e e e et e e e et e et e et e et e et e et enaennas 57

8.5 Actions Taken as a Result Of DefiCienCy .......ovuiiniiiii e 57
8.6 CommuNICation Of RESUILS .......iieniii e e 57
8.7 SEI-AUTIES ... ettt et ettt e et e eaans 58
9. OTHER BUSINESS AND LEGAL MATTERS ..ottt ettt ettt e e et e e et e e et e e et e eeeeia e e 59
1S == PPN 59
9.1.1 Certificate Issuance or RENEWal FEES. .......ccuuiiiiiiiiiiiiie e 59
9.1.2 CertifiCate ACCESS FEES...cuuiiiit ittt e e et e e e s e et e e e e e e e e e e eaaneee 59
9.1.3 Revocation or Status Information ACCESS FEES ......cuuiiuniiiiiiiii e 59
9.1.4 Fees fOr Other SEIVICES .....ceeieiieiiiie ettt et e e et e et eeeaa e 59
9.1.5 RefUN POIICY ...u.iiniieiieie e et e e e e e et e e e e e e e e e e et e et e e e e e e e eaneen 59
9.2 Financial ReSPONSIDIlITY .. ...vuieieii e e 59
9.2, 1 INSUIANCE COVEIA O . u et tninittnttt ettt et ettt tr e et st ete e et e etsteteataststetstetstneneanenstntneenenenns 59
0.2.2 ORI ASSEES. .ttt ettt ettt et et ettt e e e e et et eeheeeen 59
9.2.3 Insurance or Warranty Coverage for End-Entities..........cccoiiiiiiiiiiiii e, 59
9.3 Confidentiality of Business INfOrmation ............ccooiiiiiiiiiii e 60
9.3.1 Scope of Confidential INformation ..o 60
9.3.2 Information Not Within the Scope of Confidential Information .............cocoviiiiiiiinnni. 60
9.3.3 Responsibility to Protect Confidential Information .............cooiiiiiiiiii e, 60
9.4 Privacy of Personal Information..........c.oouiiniiiii e 60
I B N o G\ V- YoV o =Y o DO 60
9.4.2 Information Treated as Private..........oceuuiiiii i e 60
9.4.3 Information Not Deemed Private........ocuuiiiiiiiiiii e e e 60
9.4.4 Responsibility to Protect Private Information ............cccoiiiiiiiiiii e 60
9.4.5 Notice and Consent to Use Private INformation ...........ccoeeiiiiiiiiiiiiiiiiiiicin e 61
9.4.6 Disclosure Pursuant to Judicial or Administrative Process..........ccooveuuviiiiiiinieinieiiieeinnen, 61
9.4.7 Other Information Disclosure CirCUMSTANCES .......vuuuiieuneiiieieieeiie et eeie e e eeaeees 61
9.5 Intellectual Property RIGIES........ovuii e e 61
9.6 Representations and Warranties............eeuiiiiiii e e e e e e 61
9.6.1 CARepresentations and Warranties.......co.vuiiiiiiiiiiee e e ae s 61
9.6.1.1 OV Server Certificate Limited Warranty .........co.oviiiiiiiiiiiiniec e 61
9.6.1.2 EV Server Certificate Limited Warranty.......c.cooeuriiiiniiiniiiin e e e 62
9.6.2 RA Representations and Warranties.......co.viiiiiiiiiie e e e e 63

CPS Version 3.6 [31 May 2019] © 2019 AffirmTrust 10



9.6.3 Subscriber Representations and Warranties.........c.oeuiiiiiiiiiiii e 63

9.6.4 Relying Party Representations and Warranties ..........ccuoiiiiiiiiiiiiiiiiiiiee e 63
9.6.5 Representations and Warranties of Other Participants ...........ccoeeiiiiiiiiiiiiiiiie e 64
9.7 Disclaimers of Warranties. .......ccuueeu i e e 64
9.8 Limitations of LIability ........evuniiiii e 65
9.9 INAEMNITIES .. ete ettt ettt e et e et e e et e et e et e e e et e et e eaans 66
9.10 Term and TerMiN@tiON. ... ...ttt ettt e e e e e e e e e e eaaes 67
S O B0t R = o o T TR 67
S O B =g 1 = 6 oo PR 67
9.10.3 Effect of Termination and SUrVIVal...........ccouuiiiiiiiiiiiiii e 67
9.11 Individual Notices and Communications with Participants ..........ccceeviiiiiiiiiinei e, 67
9.12 AMENOMENTS ... ettt ettt ettt ettt et et et et e eh et e e e e et e e e et e eaans 67
9.12.1 Procedure for AMENAMENT ......cccuuuiiiiiiee ettt e e et e eeai e 67
9.12.2 Notification Mechanism and Period ............ccuoiiiuiiiiiiiiiiii e 68
9.12.3 Circumstances Under Which OID Must Be Changed...........cccooviiiiiiiiiiiicceeeeeee, 68
9.13 Dispute ReSOIULION PrOVISIONS........cuitiiiiit it e e e e e e e et e et e et e et e eneeneennas 68
1S B0 I B o 1Y =T o1 V= I PPt 68
9.15 Compliance With AppliCable LAW ......ccuiiniieiiii e e aa e 68
9.16 MiSCEIlANEOUS PrOVISIONS ......ieeieiii ittt et et e et e et et e et e et e e et e e et e eeans 68
S B ST A oL [ A o /=TT =1 o PPt 68

1S B0 S A XL T4 1= 0 S 68
9.16.3 SEVEIADIItY. e e 69
9.16.4 Enforcement (Attorneys' Fees and Waiver Of Rights) ..........covviiiiiiiiniii i 69

1S B S T oo T ot =N 1Y/ = 1= =S 69
9.17 OtNeI PrOVISIONS .. .eeeiiieeeete ettt ettt e et ettt e e et e ettt e et s e e eeb e et et s eeetb e e eeeba e ereraneees 69
9.17.1 CoNflict Of PrOVISIONS .. .cuuuiiiiiei ettt e e e e e e e 69
9.17.2  Fiduciary Relationships ........ccuiiuiiiiiiiii e 69
APPENDIX ATO AFFIRIMTRUST CPS....otiiiiiiiii ittt ettt ettt et ettt et e et e e et e ea et e et eneenennes 70
APPENDIX B ...ttt ettt ettt ettt et et et ettt e e et e et e et et e et e an e et et aee 72

CPS Version 3.6 [31 May 2019]  © 2019 AffirmTrust 11



1. INTRODUCTION

The AffirmTrust CAs issue Certificates, which include the following Certificate Types:

e DV Certificate(s)
e OV Certificate(s)
e EV Certificate(s)

1.1 Overview

This AffirmTrust Certification Practice Statement (the "CPS"), Version 3.3, effective date: 31
May 2018, presents the principles and procedures AffirmTrust employs in the issuance and life
cycle management of the roots, sub-roots, and certificates listed on Appendix A.

This CPS and any and allamendments thereto are incorporated by reference into all of the
Certificates listed on AppendixA. The CPS s available on AffirmTrust’s website. In the event
of any differences between the Japanese and English versions of this document, the English
version will prevail.

AffirmTrust is established to provide certificate services for a variety of external customers. The
organization operates fromthe sub-CA roots listed on Appendix A, which issue certificates to
various AffirmTrust customers. Subscribers include all parties who contract with AffirmTrust for
AffirmTrust digital certificate services. All parties who may rely upon the AffirmTrust certificates
are considered relying parties. This CPS and other AffirmTrust business practices disclosures
are applicable to all AffirmTrust certificates issued by AffirmTrust.

This CPS follows the format of RFC 3647. For the purposes of this CPS, all capitalized terms
used herein shall have the meaning given to them in 81.6.1, Definitions and Acronyms, or
elsewhere in this CPS.

1.2 Document Name and Identification

This document is the AffirmTrust Certification Practices Statement and was approved for
publication by the AffirmTrust PKI Policy Authority. IANA has assigned the following OID to
AffirmTrust: 1.3.6.1.4.1.34697. The OID for this CPSis 1.3.6.1.4.1.34697.1.1, which is also the
OID that AffirmTrust uses to indicate its adherence to and compliance with the Baseline
Requirements of the CA/Browser Forum.

1.3 PKI Participants

1.3.1 Certification Authorities

AffirmTrust is a certification authority (CA) that issues SSL Certificatesin accordance with this
CPS. As a CA, AffirmTrust performs functions associated with Public Key operations, including
receiving certificate requests, issuing, revoking and renewing a digital certificate, and
maintaining, issuing, and publishing CRLs and OCSP responses.

AffirmTrust’s self-signed, offline Root CAs create online subordinate CAs in accordance with
this CPS and applicable cross-certification policies and memoranda of agreement with other
CAs. For ease of reference herein, all AffirmTrust Root CAs and cross-signed or subordinate
CAs thatissue Certificates are referred to as “CAs.”

AffirmTrust operations are managed by the AffirmTrust PKI Policy Authority (PKIPA) which is
composed of members of the AffirmTrust Group management. The PKIPA is responsible for
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the approval of this CPS and overseeing the conformance of the AffirmTrust practiceswith
applicable requirements.

AffirmTrust Server Certificates are X.509 Certificates with SSL Extensions issued from sub-
roots that chain and may be cross-signed to the trusted roots listed on Appendix A, and which
facilitate secure electronic commerce by providing limited authentication of a Subscriber's server
and permitting SSL encrypted transactions between a Relying Party's browser and the
Subscriber's server.

AffirmTrust conforms to the current version of the CA-Browser Forum Baseline Requirements
(“Baseline Requirements”) and Guidelines for Issuance and Management of Extended
Validation Certificates ("EV Guidelines") and implements the Baseline Requirements and EV
Guidelines through this CPS and AffirmTrust’s other policies. In the event of any inconsistency
between AffirmTrust’s other policies and the Baseline Requirements or EV Guidelines, the
Baseline Requirements and EV Guidelines take precedence.

1.3.2 Registration Authorities

RAs under the AffirmTrust CA may accept Certificate Applications from Applicants and perform
verification of the information contained in such Certificate Applications, according to the
procedures established by the Policy Authority. A RA operating under a CA may send a request
to such CA to issue a Certificate to the Applicant. Only RAs authorized by AffirmTrustare
permitted to submit requests to a CA for the issuance of Certificates.

AffirmTrust CA may designate an Enterprise RA to verify Certificate requests from the
Enterprise RA’s own organization. The requested FQDNs must be within the Enterprise RA’s
domain namespace.

1.3.3 Subscribers

Subscribers may use AffirmTrust’s CA services to supporttransactions and communications.
The subject of a Certificate is the party named in the Certificate. Prior to verification of identity
and issuance of a Certificate, a Subscriberis an Applicant.

1.3.4 Relying Parties

Relying Parties are entities that act in reliance on a Certificate and/or digital signature issued by
AffirmTrust. Relying parties must check the appropriate CRL or OCSP response priorto relying
on information featured in a Certificate. The location of the CRL distribution point is detailed
within the Certificate.

Relying Parties are also obligated to: (a) Restrict reliance on Certificates issued by the CAto the
purposes for those Certificates, in accordance with this CPS, (b) Agree to be bound by the
provisions of limitations of liability as described in the CPS (or other CA business practices
disclosure) upon reliance on a Certificate issued by the CA, and (c) agree to be bound by the
Relying Party Agreement as published at the AffirmTrust website. AffirmTrust does not accept
responsibility for reliance on a fraudulently obtained Certificate or a Certificate that is revoked as
indicated on the CRL or OCSP response.

1.3.5 Other Participants
No stipulation.
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1.4 Certificate Usage

A digital certificate (or certificate) is formatted data that cryptographically binds an identified
subscriber with a Public Key. A digital certificate allows an entity taking part in an electronic
transaction to prove its identity to other participants in such transaction. Digital certificates are
used in commercial environments as a digital equivalent of an identification card.

1.4.1 Appropriate Certificate Uses

Certificates issued pursuant to this CPS may be used for all legal authentication, encryption,
access control, and digital signature purposes, as designated by the key usage and extended
key usage fields found within the Certificate. However, the sensitivity of the information
processed or protected by a Certificate varies greatly, and each Relying Party must evaluate the
application environment and associated risks before deciding on whether to use a Certificate
issued under this CPS.

1.4.2 Prohibited Certificate Uses

Certificates do not guarantee thatthe Subject is trustworthy, honest, reputable in its business
dealings, compliant with any laws, or safe to do business with. A Certificate only establishes that
the information in the Certificate was verified as reasonably correct when the Certificate issued.

Certificates issued under this CPS may not be used (i) for any application requiring fail-safe
performance such as (a) the operation of nuclear power facilities, (b) air traffic control systems,
(c) aircraft navigation systems, (d) weapons control systems, or (e) any other system whose
failure could lead to injury, death or environmental damage; or (ii) where prohibited by law.

Certificates issued under this CPS may not be used for “traffic management” or man -in-the-
middle purposes.

1.5 Policy Administration

1.5.1 Organization Administering the document

The CPS is administered by the Policy Authority; it is based on the policies established by
Entrust Datacard Limited.

1.5.2 Contact Person
The contact information for questions about Certificates is:

AffirmTrust Limited

1000 Innovation Drive, Suite 400
Ottawa, Ontario

Canada, K2K 3E7

Email: support@affirmtrust.com

Security issues, such as Certificate misuse, vulnerability reports or external reports of key
compromise, may also be emailed to abuse @affirmtrust.com.

1.5.3 Person Determining CPS Suitability for the Policy
The PKI Policy Authority determines the suitability and applicability of this CPS.
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1.5.4 CPS Approval Procedures

The PKI Policy Authority approves the CPS and any amendments. Amendments may be made
by either updating the entire CPS or by publishing an addendum. The PKI Policy Authority
determines whether an amendment to this CPS requires notice or an OID change. See also
89.10 and §9.12 below.

1.6 Definitions and Acronyms

1.6.1 Definitions

Affiliate. An organization which is directly or indirectly controlled by one entity, which directly or
indirectly controls such entity or which is under common control with such entity; “control”
means the direct or indirect ownership of more than fifty percent (50%) of the shares or interests
entitled to vote for the directors of such entity or the equivalent, for so long as such entitlement
exists, or equivalent power over management.

AffirmTrust. Entrust Datacard Limited, an Ontario, Canada corporation doing business as
AffirmTrust.

AffirmTrust Group. Collectively Entrust Holdings, Inc., its subsidiaries, its licensors (including for
the avoidance of any doubt Microsoft), its resellers, its suppliers, and the directors, officers,
employees, agents and independent contractors of any of them.

AffirmTrust Group Affiliates. Collectively, Entrust Datacard Corporation and its Affiliates.

Applicant. All parties who apply for AffirmTrust digital certificate services with AffirmTrust to be
a Subscriber.

Application Software Supplier. A developer of Internet browser software or other software that
displays or uses Certificates.

Authorization Domain Name. As defined in the Baseline Requirements.

Baseline Requirements. The CA/Browser Forum Baseline Requirements published at
http://www.cabforum.org, as such Baseline Requirements may be amended from time to time.

Certificate. Arecord that, at a minimum: (a) identifies the CA issuing it; (b) names or otherwise
identifies its Subscriber; (c) contains a Public Key that corresponds to a Private Key under the
control of the Subscriber; (d) identifies its Operational Period; and (e) contains a Certificate
serial number and is digitally signed by the CA. The term Certificate, as referred to in this CPS,
means a Certificate issued by AffirmTrust pursuant to this CPS.

Certificate Problem Report. As defined in the Baseline Requirements.

Certificate Revocation List. A time-stamped list of revoked Certificates that has been digitally
signed by the CA. An entity that issues Certificates and performs all of the functions associated
with issuing such Certificates.

Certification Authority. A certification authority operated by or on behalf of AffirmTrustfor the
purpose of issuing, managing, revoking, renewing, and providing accessto Certificates. The
Certification Authority (i) creates and digitally signs Certificates that contain among other things
a Subject’s Public Key and other information that is intended to identify the Subject, (ii) makes
Certificates available to facilitate communication with the Subject identified in the Certificate,
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and (iii) creates and digitally signs Certificate Revocation Lists containing information about
Certificates that have been revoked and which should no longer be used or relied upon.

Compromise. Suspected or actual unauthorized disclosure, loss, loss of control over, or use of a
Private Key associated with a Certificate.

Domain Contact. As defined in the Baseline Requirements.

Domain Name Registrant. As defined in the Baseline Requirements.

Domain Name Registrar. As defined in the Baseline Requirements.

DNS CAA Email Contact. As defined in the Baseline Requirements.

DNS TXT Record Email Contact. As defined in the Baseline Requirements.

DNS TXT Record Phone Contact. As defined in the Baseline Requirements.

DV (Domain Validated) Certificate. An SSL Certificate that contains the domain name of the
Subscriber that has been validated according to the issuer’s disclosed practices, but that does
not contain any information aboutany organization or person associated with the Subscriber.

Enterprise RA. As defined in the Baseline Requirements.

EV Certificate. An SSL Certificate that contains information specified in the EV Guidelines and
that has been validated in accordance with those EV Guidelines.

EV Certificate Beneficiaries. (a) The Subscriber entering into the Subscriber Agreement for the
EV Certificate; (b) the Subject named in the EV Certificate; (c) all Application Software Suppliers
with whom AffirmTrust has entered into a contract for inclusion of its Root Certificate in software
distributed by such Application Software Suppliers; and (d) all Relying Parties that actually rely
on such EV Certificate during the period when it is valid.

EV Guidelines. The CA/Browser Forum Guidelines for Issuance and Management of Extended
Validation Certificates published at http:/www.cabforum.org, as such Guidelines may be
amended from time to time.

EV Policies. AffirmTrust EV Certificate practices, policies, and procedures governing the
issuance of EV Certificates, including this CPS.

Extension. Means to place additional information about a Certificate within a Certificate. The
X.509 standard defines a set of Extensions that may be used in Certificates.

Fully-Qualified Domain Name. As defined in the Baseline Requirements.

Key Compromise. As defined in the Baseline Requirements.

Key Pair. Two mathematically related keys, having the following properties: (i) one key can be
used to encrypt a message that can only be decrypted using the other key, and (ii) even

knowing one key, it is computationally impractical to discover the other key.

OCSP. Online Certificate Status Protocol as used by AffirmTrust to reportthe revocation status
of Certificates.
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Operational Period. A Certificate's period of validity. It would typically begin on the date the
Certificate is issued (or such later date as specified in the Certificate), and ends on the date and
time it expires as noted in the Certificate or is earlier revoked unless it is suspended.

Organization. The entity named or identified in a Certificate in the Organizational Name field that
has purchased a Certificate.

QV Certificate. AnSSL Certificate that contains information about the organization named in the
Certificate that has been validated according to the issuer’s disclosed practices, but which has not been
validated according to the EV Guidelines.

PKI Policy Authority. Those personnel who work for or on behalf of AffirmTrust and who are responsible
for determining the policies and procedures that govern the operation of the CAs.

Private Key. The key of a Key Pair used to create a digital signature. This key must be kept a
secret.

Public Key. The key of a Key Pair used to verify a digital signature. The Public Key is made
freely available to anyone who will receive digitally signed messages from the holder of the Key
Pair. The Public Key is usually provided via a Certificate issued by AffirmTrust. A Public Key is
used to verify the digital signature of a message purportedly sent by the holder of the
corresponding Private Key.

Registration Authority. An entity that performs two functions: (1) the receipt of information from a
Subject to be named in a Certificate, and (2) the performance of verification of information
provided by the Subject following the procedures prescribed by the CAs. In the event that the
information provided by a Subject satisfies the criteria defined by the CAs, an RA may send a
request to a CA requesting that the CA generate, digitally sign, and issue a Certificate
containing the information verified by the RA. An RA may be operated by AffirmTrust or by an
independent third-party.

Relying Party. A recipient of a digitally signed message who relies on a Certificate to verify the
digital signature on the message. Also, a recipient of a Certificate who relies on the information
contained in the Certificate.

Root CA. Thetop level CA whose Root Certificate is distributed by Application Software Suppliers
and that issues Subordinate CA Certificates.

Root Certificate. The self-signed Certificate issued by the Root CA to identify itself and to facilitate
verification of Certificates issued to its Subordinate CAs.

Root Key(s). The Private Key used by AffirmTrust to sign the Certificates.

SSL Certificate. A Certificate issued by a CA for use on secure servers.

Subject. A person, entity, or organization whose Public Key is contained in a Certificate.
Subordinate CA. A CA whose Certificate is signed by the Root CA, or another Subordinate CA.
Subscriber. A person or entity who (a) is the subject named or identified in a Certificate issued

to such person or entity, (b) holds a Private Key that corresponds to a Public Key listed in that
Certificate, and (c) the person or entity to whom digitally signed messages verified by reference
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to such Certificate are to be attributed. For the purpose of this CPS, a person or entity who
applies for a Certificate (an “Applicant”) by the submission of an enrollment form s also referred
to as a Subscriber.

Subscriber Agreement (also known as Terms of Service). The agreementbetween a
Subscriber and AffirmTrust.

Wildcard Domain Name. A Domain Name consisting of a single asterisk character followed by a
single full stop character (“*.”) followed by a Fully-Qualified Domain Name.
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1.6.2 Acronyms

ADN Authorization Domain Name

CA Certification Authority

CAA Certification Authority Authorization

CPR Certificate Problem Report

CPS Certification Practice Statement

CRL Certificate Revocation List

CSR Certificate Signing Request

CT Certificate Transparency

DBA Doing Business As

DN Distinguished Name

DNS Domain Name System

DNSSEC Domain Name System Security Extensions
DV Domain Validated

ECC Elliptic Curve Cryptography

EKU Extended Key Usage

EV Extended Validation

FIPS (US Government) Federal Information Processing Standard

FQDN Fully Qualified Domain Name
HTTP Hyper Text Transfer Protocol
HTTPS Hyper Text Transfer Protocol Secure

IANA Internet Assigned Numbers Authority

ICANN Internet Corporation for Assigned Names and Numbers

IETF Internet Engineering Task Force

ISO International Organization for Standardization

TU-T International Telecommunication Union - Telecommunication Standardization Sector
NIST (US Government) National Institute of Standards and Technology
OCSP Online Certificate Status Protocol

OID Object Identifier

ov Organization Validated

PA Policy Authority

PIN Personal Identification Number

PKI Public-Key Infrastructure

RA Registration Authority

RFC Request for Comment

RSA Rivest—Shamir—Adleman cryptosystem

SAN Subject Alternative Name

SSL Secure Sockets Layer

TLS Transport Layer Security

URL Universal Resource Locator
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2. PUBLICATION AND REPOSITORY RESPONSIBILITIES

AffirmTrust maintains the Repository to store various information related to Certificates and the
operation of the CAs and RAs. The CPS and various other related information is publishedin
the Repository.

2.1 Repositories

AffirmTrust maintains the Repositories to allow access to Certificate-related and CRL Certificate
revocation information. The informationin the Repositories is accessible through a web
interface, available on a 24x7 basis and is periodically updated as set forth in this CPS. The
Repositories are the only approved source for CRL and other information about Certificates.

AffirmTrust will adhere to the latest version of the CPS published in the Repository.

The Repository can be accessed at https://www.affirmtrust.com/resources/.

Web Pages that can be used by application software suppliers to test their software with
Subscriber Certificates that chain up to each publicly trusted Root Certificate are hosted at
https://www.affirmtrust.com/resources/.

2.2 Publication of Certification Information

AffirmTrust publishes its CPS, CA Certificates, Subscriber Agreements (Terms of Service),
Relying Party Agreements, and CRLs in online repositories.

2.3 Time or Frequency of Publication
AffirmTrust CPS will be re-issued and published at least once per year.

CRLs will be updated as per 84.9.7.

OCSP responses will be updated as per §4.9.10.

2.4 Access Controls on Repositories

Information published on repositoriesis public information. Read only access is unrestricted.
AffirmTrust has implemented logical and physical controls to prevent unauthorized write access
to its repositories.
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3. IDENTIFICATION AND AUTHENTICATION

The PKI Policy Authority mandates the verification practices for verifying identification and
authentication, and may, in its discretion, update such practices.

3.1 Naming

Before issuing an Certificate, the AffirmTrust CAs ensure that all Subject organization
information in the Certificate conforms to the requirements of, and has been verified in
accordance with the procedures prescribed in this CPS and matches the information confirmed
and documented by the RA pursuant to its verification processes.

For EV Certificates, the CA and RA must follow the verification proceduresin this CPS and the
EV Guidelines and match the information confirmed and documented by the RA pursuant to its
verification processes. Such verification procedures are intended to accomplish the following:

(i Verify the Applicant’s existence and identity, including;
a. Verify the Applicant’s legal existence and identity (as stipulated in the EV
Guidelines),
b. Verify the Applicant’s physical existence (business presence at a physical
address) , and
c. Verify the Applicant’s operational existence (business activity).
(ii) Verify the Applicant’s authorization for the EV Certificate, including;
a. Verify the name, title, and authority of the Contract Signer, Certificate Approver,
and Certificate Requester;
b. Verify that Contract Signer signed the Subscription Agreement; and
c. Verify that a Certificate Approver has signed or otherwise approved the EV
Certificate request.

3.1.1 Types of Names

The Subject names in a Certificate comply with the X.501 Distinguished Name (DN) form. The
CAs shall use a single naming convention as set forth below.

1. DV Certificates
(i) “Organizational Unit Name” (OU) states “Domain Validated”; and
(ii) “Common Name” (CN) which is the hostname, the fully qualified hostname or path
used in the DNS of the secure server on which the Applicant is intending to in stall the
DV Certificate;

2. QV Certificates

(iii) “Country Name” (C) which is the two-letter ISO 3166 code for the country in which
the Applicant is located and plans to host the secure server on which the Applicant is
intending to install the OV Certificate;

(iv) “Organization Name” (O) which is the name of the organization in the case of a
corporation, partnership, or other entity. In the case of a sole proprietorship, the
organization name can be the name of the Applicant;

(V) “Organizational Unit Name” (OU) which is an optional field. The OU field may be
used to distinguish between different organizational groups within an organization
(for example, to distinguish between human resources, marketing, and
development);

(vi) “Common Name” (CN) which is the hostname, the fully qualified hostname or path
used in the DNS of the secure server on which the Applicant is intending to install the
OV Certificate;

(vii)  “Locality” (L), which is the city or locality of the organization’s place of business; and
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(viii)  “State” (ST) (if applicable), which is the state or province of the organization’s place
of business.

3. EV Certificates
(iX) Same as OV Certificates, plus

(x) “serialNumber” which is the registration number of Subscriber,
(xi) “businessCategory” which is the applicable business category clause per the EV
Guidelines,

(xi)  “jurisdictionOflncorporationLocalityName” (if applicable) which is the jurisdiction of
registration or incorporation locality of Subscriber,

(xiii)  “jurisdictionOflncorporationStateOrProvinceName” (if applicable) which is the
jurisdiction of registration or incorporation state or province of Subscriber, and

(xiv)  “jurisdictionOflncorporationCountry” which is the jurisdiction of registration or
incorporation country of Subscriber.

3.1.2 Need for Names to Be Meaningful

The Certificates issued pursuant to this CPS are meaningful only if the names that appear in the
Certificates can be understood and used by Relying Parties. Names used in the Certificates
must identify the person or object to which they are assigned in a meaningful way. AffurmTrust
CAs shall not issue Certificates to the Subscribers that contain domain names, IP addresses,
DN, URL, and/or e-mail addresses that the Subscribers do not legitimately own or control.
Examples of fields and extensions where these names appear include subject DN and subject
alternative names.

The value of the Common Name to be used in a Certificate shall be the Applicant’'s FQDN or
path thatis used in the DNS of the secure server on which the Applicant is intending to install
the Certificate.

For EV Certificates, the FQDN for an EV Certificate cannot be an IP address or a Wildcard
Domain Name.

3.1.3 Anonymity or Pseudonymity of Subscribers
No stipulation.

3.1.4 Rules for Interpreting Various Name Forms
No stipulation.

3.1.5 Uniqueness of Names

Names shall be defined unambiguously for each Subject in a Repository. The Distinguished
Name attribute will usually be unique to the Subject to which it is issued. Each Certificate shall
be issued a unique serial number within the name space of the Subordinate CA.

3.1.6 Recognition, Authentication, and Role of Trademarks

Subscribers should not request Certificates with any content that infringes on the intellectual
property rights of another entity. Unless otherwise specifically stated in this CPS, AffirmTrust
does not verify an Applicant’s right to use a trademark and does not resolve trademark disputes.
AffirmTrust may reject any application or require revocation of any Certificate that is part of a
trademark dispute.
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3.2 Initial Identity Validation

AffirmTrust may use any legal means of communication or investigation to ascertain the identity
of an Applicant. AffirmTrust may refuse to issue a Certificate in its sole discretion.

3.2.1 Method to Prove Possession of Private Key

The Applicant must submit a CSR, generally in a PKCS#10 format, to establish that it holds the
Private Key corresponding to the Public Key in the Certificate request.

3.2.2 Authentication of Organization Identity

3.2.2.1 Identity
AffirmTrust requires the following verification depending on the Certificate type.

3.2.2.1.1 For Domain Validated (DV) Certificates

AffirmTrust validates the Applicant’s ownership or control of the domain name(s) that will be
listed in the Certificate. Domain name ownership or control is validated in accordance with Sec.
3.2.2.4.

AffirmTrust does not verify the organizational identity of Applicants for DV Certificates.

3.2.2.1.2 For Organization Validated (OV) Certificates

AffirmTrust requires OV Certificate applicants to include the organization name and address in
the certificate application. AffirmTrust verifies the organizational identity of Applicants using
reliable third party and governmentdatabases or through other direct means of communication
with the entity or jurisdiction governing the organization’s legal creation, existence, or
recognition. If such efforts are insufficient to confirm the identity of the subject, AffirmTrust may
require the Applicant to submit official company documentation, such as a business license,
filed or certified articles of incorporation/organization, tax certificate, corporate charter, official
letter, sales license, or other relevant documents. AffirmTrust verifies the authority of the person
requesting the Certificate on behalf of an organization in accordance with §3.2.5.

AffirmTrust also validates the Applicant’s right to use the domain name(s) that will be listed in
the Certificate by following the procedures of Sec. 3.2.2.4.

3.2.2.1.3 For Extended Validation (EV) Certificates

EV Certificates are validated in accordance with the EV Guidelines of the CA/Browser Forum.
For additional information on validation steps, see Section 11 of the EV Guidelines found at
https://cabforum.org/documents/.

3.2.2.2 DBA/Tradename
If the subject identity information is to include a DBA or tradename, the Registration Authority
must verify the Applicant’s right to use the DBA/tradename using at least one of the following:

1. Documentation provided by, or communication with, a government agency in the
jurisdiction of the Applicant’s legal creation, existence, or recognition;

2. A Reliable Data Source;

3. Communication with a government agency responsible for the management of such
DBAs or tradenames;

4. An Attestation Letter accompanied by documentary support; or

5. A utility bill, bank statement, credit card statement, government-issued tax document,

or other form of identification that the CA determines to be reliable.
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3.2.2.3 Verification of Country
Verification of country will be done in accordance with the methods of Sec. 3.2.2.1.

3.2.2.4 Validation of Domain Authorization Control

AffirmTrust shall confirm that, as of the date the Certificate was issued, eitherthe CA or the
Registration Authority validated each Fully-Qualified Domain Name (FQDN) listed in the
Certificate using at least one of the methods listed below.

Completed validations of Applicant authority may be used for the issuance of multiple SSL
Certificates over time. For purposes of domain validation, the term Applicantincludes the
Applicant's Parent Company, Subsidiary Company, or Affiliate.

AffirmTrust shall maintain a record of which domain validation method was used to validate
every domain.

3.2.2.4.1 Validating the Applicant as a Domain Contact
This method of domain validation is not used.

3.2.2.4.2 Email, Fax,SMS, or Postal Mail to Domain Contact

Confirm the Applicant's control over the FQDN by sending a Random Value via email, fax, SMS,
or postal mail and then receiving a confirming response utilizing the Random Value. The
Random Value must be sent to an email address, fax'SMS number, or postal mail address
identified as a Domain Contact.

Each email, fax, SMS, or postal mail may confirm control of multiple ADNSs.

The CA or RA may send the email, fax, SMS, or postal mail identified under this se ction to more
than one recipient provided that every recipient is identified by the Domain Name Registrar as
representing the Domain Name Registrant for every FQDN being verified using the email, fax,
SMS, or postal mail.

The Random Value shall be unique in each email, fax, SMS, or postal mail.

The CA or RA may resend the email, fax, SMS, or postal mail in its entirety, including re -use of
the Random Value, provided that the communication's entire contents and recipient(s) remain
unchanged.

The Random Value will remain valid for use in a confirming response for no more than 30 days
fromits creation.

3.2.2.4.3 Phone Contact with Domain Contact

Confirmthe Applicant's control over the FQDN by calling the Domain Name Registrant's phone
number and obtaining a response confirming the Applicant's request for validation of the FQDN.
The CA or RA shall place the call to a phone number identified by the Domain Name Registrar

as the Domain Contact.

Each phone call shall be made to a single number and may confirm control of multiple FQDNSs,
provided that the phone number is identified by the Domain Registrar as a valid contact method
for every Base Domain Name being verified using the phone call.

This method will not be re-used after May 31, 2019.
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3.2.2.4.4 Constructed Email to Domain Contact

Confirmthe Applicant's control over the FQDN by (i) sending an email to one or more addre sses
created by using 'admin’, 'administrator', 'webmaster', 'hostmaster', or 'postmaster’ as the local
part, followed by the at-sign ("@"), followed by an ADN, (ii) including a Random Value in the
email, and (iii) receiving a confirming response utilizing the Random Value.

Each email may confirm control of multiple FQDNSs, provided the ADN used in the email is an
ADN for each FQDN being confirmed.

The Random Value shall be unique in each email.

The email may be re-sent in its entirety, including the re-use of the Random Value, provided that
its entire contents and recipient shall remain unchanged.

The Random Value shall remain valid for use in a confirming response for no more than 30 days
fromits creation.

3.2.2.4.5 Domain Authorization Document
This method of domain validation is not used.

3.2.2.4.6 Agreed-Upon Change to Website

Confirmthe Applicant's control over the FQDN by confirming one of the following under the
"/.well-known/pki-validation" directory, or another path registered with IANA for the purpose of
domain validation, on the ADN that is accessible by the CA via HTTP/HTTPS over an
Authorized Port:

1) The presence of Required Website Content contained in the content of a file or on a
web page in the form of a meta tag. The entire Required Website Content must not
appear in the request used to retrieve the file or web page, or

2) The presence of the Request Token or Request Value contained in the content of a
file or on a webpage in the form of a meta tag where the Request Token or Random
Value must not appear in the request.

If a Random Value is used, the CA or RA SHALL provide a Random Value unique to the
Certificate request and shall not use the Random Value after the longer of (i) 30 days or (ii) if
the Applicant submitted the Certificate request, the timeframe permitted for reuse of validated
information relevant to the Certificate (such as in Section 4.2.1 of the Baseline Requirements).

3.2.2.4.7 DNS Change

Confirmthe Applicant's control over the FQDN by confirming the presence of a Random Value
in a DNS CNAME, TXT or CAA record for an ADN or an ADN that is prefixed with a label that
begins with an underscore character.

If a Random Value is used, the CA or RA shall provide a Random Value unique to the
Certificate request and shall not use the Random Value after (i) 30 days or (ii) if the Applicant
submitted the Certificate request, the timeframe permitted for reuse of validated information
relevant to the Certificate.

3.2.2.4.8 1P Address
This method of domain validation is not used.
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3.2.2.4.9 Test Certificate
This method of domain validation is not used.

3.2.2.4.10 TLS Usinga Random Number
This method of domain validation is not used.

3.2.2.4.11 Any Other Method
This method of domain validation is not used.

3.2.2.4.12 Validating Applicantas a Domain Contact
This method of domain validation is not used.

3.2.2.4.13 Email to DNS Contact

Confirm the Applicant's control over the FQDN by sending a Random Value via email and then
receiving a confirming response utilizing the Random Value. The Random Value will be sent to
a DNS CAA Email Contact. The relevant CAA Resource Record Set will be found using the
search algorithm defined in RFC 6844 Section 4, as amended by Errata 5065 (Appendix A).

Each email may confirm control of multiple FQDNs, provided that each email address is a DNS
CAA Email Contact for each ADN Name being validated. The same email may sent to multiple
recipients as long as all recipients are the DNS CAA Email Contacts for each ADN being
validated.

The Random Value shall be unique in each email. The email may be re-sentin its entirety,
including the reuse of the Random Value, provided that its entire contents and recipient(s)
remain unchanged. The Random Value shall remain valid for use in a confirming response for
no more than 30 days fromits creation.

3.2.2.4.14 Email to DNS TXT Contact

Confirmthe Applicant's control over the FQDN by sending a Random Value via email and then
receiving a confirming response utilizing the Random Value. The Random Value will be sent to
a DNS TXT Record Email Contact for the ADN selected to validate the FQDN.

Each email may confirm control of multiple FQDNSs, provided that each email address is DNS
TXT Record Email Contact for each ADN being validated. The same email may be sent to
multiple recipients as long as all recipients are the DNS TXT Record Email Contacts for each
ADN being validated.

The Random Value shall be unique in each email. The email may be re-sentin its entirety,
including the reuse of the Random Value, provided that its entire contents and recipient(s)
remain unchanged. The Random Value shall remain valid for use in a confirming response for
no more than 30 days fromits creation.

3.2.2.4.15 Phone with Domain Contact

Confirm the Applicant’s control over the FQDN by calling the Domain Contact’s phone number
and obtain a confirming response to validate the ADN. Each phone call may confirm control of
multiple ADNs provided that the same Domain Contact phone number is listed for each ADN
being verified and they provide a confirming response for each ADN.
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In the event that someone other than a Domain Contact is reached, the CA may request to be
transferred to the Domain Contact.

In the event of reaching voicemail, the CA may leave the Random Value and the ADN(s) being
validated. The Random Value must be returned to the CAto approve the request.

The Random Value shall remain valid for use in a confirming response for no more than 30 days
fromits creation.

3.2.2.4.16 Phone Contact with DNS TXT Record Phone Contact

Confirm the Applicant’s control over the FQDN by calling the DNS TXT Record Phone Contact’s
phone number and obtain a confirming response to validate the ADN. Each phone call may
confirm control of multiple ADNs provided that the same DNS TXT Record Phone Contact
phone number is listed for each ADN being verified and they provide a confirming response for
each ADN.

The CA may not knowingly be transferred or request to be transferred as this phone number
has been specifically listed for the purposes of domain validation.

In the event of reaching voicemail, the CA may leave the Random Value and the ADN(s) being
validated. The Random Value must be returned to the CA to approve the request.

The Random Value shall remain valid for use in a confirming response for no more than 30 days
fromits creation.

3.2.2.5 Authentication of an IP Address
AffirmTrust CAs do not issue Certificates with IP addresses.

3.2.2.6 Wildcard Validation

AffirmTrust follows a documented procedure that determines if a wildcard character in a domain
name occurs in the first label position to the left of a “registry-controlled” label or “public suffix’
(e.g. “.com“,”.co.uk”, see RFC 6454 Section 8.2 for further explanation). If a wildcard falls within
the label immediately to the left of a registry-controlled or public suffix, AffirmTrust refuses

issuance unless the Applicant proves its rightful control of the entire domain namespace.

3.2.2.7 Data Source Accuracy

Prior to using any data source as a Reliable Data Source, the Registration Authority shall
evaluate the source for its reliability, accuracy, and resistance to alteration or falsification.

3.2.2.8 CAA Records

Prior to issuing Certificates, AffirmTrust checks for Certification Authority Authorization (CAA)
records for each dNSName in the subjectAltName extension of the Certificate to be issued,
according to the procedure in RFC 6844, following the processing instructions set down in RFC
6844 for any records found. If the Certificate is issued, it will be issued within the TTL of the
CAA record, or 8 hours, whichever is greater.

When processing CAA records, AffirmTrust processes the issue, issuewild, and iodef property
tags as specified in RFC 6844. AffirmTrust may not act on the contents of the iodef property tag.
AffirmTrust respects the critical flag and will not issue a Certificate if it encounters an
unrecognized property with this flag set.
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AffirmTrust may not check CAA records for the following exceptions:

(i) For Certificates for which a Certificate Transparency pre-certificate was created and
logged in at least two public logs, and for which CAA was checked.

(i) For Certificates issued by a technically constrained Subordinate CA Certificate as set
out in Baseline Requirements section 7.1.5, where the lack of CAA checking is an
explicit contractual provision in the contract with the Applicant.

(iii) If the CA or an Affiliate of the CA is the DNS Operator (as definedin RFC 7719) of
the domain's DNS.

AffirmTrust treats a record lookup failure as permission to issue if:

(iv) the failure is outside the CA's infrastructure;
(v) the lookup has been retried at least once; and

(vi) the domain's zone does not have a DNSSEC validation chain to the ICANN root.

AffirmTrust documents potential issuances that were prevented by a CAA record in sufficient
detail to provide feedback to the CAB Forum on the circumstances, and will dispatch reports of
such issuance requests to the contact(s) stipulated in the CAA iodef record(s), if present.
AffirmTrust support mailto: and https: URL schemes in the iodef record.

AffirmTrust’'s CAA identifying domain is “affirmtrust.com”.

3.2.3 Authentication of Individual Identity
AffirmTrust does not issue SSL Certificates to individuals.

3.2.4 Non-Verified Subscriber Information
No stipulation.

3.2.5 Validation of Authority

3.2.5.1 For Organization Validated (OV) for Organizations
The authority of the individual requesting an OV Certificate on behalf of an organization verified
under 8§3.2.2.1 is validated as follows:

AffirmTrust will use a Reliable Method of Communication as defined in the CA/Browser Forum
Baseline Requirements to verify the authenticity of the Applicant representative’s Certificate
request. AffirmTrust may use the sourceslisted in Baseline Requirements Section 3.2.2.1to
verify the Reliable Method of Communication and may establish the authenticity of the
Certificate request directly with the Applicant’s representative’s or with an authoritative source
within the Applicant’s organization, such as the Applicant's main business offices, corporate
offices, human resource offices, information technology offices, or other department that the CA
deems appropriate.
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3.2.5.2 For Extended Validation (EV) Certificates

The authority of the individual requesting an EV Certificate on behalf of an organization verified
under 83.2.2.3 is validated by verifying the authority of the Contract Signer and Certificate
Approver in accordance with the EV Guidelines of the CA/Browser Forum. For additional
information on validation steps, see Section 11 of the EV Guidelines,
https://cabforum.org/documents/.

3.2.6 Criteria for Interoperation

AffirmTrust CAs shall disclose all cross-certificates that identify AffirmTrustas the subject per
84.4.3, provided that AffirmTrust arranged for or accepted the establishment of the trust
relationship (i.e. the cross-certificate at issue).

3.3 Identificationand Authentication for Re-Key Requests

3.3.1 Identification and Authentication for Routine Re-Key

Subscribers may request automatic re-key of a Certificate priorto a Certificate’s expiration. After
receiving a request for re-key, AffirmTrust creates a new Certificate with the same Certificate
contents except for a new Public Key and, optionally, an extended validity period. If the
Certificate has an extended validity period, AffirmTrust may perform some revalidation of the
Applicant but may also rely on information previously provided or obtained.

Subscribers re-establish their identity as follows:

OV Certificates:
Routine Re-Key Authentication: Username and password
Re-Verification Required: According to the Baseline Requirements
EV Certificates:
Routine Re-Key Authentication: Username and password
Re-Verification Required: According to the EV Guidelines

3.3.2 Identification and Authentication for Re-Key After Revocation
As stipulated in §3.3.1.

3.4 Identificationand Authentication for Revocation Request

Revocation requests are authenticated by Subscribers after logging in to their accounts and
requesting revocation of particular Certificates and choosing a reason for revocation.
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4. CERTIFICATE LIFE-CYCLE OPERATIONAL REQUIREMENTS

4.1 Certificate Application

4.1.1 Who Can Submit a Certificate Application

Either the Applicant or an individual authorized to request Certificates on behalf of the Applicant
may submit certificate requests. For Certificates that include a domain name, the Domain Name
Registrar record maintained by the domain registrar presumptively indicates who has authority
over the domain. If a Certificate request is submitted by an agent of the domain owner, the
agent must send AffirmTrust a document that authorizes Subscriber’s use of the domain.
Applicants are responsible for any data thatthe Applicant or an agent of the Applicant supplies
to AffirmTrust.

EV Certificate requests must be submitted by an authorized Certificate Requester and approved
by a Certificate Approver. The Certificate request must be accompanied by a signed (in writing
or electronically) Subscriber Agreement from a Contract Signer.

AffirmTrust does not issue Certificates to entities on a government denied list maintained by
Canada or that is located in a country with which the laws of Canada prohibit doing business.

4.1.2 Enrollment Process and Responsibilities

AffirmTrust requires each Applicant to submit a Certificate request and application information
prior to issuing a Certificate. AffirmTrust authenticates all communication from an Applicant and
protects communication from modification.

Generally, Applicants request a Certificate by completing the request forms online. Applicants
are solely responsible for submitting a complete and accurate Certificate request for each
Certificate.

The enrollment process includes:

. Agreeing to the applicable Subscriber Agreement (Terms of Service),
. Paying any applicable fees,

. Submitting a complete Certificate application,

. Generating a key pair, and

. Delivering the public key of the key pair to AffirmTrust.

ab~hwWNEF

By executing the Subscriber Agreement, Subscribers warrant that all of the information
contained in the Certificate requestis correct.

4.2 Certificate Application Processing

4.2.1 Performing Identification and Authentication Functions

For non-EV Certificates, AffirmTrust may use the documents and data provided to verify
Certificate information, or may reuse previous validations themselves provided the data or
documentation was obtained from a source specified in this CPS or completed the validation
itself no more than 825 days prior to issuing the Certificate.

For EV Certificates, AffirmTrust may use the documents and data provided to verify Certificate
information, or may reuse previous validations themselves provided the data or documentation
was obtained from a source specified in this CPS or completed the validation itself no more than
13 months prior to issuing the Certificate.
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Information from domain validations completed using methods specified in 83.2.2.4.1 will not be
re-used on or after August 1, 2018.

AffirmTrust maintains procedures to identify high risk Certificate requests that require additional
verification activity prior to Certificate issuance. High risk procedures include processes to verify
high risk domain names and/or evaluate deceptive domain names.

AffirmTrust CAwill check CAA records for authorization to issue Certificates in accordance with
83.2.2.8

4.2.2 Approval or Rejection Of Certificate Applications

AffirmTrust rejects any certificate application that AffirmTrust cannot verify. AffirmTrust may also
reject a certificate application if AffirmTrust believes that issuing the certificate could damage or
diminish AffirmTrust’s reputation or business including the AffirmTrust business.

EV Certificate issuance approval requires authentication by two separate AffirmTrust validation
specialists. The second validation specialist cannot be the same individual who collected the
authentication documentation and originally approved the EV Certificate. The second validation
specialist reviews the collected information and documents for discrepancies or details that
require further explanation. If the validation specialist has any concerns about the application,
the second validation specialist may require additional explanations and documents. If
satisfactory explanations and/or additional documents are not received within a reasonable
time, AffirmTrust will reject the EV Certificate request and notify the Applicantaccordingly.

If some or all of the documentation used to support the application is in a language other than
English, an AffirmTrust employee or agent skilled in such language and having the appropriate
training, experience, and judgment in confirming organizational identification and authorization
performs the final cross-correlation and due diligence.

If the certificate application is not rejected and is successfully validated in accordance with this
CPS, AffirmTrust will approve the certificate application and issue the Certificate. Additional
Certificates containing the same validated Certificate information may be requested by the
Subscriber via a confirmed communication and issued without furth er authentication during the
period permitted before reauthentication of Certificate information is required. AffirmTrustis not
liable for any rejected certificate and is not obligated to disclose the reasons for a rejection.
Rejected Applicants may re-apply. Subscribers are required to check the data listed in the
Certificate for accuracy prior to using the Certificate.

4.2.3 Time to Process Certificate Applications
No stipulation.

4.3 Certificate Issuance

4.3.1 CA Actions during Certificate Issuance

Certificate issuance by the Root CA shall require an individual authorized by the CA (i.e. the CA
system operator, system officer, or PKladministrator) to deliberately issue a direct command in
order for the Root CA to perform a Certificate signing operation. AffirmTrust verifies the source
of the Certificate request and the identity of the Applicantin a secure manner prior to issuing a
Certificate. Any database used to confirm Subscriber information is protected from unauthorized
modification. After validation is complete, the Certificate is issued and sent to the Subscriber.
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4.3.2 Notification to Subscriber by the CA of Issuance of Certificate

AffirmTrust may deliver Certificates in any manner within a reasonable time after issuance.
Generally, AffirmTrust delivers Certificates via email to the email address designated by the
Subscriber during the application process. The Subscriberis also provided a link to a user
id/password-protected location on AffirmTrust's web server where the Subscriber may log in and
download each Certificate or the zip file containing all Certificates in the trust chain.

4.4 Certificate Acceptance

4.4.1 Conduct Constituting Certificate Acceptance

Subscribers are solely responsible for installing the issued Certificate on the Subscriber's
computer or hardware security module. Certificates are considered accepted on the earlier of
(a) the Subscriber’s use of the Certificate or (b) 30 days after the Certificate’s issuance.

4.4.2 Publication of the Certificate by the CA

AffirmTrust publishes all CA Certificates in its repository. AffirmTrust publishes end-entity
Certificates by delivering them to the Subscriber.

4.4.3 Notification of Certificate Issuance by the CA to Other Entities

Subordinate CA Certificates shall be disclosed in the CA Common Database (i.e.,
https://ccadb.force.com) within one week of Certificate issuance.

AffirmTrust may publish Subscriber Certificates to one or more CT (Certificate Transparency)
logs which may be viewed by the public.

4.5 Key pair and certificate usage

4.5.1 Subscriber private key and certificate usage

Subscribers are contractually obligated to protect their Private Keys from unauthorized use or
disclosure, discontinue using a Private Key after expiration or revocation of the associated
Certificate, and use Private Keys only as specified in the key usage extension.

4.5.2 Relying party public key and certificate usage

Relying Parties may only use software that is compliant with X.509 and other applicable
standards. AffirmTrust does not warrantthat any third party's software will support or enforce
the controls and requirements found herein.

A Relying Party should use discretion when relying on a Certificate and should consider the
totality of the circumstances and risk of loss prior to relying on a Certificate. If the circumstances
indicate that additional assurances are required, the Relying Party must obtain such assurances
before using the Certificate. Any warranties provided by AffirmTrust are only valid if a Relying
Party’s reliance was reasonable and if the Relying Party adhered to the Relying Party
Agreement set forth in the AffirmTrust repository.

A Relying Party should rely on a digital signature or SSL/TLS handshake only if:
1. The digital signature or SSL/TLS sessionwas created during the operational

period of a valid Certificate and can be verified by referencing a valid Certificate,
2. The Certificate is not revoked and the Relying Party checked the revocation
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status of the Certificate prior to the Certificate’s use by referring to the relevant
CRLs or OCSP responses, and

3. The Certificate is being used for its intended purpose and in accordance with this
CPS.

4.6 Certificate Renewal

4.6.1 Circumstance for Certificate Renewal
AffirmTrust may renew a Certificate if:

1. The associated public key has not reached the end of its validity period,
2. The Subscriber name and attributes are unchanged,

3. The associated private key remains uncompromised, and

4. Re-verification of the Subscriber’s identity is not required under 83.3.1.

AffirmTrust makes reasonable efforts to notify Subscribers via email of the imminent expiration
of a digital certificate and may begin providing notice of pending expiration 60 days priorto the
expiration date (or such other period as may be chosen by the Subscriber). Certificate renewal
may require payment of additional fees which are disclosed to Subscribers approaching their
Certificate or enterprise account expiration date. Renewal after revocation is not supported.

4.6.2 Who May Request Renewal

Only an authorized representative of a Subscriber may request renewal of the Subscriber’s
Certificates. AffirmTrust may renew a Certificate without a corresponding requestif the signing
Certificate is re-keyed.

4.6.3 Processing Certificate Renewal Requests

Renewal application requirements and procedures are generally the same as those used during
the Certificate’s original issuance. AffirmTrust validation personnel may reconfirm domain name
ownership using current Domain Name Registrar information and may check state or other
jurisdictional records to confirm geographic location, company control and good standing the
jurisdiction of organization. If AffirmTrust cannotverify any information it rechecks, the
Certificate is not renewed.

Some device platforms allowrenewed use of the Private Key. If the Subscriber's other contact
information and Private Key have not changed, the Subscriber may use the same CSR as was
used for the previous Certificate.

4.6.4 Notification of New Certificate Issuance to Subscriber

AffirmTrust delivers renewed Certificates to Subscribers typically via email to the address
provided by the Subscriber during the renewal process. AffirmTrust may deliver the Certificate
by providing the Subscriber a link to a user id/password-protected location on AffirmTrust's web
server where the subscriber may log in and download the Certificate.

4.6.5 Conduct Constituting Acceptance of a Renewal Certificate
As stipulated in 84.4.1.

4.6.6 Publication of the Renewal Certificate by the CA
As stipulated in sections 4.4.2.
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4.6.7 Notification of Certificate Issuance by the CA to Other Entities
As stipulated in §4.4.3.

4.7. Certificate Re-Key

4.7.1. Circumstance for Certificate Rekey

Re-keying a Certificate consists of creating a new Certificate with a new public key and serial
number while keeping the subject information the same. The new Certificate may have a
different validity period, key identifiers, CRL and OCSP distributions, and a different signing key.
After re-keying a Certificate, AffirmTrust may revoke the old Certificate but may not further re-
key, renew, or modify the old Certificate.

4.7.2 Who May Request Certification of a New Public Key

AffirmTrust may initiate certificate re-key of Certificates at the request of the Certificate subject
or authorized representative.

4.7.3 Processing Certificate Re-Keying Requests

AffirmTrust re-uses existing verification information unless re-verification is required under
83.3.1 or AffirmTrust believes thatthe information has become inaccurate.

4.7.4 Notification of New Certificate Issuance to Subscriber
As stipulated in 84.6.4.

4.7.5 Conduct Constituting Acceptance of a Re-Keyed Certificate
As stipulated in 84.4.1.

4.7.6 Publication of the Re-Keyed Certificate by the CA
As stipulated in 84.4.2.

4.7.7 Notification of Certificate Issuance by the CA to Other Entities
As stipulated in 84.4.3.

4.8 Certificate Modification

4.8.1 Circumstance for Certificate Modification

Modifying a Certificate means creating a new Certificate for the same subject with authenticated
information that differs slightly from the old Certificate (e.g., changes to non-essential parts of
names or attributes) provided that the modification otherwise complies with this CPS. The new
Certificate may have the same or a different subject public key.

After modifying a Certificate, AffirmTrust can revoke the old Certificate but will not further re-key,
renew, or modify the old Certificate.

4.8.2 Who May Request Certificate Modification

AffirmTrust modifies Certificates at the request of certain Certificate subjects or in its own
discretion. AffirmTrust does not make certificate modification services available to all
Subscribers.
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4.8.3 Processing Certificate Modification Requests

After receiving a request for modification, AffirmTrust verifies any information that will change in
the modified Certificate. AffirmTrustwill only issue the modified Certificate after completing the
verification process on all modified information. AffirmTrust will not issue a modified Certificate
that has a validity period that exceeds the applicable time limits found in 83.3.1 or 6.3.2.

4.8.4 Notification of New Certificate Issuance to Subscriber
As stipulated in 84.6.4.

4.8.5 Conduct Constituting Acceptance of Modified Certificate
As stipulated in 84.4.1.

4.8.6 Publication of the Modified Certificate by the CA
As stipulated in §4.4.2.

4.8.7 Notification of Certificate Issuance by the CA to Other Entities
As stipulated in 84.4.3.

4.9 Certificate Revocationand Suspension
4.9.1 Circumstances for Revocation

4.9.1.1 Reasons for Revoking a Subscriber Certificate

AffirmTrust shall be entitled to revoke and may revoke, and an RA operatingunderan
AffirmTrust CA shall be entitled to request revocation of and shall request revocation of, a
Subscriber’s Certificate if AffirmTrust or the RA has knowledge of or a reasonable basis for
believing that of any of the events listed in this section have occurred:

AffirmTrust will revoke a Certificate within 24 hours if one or more of the following occurs:

1. The Subscriber requested revocation of its Certificate;

2. The Subscriber did not authorize the original Certificate request and did not
retroactively grant authorization;

3. AffirmTrust obtains evidence that the Subscriber's Private Key correspondingto the
Public Key of the Certificate suffered a Key Compromise; or

4. AffirmTrust obtains evidence that the validation of the domain authorization or control
for any FQDN in the Certificate should not be relied upon.

AffirmTrust should revoke a Certificate within 24 hours and must revoke a Certificate within 5
days if one or more of the following occurs:

5. The Certificate no longer complies with the requirements of Sections 6.1.5and 6.1.6;

6. AffirmTrust obtains evidence that the Certificate was misused;

7. AffirmTrustis made aware that the Subscriber has violated one or more of its
material obligations under the Subscriber Agreement;

8. AffirmTrustis made aware of any circumstance indicating that use of a FQDN in the
Certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a
Domain Name Registrant’s right to use the Domain Name, a relevant licensing or
services agreement between the Domain Name Registrant and the Applicant has
terminated, or the Domain Name Registrant has failed to renewthe Domain Name;
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9. AffirmTrustis made aware that a Certificate with a Wildcard Domain Name has been
used to authenticate a fraudulently misleading subordinate FQDN;

10. AffirmTrust is made aware of a material change in the information contained in the
Certificate;

11. AffirmTrust is made aware that the Certificate was not issued in accordance with this
CPS;

12. AffirmTrust determines that any of the information appearing in the Certificate is
inaccurate;

13. AffirmTrust’s right to issue Certificates under this CPS expires or is revoked or
terminated, unless the AffirmTrusthas made arrangements to continue maintaining
the CRL/OCSP Repository;

14. Revocation is required by this CPS;

15. The technical content or format of the Certificate presents an unacceptable risk to
Application Software Suppliers or Relying Parties; or

16. Any other reason thatmay be reasonably expected to affect the integrity, security, or
trustworthiness of a Certificate or AffirmTrust.

4.9.1.2 Reasons for Revoking a Subordinate CA Certificate
AffirmTrust shall revoke a Subordinate CA Certificate within seven (7) days if one or more of the
following occurs:

1. The Subordinate CArequests revocation in writing;

2. The Subordinate CA notifies the Issuing CA that the original Certificate request was

not authorized and does not retroactively grant authorization;

3. Thelssuing CA obtains evidence thatthe Subordinate CA’s Private Key corresponding
to the Public Key in the Certificate suffered a Key Compromise or no longer complies
with the requirements of Sections 6.1.5 and 6.1.6,

The Issuing CA obtains evidence that the Certificate was misused;

The Issuing CA is made aware that the Certificate was not issued in accordance with

or that Subordinate CA has not complied with the Baseline Requirements or this CPS;

6. The Issuing CA determines that any of the information appearingin the Certificate is
inaccurate or misleading;

7. The Issuing CA or Subordinate CA ceases operations for any reason and has not
made arrangements for another CA to provide revocation supportfor the Certificate;

8. The Issuing CA’s or Subordinate CA's right to issue Certificates under the Baseline
Requirements expires or is revoked or terminated, unless the Issuing CA has made
arrangements to continue maintaining the CRL/OCSP Repository; or

9. Revocation is required by the Issuing CA’s CPS.

ok

4.9.2 Who Can Request Revocation

AffirmTrust, RAs and Subscribers may initiate revocation. Additionally Relying Parties,
Application Software Suppliers, and other third parties may submit Certificate problem reports
informing AffirmTrust CA of reasonable cause to revoke the Certificate.

The Subscriber or another appropriately authorized party (such as an administrative contact, a
Contract Signer, Certificate Approver, or Certificate Requester) may request revocation of their
Certificate at any time for any reason. If a Subscriber requests revocation of their Certificate, the
Subscriber must be able to validate themselves as set forth in §3.4 to the RA that processed the
Subscriber’s Certificate Application. AffirmTrust shall not be required to revoke and the RAs
operating under AffirmTrust CA shall not be required to request revocation of a Certificate until a
Subscriber can properly validate themselves as set forth in 84.9.3. AffirmTrust shall be entitled
to revoke and shall revoke, and an RA operating under an AffirmTrust shall be entitled to
request revocation of and shall request revocation of, a Subscriber's Certificate at any time for
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any of the reasons set forth in §4.9.1.

Subscribers, Relying Parties, Application Software Suppliers, Anti-Malware Organizations and
other third parties may submit Certificate problem reports informing AffirmTrust of a reasonable
cause to revoke the Certificate.

4.9.3 Procedure for Revocation Request

A Subscriber shall requestrevocation of their Certificate if the Subscriber has a suspicion or
knowledge of or a reasonable basis for believing that of any of the following events have
occurred:

1. Compromise of the Subscriber’s Private Key;

2. Knowledge that the original Certificate request was not authorized and such
authorization will not be retroactively granted;

3. Change in the information contained in the Subscriber’s Certificate;

4. Change in circumstances that cause the information contained in Subscriber’s Certificate
to become inaccurate, incomplete, or misleading.

A Subscriber requestfor revocation of their Certificate may be verified by (i) Subscriber
authentication credentials, or (ii) authorization of the Subscriber through a reliable method of
communication. .

If a Subscriber’s Certificate is revoked for any reason, the Subscriber shall be notified by
sending an email to the technical and security contacts listed in the Certificate Application.
Revocation of a Certificate shall not affect any of the Subscriber's contractual obligations under
this CPS, the Subscriber’s Subscription Agreement, or any Relying Party Agreements.

Subscribers, Relying Parties, ASVs, Anti-Malware Organizations and other third parties may
submit a Certificate Problem Report by notification through the contact information specified in
81.5.2. Ifa CPR isreceived, the CA shall:

5. Logthe CPR as high severity into a ticketing system for tracking purposes,

6. Reviewthe CPR and engage the necessary parties to verify the CPR, draft a CPR
investigation report and provide the CPR investigation report to the Subscriber and the
party that provided the CPR within 24 hours from receipt of the CPR;

7. Determine if there was Certificate mis-issuance. In the case of Certificate miss-issuance,
the incident must be 1) escalated to the PKI Policy Authority team and to service
management and 2) a Certificate mis-issuance report must be publicly posted within one
business day;

8. If Certificate revocation is required, perform revocation in accordance with the
requirements of 84.9.1.1;

9. Update the Certificate mis-issuance report within 5 days from receipt of CPR; and

10. Complete the CPR investigation report when the incidentis closed and provide a copy to
the Subscriber and the party thatprovided the CPR.

4.9.4 Revocation Request Grace Period

In the case of Private Key Compromise, or suspected Private Key Compromise, a Subscriber
shall request revocation of the corresponding Certificate immediately upon detection of the
Compromise or suspected Compromise. Revocationrequests for other required reasons shall
be made as soon as reasonably practicable.
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4.9.5 Time within Which CA Must Process the Revocation Request

Within 24 hours after receiving a Certificate problem report AffirmTrust will investigate the facts
and circumstances related to the Certificate problem report and provide a preliminary report to
both the Subscriber and the entity who filed the Certificate problem report.

After reviewing the facts and circumstances, AffirmTrust will work with the Subscriber and any
entity reporting the Certificate problem report or other revocation-related notice to establish
whether or not the Certificate will be revoked, and if so, a date which AffirmTrust will revoke the
Certificate. The period fromreceipt of the Certificate problem report or revocation-related notice
to published revocation will not exceed the timeframe set forth in 84.9.1.1. The date selected by
the CA will consider the following criteria:

0] The nature of the alleged problem (scope, context, severity, magnitude, risk of
harm);

(ii) The consequences of revocation (direct and collateral impacts to Subscribers and
Relying Parties);

(i) The number of Certificate problem reports received about a particular AffirmTrust
Certificate or Subscriber;

(iv) The entity making the complaint (for example, a complaint from a law enforcement
official that a Web site is engaged in illegal activities should carry more weight than a
complaint from a consumer alleging that she didn’t receive the goods she ordered);
and

(v) Relevant legislation.

4.9.6 Revocation Checking Requirement for Relying Parties

Prior to relying on information listed in a Certificate, a Relying Party must confirm the validity of
each Certificate in the certificate path in accordance with IETF PKIX standards, including
checks for Certificate validity, issuer-to-subject name chaining, policy and key use constraints,
and revocation status through CRLs or OCSP responders identified in each Certificate in the
chain.

49.7 CRL Issuance Frequency

AffirmTrust CAs shall issue CRLs as follows:
1. CRLs for AffirmTrust Certificates issued to Subordinate CAs shall be issued at least
once every twelve months or with 24 hours after revoking a Subordinate CA
Certificate. The next CRL update shall not be more than twelve months from the last

update.
2. CRLs for AffirmTrust SSL Certificates shall be issued at least once every seven
days. The next CRL update is 7 days from the last update.

4.9.8 Maximum Latency for CRLs
No stipulation.

4.9.9 On-Line Revocation/Status Checking Availability

On-line revocation/status checking of Certificates is available on a continuous basis by CRL or
On-line Certificate Status Protocol (OCSP).

OCSP responses are sighed by an OCSP responderwhose Certificate is signed by the CA that
issued the Certificate whose revocation status is being checked. The OCSP signing Certificate
contains an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.
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4.9.10 On-Line Revocation Checking Requirements

AffirmTrust CAs support an OCSP capability using the GET and POST methods for Certificates
issued in accordance with this CPS.

AffirmTrust shall sign and make available OCSP as follows:
0] OCSP responses for Certificates issued to Subordinate CAs shall be issued at least
once every twelve months or within 24 hours after revoking a Subordinate CA.
(i) OCSP responses for Certificates issued to end entities shall be issued at least once
every four days. OCSP responses will have a maximum expiration time of ten days.

If the OCSP responder receives a request for status of an AffirmTrust Certificate that has not
been issued, then the responder will not respond with a "good" status.

The on-line locations of the CRL and the OCSP response are included in the Certificate to
support software applications that perform automatic Certificate status checking.

A Relying Party must confirm the validity of a Certificate in accordance with 84.9.6 prior to
relying on the Certificate.

4.9.11 Other Forms of Revocation Advertisements Available
AffirmTrust does rely on stapling for OCSP responses.

4.9.12 Special Requirements re Key Compromise

If a Subscriber suspects or knows that the Private Key corresponding to the Public Key
contained in the Subscriber’s Certificate has been Compromised, the Subscriber shall
immediately notify us, using the procedures set forth in 83.4, of such suspected or actual
Compromise. The Subscriber shall immediately stop using such Certificate and shall remove
such Certificate from any devices and/or software in which such Certificate has been installed.
The Subscriber shall be responsible for investigating the circumstances of such Compromise or
suspected Compromise and for notifying any Relying Parties that may have been affected by
such Compromise or suspected Compromise.

4.9.13 Circumstances for Suspension
The Repository will not include entries that indicate that a Certificate has been suspended.

4.9.14 Who Can Request Suspension
Not applicable.

4.9.15 Procedure for Suspension Request
Not applicable.

4.9.16 Limits on Suspension Period
Not applicable.
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4.10 Certificate Status Services

4.10.1 Operational Characteristics

Revocation entries on a CRL or OCSP response are not removed until after the expiry date of
the revoked AffirmTrust Certificate.

4.10.2 Service Availability

AffirmTrust CAs shall operate and maintain its CRL and OCSP capability with resources
sufficient to provide a response time of ten seconds or less under normal operating conditions.

AffirmTrust CAs shall maintain an online 24x7 Repository that application software can use to
automatically check the current status of all unexpired Certificates issued by the CA.

AffirmTrust CAs shall maintain a continuous 24x7 ability to respond internally to a high-priority
Certificate problem report, and where appropriate, forward such a complaint to law enforcement
authorities, and/or revoke a Certificate that is the subject of such a complaint.

4.10.3 Optional Features
No stipulation.

4.11 End of Subscription
No stipulation.

4.12 Key Escrow and Recovery

4.12.1 Key Escrow and Recovery Policy and Practices
No stipulation.

4.12.2 Session Key Encapsulation and Recovery Policy and Practices
No stipulation.
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5. FACILITY, MANAGEMENT, AND OPERATIONAL CONTROLS

The CA/Browser Forum’s Network and Certificate System Security Requirements are
incorporated by reference as if fully set forth herein.

5.1 Physical Controls

5.1.1 Site Location and Construction

The computing facilities that host the AffirmTrust CA services are located in Ottawa, Canada.
The CA equipment is located in a security zone that is physically separated from AffirmTrust’'s
other systems to restrict access to personnel in Trusted Roles. The security zone is constructed
slab-to-slab with drywall and wire mesh. The security zone is protected by electronic control
access systems, alarmed doors and is monitored via a 24x7 recorded security camera and
motion detector system.

5.1.2 Physical Access
The room containing the AffirmTrust Certificate Authority software is designated a two (2)
person zone, and controls are used to prevent a person from being in the room alone. Alarm

systems are used to notify security personnel of any violation of the rules for access to an
AffirmTrust Certificate Authority.

5.1.3 Power and Air Conditioning
The Security zone is equipped with:

e Filtered, conditioned, power connected to an appropriately sized UPS and generator;

e Heating, ventilation, and air conditioning appropriate for a commercial data processing
facility; and

e Emergency lighting.

The environmental controls conformto local standards and are appropriately securedto prevent
unauthorized access and/or tampering with the equipment. Temperature control alarms and
alerts are activated upon detection of threatening temperature conditions.

5.1.4 Water Exposures

No liquid, gas, exhaust, etc. pipes traverse the controlled space other than those directly
required for the area’s HVAC system and for the pre-action fire suppression system. Water
pipes for the pre-action fire suppression system are only filled on the activation of multiple fire
alarms.

5.1.5 Fire Prevention and Protection

The AffirmTrust facility is fully wired for fire detection, alarm and suppression. Routine, frequent
inspections of all systems are made to assure adequate operation.

5.1.6 Media Storage

All media is stored away from sources of heat and from obvious sources of water or other
obvious hazards. Electromagnetic media (e.g. tapes) are stored away from obvious sources of
strong magnetic fields. Archived material is stored in a room separate fromthe CA equipment
until it is transferred to the archive storage facility.
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5.1.7 Waste Disposal

Waste is removed or destroyed in accordance with industry best practice. Media used to store
sensitive data is destroyed, such thatthe informationis unrecoverable, prior to disposal.

5.1.8 Off-site Backup
As stipulated in 85.5.

5.2 Procedural Controls

5.2.1 Trust Roles
AffirmTrust has a number of trusted roles for sensitive operations of the CA software.

5.2.2 Number of Persons Required per Task

AffirmTrust CA operations related to changing CA policy settings require more than one person
with a trusted role to performthe operation.

AffirmTrust CA Private Keys are backed up, stored, and recovered only by personnel in trusted
roles using dual control in a physically secured environment.

5.2.3 Identification and Authentication for Each Role

Personnel in trusted roles must undergo background investigations and must be trained for their
specific role.

5.2.4 Roles Requiring Separation of Duties
No stipulation.

5.3 Personnel Controls

Operational personnel for AffirmTrust will not be assigned other responsibilities that conflict with
their operational responsibilities for AffirmTrust. The privileges assigned to operational
personnel for AffirmTrust will be limited to the minimum required to carry out their assigned
duties.

5.3.1 Qualifications, Experience and Clearance Requirements

Prior to the engagement of any person in the certificate management process, the AffirmTrust
CA shall verify the identity and trustworthiness of such person.

5.3.2 Background Check Procedures
No stipulation.

5.3.3 Training Requirements

AffirmTrust CAs must provide a trusted role of Validation Specialist to perform information
verification duties with skills-training that covers basic PKI knowledge, authentication and vetting
policies and procedures (including this CPS), common threats to the information verification
process (including phishing and other social engineering tactics), and the Baseline
Requirements.

Validation Specialists receive skills-training prior to commencing their job role and are required
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themto pass an examination on the applicable information verification requirements.

AffirmTrust CAs maintain records of such training and ensures that personnel entrusted with
Validation Specialist duties maintain an appropriate skill level.

5.3.4 Retraining Frequency and Requirements

AffirmTrust CAs provide refresher training and informational updates sufficient to ensure that all
personnelin trusted rolesretain the requisite degree of expertise.

5.3.5 Job Rotation Frequency and Sequence
No stipulation.

5.3.6 Sanctions for Unauthorized Actions
No stipulation.

5.3.7 Independent Contractor Requirements

Third Party Registration Authority’s personnel involved in the issuance of an AffirmTrust
Certificate shall meet the training and skills requirements of §5.3.3 and the document retention
and event logging requirements of §5.4.1.

5.3.8 Documentation Supplied to Personnel
No stipulation.

5.4 Audit Logging Procedures

Significant security events in the AffirmTrust CAs are automatically time-stamped and recorded
as audit logs in audit trail files. The audit trail files are processed (reviewed for policy violations
or other significant events) on a regular basis. Audit trail files are archived periodically. All files
including the latest audit trail file are moved to backup media and storedin a secure archive
facility.

The time for the AffirmTrust CAs computer systems is synchronized with the service provided by
the National Research Council Canada.

5.4.1 Types of Events Recorded

The AffirmTrust CAs and all Registration Authorities operating under AffirmTrust record in detail
every action taken to process an AffirmTrust Certificate Request and to issue an AffirmTrust
Certificate, including all information generated or received in connection with an AffirmTrust
Certificate Request, and every action taken to process the Request, including time, date, and
personnel involved in the action.

The foregoing record requirements include, but are notlimited to, an obligation to record the
following events:
() AffirmTrust key lifecycle management events, including:
a. Key generation, backup, storage, recovery, archival, and destruction; and
b. Cryptographic device lifecycle management events.
(ii) Certificate lifecycle management events, including:
a. Certificate requests, renewal and re-key requests, and revocation;
b. All verification activities required by this CPS;
c. Date, time, phone number used, persons spokento, and end results of
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verification telephone calls;

d. Acceptance and rejection of Certificate Requests;

e. Issuance of AffirmTrust Certificates; and

f.  Generation of Certificate Revocation Lists (CRLs) and OCSP messages.
(iii) Security events, including:
Successful and unsuccessful PKI system access attempts;
PKI and security system actions performed,;
Security profile changes;
System crashes, hardware failures, and other anomalies;
Firewall and router activities; and
Entries to and exits from the AffirmTrust facility.
(iv) Log entries include the following elements:

a. Date and time of entry;

b. Identity of the person making the journal entry; and

c. Description of entry.

~0a0oTp

5.4.2 Frequency of Processing Log
No stipulation.

5.4.3 Retention Period for Audit Log

AffirmTrust CA shall retain any audit logs generated for at least sevenyears. The audit logs
shall be available to the Qualified Auditor upon request.

5.4.4 Protection of Audit Log
No stipulation.

5.4.5 Audit Log Backup Procedures
No stipulation.

5.4.6 Audit Collection System
No stipulation.

5.4.7 Notification to Event Causing Subject
No stipulation.

5.4.8 Vulnerability Assessments

AffirmTrust CAs annually perform a risk assessment that:

(i) Identifies foreseeable internal and external threats that could result in unauthorized
access, disclosure, misuse, alteration, or destruction of any certificate data or
certificate management processes;

(ii) Assesses the likelihood and potential damage of these threats, taking into
consideration the sensitivity of the certificate data and certificate management
processes; and

(iii) Assesses the sufficiency of the policies, procedures, information systems,
technology, and other arrangements that the AffirmTrust CA has in place to counter
such threats.

Based on the risk assessment, a security plan is developed, implemented, and maintained
consisting of security procedures, measures, and products designed to achieve the objectives

CPS Version 3.6 [31 May 2019]  © 2019 AffirmTrust 44



set forth above and to manage and control the risks identified during the risk assessment. The
security plan includes administrative, organizational, technical, and physical safeguards
appropriate to the sensitivity of the certificate data and certificate management processes. The
security plan also takes into account then-available technology and the cost of implementing the
specific measures, and implements a reasonable level of security appropriate to the harm that
might result from a breach of security and the nature of the data to be protected.

5.5 Records Archival

5.5.1 Types of Records Archived
The audit trail files, databases and revocation information for AffirmTrust CAs are archived.

5.5.2 Retention Period for Archive

AffirmTrust CA will retain all documentation relating to certificate requests and the verification thereof,
and all Certificates and revocation thereof, for at least seven years after any Certificate based on that
documentation ceases to be valid.

5.5.3 Protection of Archive

The databases for AffirmTrust CAs are encrypted and protected by AffirmTrust software master
keys. The archive media is protected through storage in a restricted-access facility to which only
AffirmTrust-authorized personnel have access. Archive files are backed up as they are created.
Originals are stored on-site and housed with an AffirmTrust system. Backup files are stored at a
secure and separate geographic location.

5.5.4 Archive Backup Procedures
No stipulation.

5.5.5 Requirements for Time stamping of Records
No stipulation.

5.5.6 Archive Collection System
No stipulation.

5.5.7 Procedures to Obtain and Archive Information
No stipulation.

5.5.8 Vulnerability Assessments
No stipulation.

5.6 Key Changeover

AffirmTrust CAs’ key pairs will be retired from service at the end of their respective lifetimes as
defined in this CPS. New CA key pairs will be created as requiredto support the continuation of
AffirmTrust Services. AffirmTrust will continue to publish CRLs signed with the original key pair
until all Certificates issued using that original key pair have expired. The CA key changeover
process will be performed such that it causes minimal disruption to Subscribers and Relying
Parties.
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5.7 Compromise and Disaster Recovery

5.7.1 Incident and Compromise Handling procedures

AffirmTrust CAs have a disaster recovery planto provide for timely recovery of services in the
event of a system outage. The disaster recovery plan addresses the following:

(i) the conditions for activating the plans;

(ii) resumption procedures;

(iii) a maintenance schedule for the plan;

(iv) awareness and education requirements;

(v) the responsibilities of the individuals;

(vi) recovery point objective (RPO) of fifteen minutes

(vii) recovery time objective (RTO) of 24 hours for essential CA operations which include
Certificate issuance, Certificate revocation, and issuance of Certificate revocation status;
and

(viii) testing of recovery plans.

In order to mitigate the event of a disaster, AffirmTrust has implemented the following:
(ix) secure on-site and off-site storage of backup HSMs containing copies of all CA
Private Keys
(X) secure on-site and off-site storage of all requisite activation materials
(xi) regular synchronization of critical data to the disaster recovery site
(xii) regular incremental and daily backups of critical data within the primary site
(xii)) weekly backup of critical data to a secure off-site storage facility
(xiv) secure off-site storage of disaster recovery plan and disaster recovery procedures
(xv) environmental controls as described in section5.1
(xvi) high availability architecture for critical systems

AffirmTrust has implemented a secure disaster recovery facility that is greater than 250 km from
the primary secure CA facilities.

AffirmTrust requires rigorous security controls to maintain the integrity of AffirmTrust CAs. The
Compromise of the Private Key used by AffirmTrust is viewed by AffirmTrust as being very
unlikely; however, AffirmTrust has policies and procedures that will be employed in the event of
such a Compromise. At a minimum, all Subscribers and Application Software Suppliers shall be
informed as soon as practicable of such a Compromise and information shall be posted in the
AffirmTrust Repository.

5.7.2 Computing Resources, Software and/or Data are Corrupted
No stipulation.

5.7.3 Entity Private Key Compromise Procedures
No stipulation.

5.7.4 Business Continuity Capabilities after a Disaster
No stipulation.

5.8 CA Termination
In the event of CA termination, AffirmTrust will:
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() Provide notice and information about the CA termination by sending notice to
Subscribers with unrevoked unexpired certificates and Application Software Suppliers
and by posting such information in the Repository; and

(i) Transfer all responsibilities to a qualified successor entity.

If a qualified successor entity does not exist, AffirmTrust will:

(iir) Transfer those functions capable of being transferred to a reliable third party and
arrange to preserve all relevant records with a reliable third party or a government,
regulatory, or legal body with appropriate authority;

(iv) Revoke all Certificates that are still unrevoked or unexpired on a date as specified in
the notice and publish final CRLs;

(V) Destroy all CA Private Keys; and

(vi) Make other necessary arrangements that are in accordance with this CPS.
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6. TECHNICAL SECURITY CONTROLS

6.1 Key Pair Generation and Installation
6.1.1 Key Pair Generation

6.1.1.1 CA Key Generation
AffirmTrust will perform the following when generating a Key Pair for a CA:

() Prepare and follow a key generation script;

(i) Have a qualified auditor witness the key generation process;

(iii) Have a qualified auditor issue a report opining that the AffirmTrust CA followed its
key generation ceremony during its key generation process and the controls to
ensure the integrity and confidentiality of the Key Pair;

(iv) Generate the Key Pair in a physically secured environment;

(v) Generate the Key Pair using personnel in trusted roles under the principles of
multiple person control and split knowledge;

(vi) Generate the Key Pair within cryptographic modules meeting the applicable
requirements of 86.2.11;

(vii)  Log its key generation activities; and

(vii)  Maintain effective controls to provide reasonable assurance that the private key was
generated and protected in conformance with the procedures described in this CPS
and (if applicable) its key generation script.

Keys Pairs for AffirmTrust CA administrators must be generated and protected on a
cryptographic module that meets or exceeds the requirements definedin 86.2.11. The
cryptographic modules are prepared using the software provided by the module vendor. The
cryptographic modules are personalized for the administrator by giving the card an identity and
a password known by the administrator. The Key Pair is generated by creating the administrator
as a user in the CA and performing an enrollment process which is authenticated with the
administrator’s module password.

6.1.1.2 RA Key Pair Generation
No stipulation.

6.1.1.3 Subscriber Key Pair Generation

The Applicant or Subscriber is required to generate a new, secure, and cryptographically sound
Key Pair to be used in association with the Subscriber’s AffirmTrust Certificate or Applicant’s
AffirmTrust Certificate Application.

AffirmTrust will reject a Certificate requestif it is known to have a weak private key (i.e., Debian
weak key).

AffirmTrust CA Key Pairs must be generated on a cryptographic module that meets or exceeds
the requirements as defined in 86.2.11.

6.1.2 Private Key Delivery to Subscriber

AffirmTrust Certificate Authorities do not generate, archive or deliver the Key Pair on behalf of
the Subscriber.
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6.1.3 Public Key Delivery to Certificate Issuer

The Public Key to be included in an AffirmTrust Certificate is delivered to AffirmTrust CAs in a
signed Certificate Signing Request (CSR) as part of the AffirmTrust Certificate application
process. The sighature on the CSR will be verified by the AffirmTrust CA prior to issuing the
AffirmTrust Certificate.

6.1.4 CA Public Key Delivery to Relying Parties

The Public-Key Certificate for AffirmTrust CAs are made available to Subscribers and Relying
Parties through inclusion in third party software as distributed by the applicable software
manufacturers. The Public Key Certificate for cross certified issuing CAs is provided to the
Subscriber with the Subscriber Certificate.

Public Key Certificates for AffirmTrust CAs are also available for download from the Repository.

6.1.5 Key Sizes

For AffirmTrust CAs and Subscriber Certificates, the minimum key size shall be no less than
2048 bit RSA or shall be elliptic curve cryptography (ECC) NIST P-384.

6.1.6 Public Key Parameters Generation and Quality Checking

For RSA public keys, AffirmTrust shall confirm that the value of the public exponent is an odd
number equal to 3 or more. Additionally, the public exponent will be in the range between 216+1
and 22%6-1, The modulus will also have the following characteristics: an odd number, not the
power of a prime, and have no factors smaller than 752.

For ECC public keys, AffirmTrust shall confirm the validity of all keys using either the ECC Full
Public Key Validation Routine or the ECC Partial Public Key Validation Routine.

6.1.7 Key Usage Purposes (as per X.509 v3 Key Usage Field)
Root CA Private Keys must not be used to sign Certificates except in the following cases:

(i) Self-signed Certificates to represent the Root CA itself;

(ii) Certificates for Subordinate CAs and Cross Certificates;

(iif) Certificates for infrastructure purposes (e.g. administrative role Certificates, internal
CA operational device Certificates, and OCSP Response verification Certificates);

(iv) Certificates issued solely for the purpose of testing products with Certificates issued
by a Root CA.

6.2 Private Key Protection and Cryptographic Module Engineering Controls

AffirmTrust CA has implemented physical and logical safeguards to prevent unauthorized
Certificate issuance. Protection of the CA Private Key outside the validated system consist of
physical security, encryption, or a combination of both, implemented in a manner that prevents
disclosure of the CA Private Key. AffirmTrust CA encrypts its Private Key with an algorithm and
key-length that are capable of withstanding cryptanalytic attacks for the residual life of the
encrypted key.

6.2.1 Cryptographic Module Standards and Controls

AffirmTrust CAs Private Keys must be stored and protected on cryptographic modules that meet
or exceed the requirements as defined in 86.1.11. Private Keys on cryptographic modules are
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held in secure facilities under two-person control. RA Private Keys must be stored and protected
on cryptographic modulesthat meet or exceed the requirements defined in §6.1.11.

6.2.2 Private Key (N Out of M) Multi-Person Control

A minimum of two person control shall be established on any AffirmTrust CA Private Key for all
purposes including activation and backup, and may be implemented as a combination of
technical and procedural controls. Persons involved in management and use of the AffirmTrust
CA Private Keys shall be designated as authorized by the CA for this purpose. The names of
the parties used for two-person control shall be maintained on a controlled list.

6.2.3 Private Key Escrow
AffirmTrust does not escrowthe AffirmTrust CAs’ Private Keys.

6.2.4 Private Key Backup

AffirmTrust CA Private Keys shall be backed up under the two-person control used to create the
original version of the Private Keys. All copies of the AffirmTrust CA Private Key shall be
securely protected.

Subscribers are responsible for protecting the Private Key associated with the Public Key in the
Subscriber’s Certificate.

6.2.5 Private Key Archival

Upon retirement of an AffirmTrust CA, the Private Keys will be archived securely using
hardware cryptographic modulesthat meet the requirements §6.1.11. The Key Pairs shall not
be used unless the CA has been removed from retirement or the keys are required temporarily

to validate historical data. Private Keys required for temporary purposes shall be removed from
archive for a short period of time.

The archived AffirmTrust CA Private Keys will be reviewed on an annual basis. After the
minimum period of 5 years, the AffirmTrust CA Private Keys may be destroyed accordingto the
requirements in 86.2.10. The AffirmTrust CA Private Keys must not be destroyed if they are still
required for business or legal purposes.

Third parties will not archive AffrmTrust CA Private Keys.

6.2.6 Private Key Transfer Into or From a Cryptographic Module

AffirmTrust CA Private Keys shall be generated by and secured in a cryptographic module. In
the event that a Private Key is to be transported from one cryptographic module to another, the
Private Key must be migrated using the secure methodology supported by the cryptographic
module.

If the Private Key of an AffrmTrust Subordinate CA is communicated to an unauthorized
third party, then the Subordinate CA shall revoke all Certificates corresponding to
Private Key.

6.2.7 Private Key Storage on Cryptographic Module
AffirmTrust CA Private Keys are stored on a cryptographic module as defined in §6.2.11.
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6.2.8 Method of Activating Private Key

AffirmTrust CA Private Keys shall be activated under two-person control using the methodology
provided with the cryptographic module.

Subscriber Private Keys shall be activated by the Subscriber to meet the requirements of the
security software used for their applications. Subscribers shall protect their Private Keys
corresponding to the requirementsin 89.6.3.

6.2.9 Method of Deactivating Private Key

AffirmTrust CA Private Keys shall be deactivated when the CA is not required for active use.
Deactivation of the Private Keys shall be done in accordance with the methodology provided
with the cryptographic module.

For AffirmTrust CA Administrators, the administrator’s identity is deactivated in the AffirmTrust
CA and the administrator’s Certificate is revoked.

6.2.10 Method of Destroying Private Key

AffirmTrust CA Private Key destruction will be two-person controlled and may be accomplished
by executing a “zeroize” command or by destruction of the cryptographic module. Destruction of
AffirmTrust CA Private Keys must be authorized by the AffirmTrust PKI Policy Authority.

If the AffirmTrust CAis removing a cryptographic module from service, then all Private Keys
must be removed from the module. If the AffirmTrust CA cryptographic module is intended to
provide tamper-evident characteristics is removed from service, then the device will be
destroyed.

For AffirmTrust CA Administrators, the administrator’s private key is destroyed by reinitializing
the cryptographic module.

6.2.11 Cryptographic Module Rating

AffirmTrust CA Key Pairs must be generated and protected on a cryptographic module that is
compliant to at least FIPS 140-2 Level 3 certification standards.

For AffirmTrust CA Administrators, Key Pairs for CA administrators must be generated and
protected on a cryptographic module that is compliant to at least FIPS 140-2 Level 2 certification
standards.

6.3 Other Aspects of Key Pair Management

6.3.1 Public Key Archival
No stipulation.

6.3.2 Certificate Operational Periods and Key Pair Usage Periods

AffirmTrust CA 2048-bit RSA Key Pairs may have a validity period expiring no later than 31
December 2030.

DV and OV Certificates issued before 1 March 2018 may have a validity period of up to, but no

more than, 39 months. DV and OV Certificates issued on or after 1 March 2018 may have a
validity period of up to, but no more than, 825-days.
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EV Certificates may have a validity period of up to, but no more than, 825-days.

6.4 Activation Data

6.4.1 Activation Data Generation and Installation
No stipulation.

6.4.2 Activation Data Protection
No stipulation.

6.4.3 Other Aspects of Activation Data
No stipulation.

6.5 Computer Security Controls

6.5.1 Specific Computer Security Technical Requirements

The workstations on which AffirmTrust operates are physically secured as described in 85.1.
The operating systems on the workstations on which the AffirmTrust CAs operate enforce
identification and authentication of users. Access to certificate authority software databases and
audit trails is restricted as described in this CPS. All operational personnel that are authorized to
have access to the AffirmTrust CAs are required to use hardware tokens in conjunction with a
PIN to gain access to the physical roomthat contains the CA software being used for such
AffirmTrust CAs.

AffirmTrust enforces multi-factor authentication for all Registration Authority accounts capable of
causing Certificate issuance.

For Subscriber accounts, AffirmTrust has implemented technical controls operated to restrict
Certificate issuance to a limited set of pre-approved domains.

6.5.2 Computer Security Rating
No stipulation.

6.6 Life Cycle Technical Controls

6.6.1 System Development Controls

AffirmTrust makes use of Commercial Off The Shelf (COTS) products for the hardware,
software, and network components. Systems developed by the AffirmTrust CA are deployedin
accordance with AffirmTrust software lifecycle development standards.

6.6.2 Security Management Controls

The configuration of the AffirmTrust system as well as any modifications and upgrades are
documented and controlled. Methods of detecting unauthorized modifications to the CA
equipment and configuration are in place to ensure the integrity of the security software,
firmware, and hardware for correct operation. A formal configuration management methodology
is used for installation and ongoing maintenance of the CA system.

When first loaded, the CA software is verified as being that supplied from the vendor, with no
modifications, and be the version intended for use.
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6.6.3 Life Cycle Security Controls
No stipualtion.

6.7 Network Security Controls

Remote access to AffirmTrust CA application via the Administration software interface is
secured.

6.8 Time-Stamping
No stipulation.

CPS Version 3.6 [31 May 2019] © 2019 AffirmTrust

53



7. CERTIFICATE, CRL, AND OCSP PROFILES

The profile for the Certificates and Certificate Revocation List (CRL) issued by a CA conform to
the specifications contained in the IETF RFC 5280 Internet X.509 PKI Certificate and Certificate
Revocation List (CRL) Profile.

7.1 Certificate Profile

AffirmTrust issues Certificates in accordance with the X.509 version 3. Certificate profiles
for Root CA Certificate, Subordinate CA Certificates, and Subscriber Certificates are
described in Appendix B and the sections below.

AffirmTrust Certificates have a serial number greater than zero (0) that contains at least 64
unpredictable bits.

7.1.1 Version Number(s)
All Certificates are X.509 version 3 certificates.

7.1.2 Certificate Extensions

7.1.2.1 Root CA Certificate

Certificate extensions are as set as stipulated in IETF RFC 5280 and in accordance with
Appendix B.

7.1.2.2 Subordinate CA Certificate

Certificate extensions are as set as stipulated in IETF RFC 5280 and in accordance with
Appendix B.

Effective January 1, 2019, the extension requirements for extended key usage are:
(i) Must contain an EKU extension,
(i) Must not include the anyExtendedKeyUsage EKU, and
(iii) Must not include both id-kep-serverAuth and id-kp-emailProtection EKUs in the same certificate.

7.1.2.3 Subscriber Certificate

Certificate extensions are as set as stipulated in IETF RFC 5280 and in accordance with
Appendix B.

7.1.3 Algorithm Object Identifiers

AffirmTrust will issue Certificates using the SHA-2 hash algorithm. SHA-2 Certificates will not
chain up to a SHA-1 Subordinate CA Certificate.

AffirmTrust will not issue any Certificates or Subordinate CA Certificates using the SHA-1 hash
algorithm.

7.1.4 Name Forms

7.1.4.1 Issuer Information

The content of the certificate issuer DN field will match the subject DN of the issuing CAto
support name chaining as specified in RFC 5280, section 4.1.2.4.
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7.1.4.2 Subject Information - Subscriber Certificates
Subject information must meet the requirements stated in Appendix B.

Name forms for Subscriber Certificates are as stipulated in §3.1.1. All other optional attributes

must contain information that has been verified by the CA or RA. Optional attrib utes will not

(IR N1

contain only metadata such as ‘.’, *-‘, and * * (i.e. space) characters, and/or any other indication

that the value is absent, incomplete, or not applicable.

AffirmTrust will not issue a Certificate with a domain name containing a Reserved IP Address or

Internal Name.

7.1.4.3 Subject Information - Root Certificate and Subordinate CA Certificates
Subject information must meet the requirements stated in Appendix B.

7.1.5 Name Constraints

AffirmTrust does not supportthe issuance of technically constrained Subordinate CA
Certificates.

7.1.6 Certificate Policy Object Identifier

7.1.6.1 Reserved Certificate Policy Identifiers
Reserved certificate policy identifiers are used in AffirmTrust Certificates as follows:

Domain Validated Certificate 2.23.140.1.2.1
Organization Validated Certificate 2.23.140.1.2.2
Extended Validation Certificate 2.23.140.1.1

7.1.6.2 Root CA Certificates
AffirmTrust Root CA Certificates do not contain the certificate policy object identifiers.

7.1.6.3 Subordinate CA Certificates

AffirmTrust Subordinate CA Certificates must include either the “any policy” certificate policy
object identifier or one or more explicit certificate policy objectidentifiers that indicates
compliance with a specific certificate policy. Certificate policy object identifiers are listed in
section 7.1.6.4.

7.1.6.4 Subscriber Certificates
Certificates include one of the following certificate policy identifiers:

EV Certificates: 1.3.6.1.4.1.34697.2.1,
1.3.6.1.4.1.34697.2.2,
1.3.6.1.4.1.34697.2.3, or
1.3.6.1.4.1.34697.2.4

OV Certificates: 1.3.6.1.4.1.34697.2.5

DV Certificates: 1.3.6.1.4.1.34697.2.6

7.1.7 Usage of Policy Constraints Extension
No stipulation.
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7.1.8 Policy Qualifiers Syntax and Semantics

AffirmTrust CAs include policy qualifiers in all end entity Certificates as stipulated in Appendix
B.

7.1.9 Processing Semantics for the Critical Certificate Policies Extension
No stipulation.

7.2 CRL Profile

The following fields of the X.509 version 2 CRL format are used by the CAs:
version: setto v2

signature: identifier of the algorithm used to sign the CRL

issuer: the full Distinguished Name of the CA issuing the CRL

this update: time of CRL issuance

next update: time of next expected CRL update

revoked Certificates: list of revoked Certificate information

7.2.1 Version Number(s)
No stipulation.

7.2.2 CRL and CRL Entry Extensions
No stipulation.

7.3 OCSP Profile

The profile for the Online Certificate Status Protocol (OCSP) messages issued by a CA conform
to the specifications contained in the IETF RFC 6960 Internet X.509 PKI Online Certificate
Status Protocol (OCSP) Profile.

7.3.1 Version Number(s)
No stipulation.

7.3.2 OCSP Extensions
No stipulation.
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8. COMPLIANCE AUDIT AND OTHER ASSESSMENTS

8.1 Frequency or Circumstances of Assessment

AffirmTrust CAs and RAs shall be audited for compliance with the practices and procedures set
forth in the CPS. The period during which the CA issues Certificates will be divided into an
unbroken sequence of audit periods. An audit period will not exceed one year in duration.

8.2 Identity/Qualifications of Assessor

The compliance audit of AffirmTrust CAs shall be performed by an auditor which possesses the
following qualifications and skills:

i. Independence fromthe subject of the audit;

ii. Ability to conduct an audit that addresses the criteria of the audit schemes specified in
Sec. 8.4,

iii. Employs individuals who have proficiency in examining PKI technology, information
security tools and techniques, information technology and security auditing, and the
third-party attestation function;

iv. Licensed by WebTrust;

v. Bound by law, government regulation, or professional code of ethics; and

vi. Maintains professional liability/errors and omissions insurance policy limits of at least
one million US dollars coverage.

8.3 Assessor's Relationship to Assessed Entity

The certified public accounting firm selected to perform the compliance audit for the CAs and
RAs shall be independent from the entity being audited.

8.4 Topics Covered by Assessment
The compliance audit shall test compliance of the AffirmTrust CAs and RAs against the policies
and procedures set forth, as applicable in:

i. This CPS;

ii. WebTrust Program for Certification Authorities;

iii. WebTrust Program for Baseline Requirements; and
iv. WebTrust Program for EV Guidelines.

8.5 Actions Taken as a Result Of Deficiency

Upon receipt of a compliance audit that identifies any deficiencies, AffirmTrust shall use
commercially reasonable efforts to correct any such deficiencies in an expeditious manner.

8.6 Communication of Results

The results of each audit are reported to the PKI Policy Authority and to any third party entities
which are entitled by law, regulation, or agreementto receive a copy of the audit results.

The results of the most recent compliance audit will be posted within three months fromthe end

of the audit period to the Repository. The audit results will also be posted to the CA Common
Database (i.e., https://ccadb.force.com).
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8.7 Self-Audits

AffirmTrust CAs which issue monitor adherences to this CPS and the Baseline Requirements
and strictly control its service quality by performing self-audits on at least a quarterly basis
against a randomly selected sample of the greater of one Certificate or at least three percent of
the Certificates issued by it during the period commencing immediately after the previous self-

audit sample was taken.
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9. OTHER BUSINESS AND LEGAL MATTERS

9.1 Fees

9.1.1 Certificate Issuance or Renewal Fees

AffirmTrust is entitled to charge Subscribers for the issuance, management, and renewal of
Certificates. The fees charged will be as stated on AffirmTrust’s Web site or in any applicable
Subscriber Agreement (Terms of Service) at the time the Certificate is issued or renewed, and
may change from time to time without prior notice.

9.1.2 Certificate Access Fees

AffirmTrust does not charge a fee as a condition of making Certificates available to Relying
Parties.

9.1.3 Revocation or Status Information Access Fees

AffirmTrust does not charge a fee as a condition of making the CRL or OCSP available in a
repository or otherwise available to Relying Parties. AffirmTrustdoes not permit access to
revocation information, certificate status information, or time stamping in its repository by third
parties that provide products or services that utilize such certificate status information without
AffirmTrust’s prior express written consent.

9.1.4 Fees for Other Services
AffirmTrust does not charge a fee for access to this CPS.

9.1.5 Refund Policy

A Subscriber may apply a refund for the cost of an individual Certificate toward the issuance of
a substitute Certificate. To obtain a substitute Certificate, the Subscriber must provide a new
Certificate Signing Request to AffirmTrust or request reissue of a Certificate based upon a prior
Certificate signing request previously provided to AffirmTrust by the Subscriber. Asto
AffirmTrust’s refund policy for enterprise Subscribers, see the terms of the Subscriber
Agreement.

AffirmTrust will not revoke a Certificate previously issued following a refund or reissue request.
A request for a refund or reissue of a Certificate will not be treated as a request by the
Subscriber for revocation of a Certificate previously issued by AffirmTrust unless the Subscriber
follows the procedures for requesting revocation as stated at 84.9.3 of this CPS.

9.2 Financial Responsibility

9.2.1 Insurance Coverage

AffirmTrust will maintain the insurance coverages or self-insurance for issuance of EV
Certificates as required by the EV Guidelines.

9.2.2 Other Assets
No stipulation.

9.2.3 Insurance or Warranty Coverage for End-Entities

AffirmTrust’s warranty coverage for end-entities is specified in Subscriber Agreements and
Relying Party Agreements.
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9.3 Confidentiality of Business Information

9.3.1 Scope of Confidential Information

The following information is considered confidential information and protected against disclosure
using a reasonable degree of care:

Private Keys;

Activation data used to access Private Keys or to gain access to the CA system;
Business continuity, incident response, contingency, and disaster recovery plans;
Other security practices used to protect the confidentiality, integrity, or availability of
information;

Information held by AffirmTrust as private information in accordance with §9.4;
Audit logs and archive records, including Certificate application records and
documentation submitted in support of Certificate applications whether successful or
rejected; and

7. Transaction records, financial audit records, and external or internal audit trail
records and any audit reports (with the exception of an auditor’s letter confirming the
effectiveness of the controls set forth in this CPS)

2R NS
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9.3.2 Information Not Within the Scope of Confidential Information

All information published on the AffirmTrust website plus published Certificate and revocation
data is public information.

9.3.3 Responsibility to Protect Confidential Information

AffirmTrust’s employees, agents, and contractors are responsible for protecting confidential
information and are contractually obligated to do so. AffirmTrust systems are configured to
protect confidential information.

9.4 Privacy of Personal Information

9.4.1 Privacy Plan

AffirmTrust follows the Privacy Statement posted on its website when handling personal
information. Personal information is only disclosed when required by law or when requested by
the subject of personal information.

9.4.2 Information Treated as Private

AffirmTrust treats all personal information about an individual that is not publicly available in the
contents of a Certificate or CRL as private information. AffirmTrust shall protect private
information in its possession using a reasonable degree of care and appropriate safeguards.

9.4.3 Information Not Deemed Private

Certificates, CRLs, and the personal or corporate information appearing in them are not
considered private information.

9.4.4 Responsibility to Protect Private Information

All personnel involved with the AffirmTrust PKlare expected to handle personnel information in
strict confidence and meet the requirements of applicable law concerning the protection of
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personal data. All sensitive information is stored securely and protected against accidental
disclosure.

9.4.5 Notice and Consent to Use Private Information

Personal data provided during the application, registration, and identity verification process that
is not contained in Certificatesis considered private information. AffirmTrust may only use
private information as part of the account registration and Certificate issuance process, with the
subject's express written consent, or as required by applicable law or regulation.
Notwithstanding the foregoing, personal information contained in Certificates may be published
in online public repositories. All Subscribers consent to the global transfer of any personal data
contained in Certificates.

9.4.6 Disclosure Pursuant to Judicial or Administrative Process

AffirmTrust may disclose private information, without notice, when required to do so by law or
regulation.

9.4.7 Other Information Disclosure Circumstances
No stipulation.

9.5 Intellectual Property Rights

AffirmTrust, or AffirmTrust Group, own all intellectual property rights in AffirmTrust’s services,
including the AffirmTrust Certificates, trademarks used in providing the services, and this CPS.
“AffirmTrust” is a registered trademark and assumed business name which is used for the
purpose of providing AffirmTrust products and services.

Certificates and revocation information are the exclusive property of AffirmTrust. AffirmTrust
grants permission to reproduce and distribute Certificates on a non-exclusive, royalty-free basis,
provided that they are reproduced and distributed in full. AffirmTrust does not allow derivative
works of its Certificates or products without prior written permission. Private and Public Keys will
remain the property of the Subscribers who rightfully hold them.

9.6 Representationsand Warranties
9.6.1 CA Representations and Warranties

9.6.1.1 OV Server Certificate Limited Warranty

AffirmTrust provides the following limited warranty at the time of issuance of OV server
Certificates: (i) it issued the Certificate substantially in compliance with this CPS; (ii) the
information contained within the Certificate accurately reflects the information provided to
AffirmTrust by the Applicant in all material respects; and (iii) it has taken reasonable steps to
verify that the information within the Certificate is accurate. The nature of the steps AffirmTrust
takes to verify the information contained in a Certificate is set forth in 83 of this CPS.

AffirmTrust provides no warranties with respect to another party's software, hardware or
telecommunications or networking equipment utilized in connection with the use, issuance,
revocation or management of Certificates or providing other services (including, without
limitation, any support services) with respect to this CPS. Applicants, Subscribersand Relying
Parties agree and acknowledge that AffirmTrustis not responsible or liable for any
misrepresentations or incomplete representations of Certificates or any information contained
therein caused by another party's application software or graphical userinterfaces. The
cryptographic key-generation technology used by Applicants, Subscribers and Relying Parties in
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conjunction with the Certificates may or may not be subject to the intellectual property rights of
third parties. It is the responsibility of Applicants, Subscribers and Relying Parties to ensure that
they are using technology thatis properly licensed or to otherwise obtain the right to use such
technology.

9.6.1.2 EV Server Certificate Limited Warranty

When AffirmTrust issues an EV Certificate, AffirmTrust represents and warrants to the EV
Certificate Beneficiaries, during the period when the EV Certificate is valid, that AffirmTrust has
followed the requirements of the EV Guidelines and its EV Policies in issuing the EV Certificate
and in verifying the accuracy of the information contained in the EV Certificate ("EV Certificate
Warranties"). The EV Certificate Warranties specifically include, but are not limited to, the
following:

(1) Legal Existence. AffirmTrust has confirmed with the incorporating or registration agency
in the Subject's jurisdiction of incorporation or registration that, as of the date the EV
Certificate was issued, the Subject named in the EV Certificate legally exists as a valid
organization or entity in the jurisdiction of incorporation or registration;

(2) Identity. In accordance with the procedures stated in the EV Guidelines, AffirmTrust has
confirmed that, as of the date the EV Certificate was issued, the legal name of the Subject
named in the EV Certificate matches the name on the official government records of the
incorporating or registration agency in the Subject's jurisdiction of incorporation or
registration, and if an assumed name is also included, that the assumed name is properly
registered by the Subject in the jurisdiction of its place of business;

(3) Right to Use Domain Name. AffirmTrust has taken all steps reasonably necessary to
verify that, as of the date the EV Certificate was issued, the Subject named in the EV
Certificate has the exclusive right to use the domain name(s) listed in the EV Certificate;

(4) Authorization for EV Certificate. AffirmTrust has taken all steps reasonably necessary to
verify that the Subject named in the EV Certificate has authorized the issuance of the EV
Certificate;

(5) Accuracy of Information. AffirmTrust has taken all steps reasonably necessary to verify
that all of the other information in the EV Certificate is accurate, as of the date the EV
Certificate was issued;

(6) Subscriber Agreement. The Subject named in the EV Certificate has entered into a
legally valid and enforceable Subscriber Agreement with AffirmTrust that satisfies the
requirements of the EV Guidelines or the Applicant Representative has acknowledged and
accepted the Terms of Use (if applicable);

(7) Status. AffirmTrust will follow the requirements of these Guidelines and maintain a 24 x7
online-accessible repository with current information regarding the status of the EV
Certificate as valid or revoked; and

(8) Revocation. AffirmTrust will follow the requirements of the EV Guidelines and revoke
the EV Certificate upon the occurrence of any revocation event as specified in the EV
Guidelines.

See the EV Guidelines for definition of defined terms above.
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EV Certificates focus only on the identity of the Subject named in the Certificate, and not on the
behavior of the Subject. As such, when issuing an EV Certificate, AffirmTrust does not provide
any assurances, or otherwise represent or warrant:

¢ Thatthe Subject named in the EV Certificate is actively engaged in doing business;

e Thatthe Subject named in the EV Certificate complies with applicable laws;

e Thatthe Subject named in the EV Certificate is trustworthy, honest, or reputable in its
business dealings; or

e Thatitis “safe” to do business with the Subject named in the EV Certificate.

9.6.2 RA Representations and Warranties
No stipulation.

9.6.3 Subscriber Representations and Warranties

Subscribers are solely responsible for any misrepresentations they make to third parties and for
all transactions that use Subscriber’s Private Key, regardless of whether such use was
authorized.

Subscribers represent to AffirmTrust, Application Software Vendors, and Relying Parties that,
for each Cetrtificate, the Subscriber will:

Securely generate its Private Keys, and protect its Private Keys from compromise,
Provide accurate and complete information when communicating with AffirmTrust,
Confirmthe accuracy of the Certificate data prior to using the Certificate,

Promptly request revocation of the Certificate, and cease using it and its associated

Private Key, if there is any actual or suspected misuse or compromise of the

Subscriber’s Private Key associated with the Public Key included in the Certificate;

and promptly request revocation of the Certificate, and cease using it, if any

information in the Certificate is or becomes incorrect or inaccurate,

5. Ensure that individuals using Certificates on behalf of an organization have received
security training appropriate to the Certificate,

6. Use the Certificate only for authorized and legal purposes, consistent with the
Certificate purpose, this CPS, any applicable CP, and the relevant Subscriber
Agreement, including only installing SSL Certificates on servers accessible at the
domain listed in the Certificate and not using code signing Certificates to sign
malicious code or any code that is downloaded without a user’s consent,

7. Abide by the Subscriber Agreement and this CPS when requesting or using a
Certificate, and

8. Promptly cease using the Certificate and related Private Key after the Certificate’s

expiration.

PoObE

9.6.4 Relying Party Representations and Warranties
Each Relying Party represents that, prior to relying on an AffirmTrust Certificate, it:

1. Made reasonable efforts to acquire sufficient knowledge on using digital Certificates
and PKI,

2. Studied the limitations on the usage of Certificates and is aware of AffirmTrust’s
limitations on liability with respect to reliance on issued Certificates,

3. Has read, understands, and agrees to the Relying Party Agreementand this CPS,

4. Verified both the Certificate and any Certificates in the certificate chain using the
relevant CRL or OCSP,
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5. Will not use a Certificate if the Certificate has expired or been revoked, and

6. Will take all reasonable steps to minimize the risk of relying on a digital signature
created by an invalid, revoked, or expired Certificate, including only relyingon a
Certificate if appropriate after considering:

a) Applicable law and the legal requirements for identification of a party,
protection of the confidentiality or privacy of information, and enforceability of
the transaction;

b) The intended use of the Certificate as listed in the Certificate or this CPS,

c) The datalisted in the Certificate,

d) The economic value of the transaction or communication,

e) The potential loss or damage that would be caused by an erroneous
identification or a loss of confidentiality or privacy of information in the
application, transaction, or communication,

f) The Relying Party’s previous course of dealing with the Subscriber,

g) The Relying Party’s understanding of trade, including experience with
computer-based methods of trade, and

h) Any other indicia of reliability or unreliability pertaining to the Subscriber
and/or the application, communication, or transaction.

Any reliance on a Certificate by a Relying Party that does not meet these requirements is at the
party’s own risk.

9.6.5 Representations and Warranties of Other Participants
No stipulation.

9.7 Disclaimers of Warranties

EXCEPT FOR THE LIMITED WARRANTY DESCRIBED IN SECTION 9.6.1 ABOVE,
AFFIRMTRUST AND AFFIRMTRUST GROUP AFFILIATES EXPRESSLY DISCLAIMS AND
MAKES NO REPRESENTATION, WARRANTY OR COVENANT OF ANY KIND, WHETHER
EXPRESS OR IMPLIED, EITHER IN FACT OR BY OPERATION OF LAW, WITH RESPECT
TO THIS CPS OR ANY CERTIFICATE ISSUED HEREUNDER, INCLUDING WITHOUT
LIMITATION, ALL WARRANTIES OF QUALITY, MERCHANTABILITY, NON-INFRINGEMENT,
TITLE AND FITNESS FOR A PARTICULAR PURPOSE, AND ALL WARRANTIES,
REPRESENTATIONS, CONDITIONS, UNDERTAKINGS, TERMS AND OBLIGATIONS
IMPLIED BY STATUTE OR COMMON LAW, TRADE USAGE, COURSE OF DEALING OR
OTHERWISE ARE HEREBY EXCLUDED TO THE FULLEST EXTENT PERMITTED BY LAW.
EXCEPT FOR THE LIMITED WARRANTY DESCRIBED ABOVE, AFFIRMTRUST AND
AFFIRMTRUST GROUP AFFILIATES FURTHER DISCLAIM AND MAKES NO
REPRESENTATION, WARRANTY OR COVENANT OF ANY KIND, WHETHER EXPRESS OR
IMPLIED, EITHER IN FACT OR BY OPERATION OF LAW, TO ANY APPLICANT,
SUBSCRIBER OR ANY RELYING PARTY THAT (A) THE SUBSCRIBER TO WHICH IT HAS
ISSUED A CERTIFICATE IS IN THE FACT THE PERSON, ENTITY OR ORGANIZATION IT
CLAIMS TO HAVE BEEN (B) A SUBSCRIBER IS IN FACT THE PERSON, ENTITY OR
ORGANIZATION LISTED IN THE CERTIFICATE, OR (C) THAT THE INFORMATION
CONTAINED IN THE CERTIFICATES OR IN ANY CERTIFICATE STATUS MECHANISM
COMPILED, PUBLISHED OR OTHERWISE DISSEMINATED BY AFFIRMTRUST, OR THE
RESULTS OF ANY CRYPTOGRAPHIC METHOD IMPLEMENTED IN CONNECTION WITH
THE CERTIFICATES IS ACCURATE, AUTHENTIC, COMPLETE OR RELIABLE.
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IT IS AGREED AND ACKNOWLEDGED THAT APPLICANTS AND SUBSCRIBERS ARE
LIABLE FOR ANY MISREPRESENTATIONS MADE TO AFFIRMTRUST AND RELIED UPON
BY A RELYING PARTY. AFFIRMTRUST AND AFFIRMTRUST GROUP AFFILIATES DO NOT
WARRANT OR GUARANTEE UNDER ANY CIRCUMSTANCES THE "NON-REPUDIATION"
BY A SUBSCRIBER AND/OR RELYING PARTY OF ANY TRANSACTION ENTERED INTO BY
THE SUBSCRIBER AND/OR RELYING PARTY INVOLVING THE USE OF OR RELIANCE
UPON A CERTIFICATE.

IT IS UNDERSTOOD AND AGREED UPON BY SUBSCRIBERS AND RELYING PARTIES
THAT IN USING AND/OR RELYING UPON A CERTIFICATE THEY ARE SOLELY
RESPONSIBLE FOR THEIR RELIANCE UPON THAT CERTIFICATE AND THAT SUCH
PARTIES MUST CONSIDER THE FACTS, CIRCUMSTANCES AND CONTEXT
SURROUNDING THE TRANSACTION IN WHICH THE CERTIFICATE IS USED IN
DETERMINING SUCH RELIANCE.

THE SUBSCRIBERS AND RELYING PARTIES AGREE AND ACKNOWLEDGE THAT
CERTIFICATES HAVE A LIMITED OPERATIONAL PERIOD AND MAY BE REVOKED AT ANY
TIME. SUBSCRIBERS AND RELYING PARTIES ARE UNDER AN OBLIGATION TO VERIFY
WHETHER A CERTIFICATE IS EXPIRED OR HAS BEEN REVOKED. AFFIRMTRUST AND
AFFIRMTRUST GROUP AFFILIATES HEREBY DISCLAIM ANY AND ALL LIABILITY TO
SUBSCRIBERS AND RELYING PARTIES WHO DO NOT FOLLOW SUCH PROCEDURES.
MORE INFORMATION ABOUT THE SITUATIONS IN WHICH A CERTIFICATE MAY BE
REVOKED CAN BE FOUND IN SECTION 4.9.3 OF THIS CPS.

9.8 Limitations of Liability

9.8.1 AFFIRMTRUST, AFFIRMTRUST GROUP AFFILIATES, ANY RESELLERS, CO-
MARKETERS, SUBCONTRACTORS, DISTRIBUTORS, AGENTS, SUPPLIERS, AND
EMPLOYEES AND DIRECTORS OF ANY OF THE FOREGOING (COLLECTIVELY,
“‘“AFFIRMTRUST AND ITS ENTITIES”) SHALL NOT BE LIABLE IN CONTRACT, TORT
(INCLUDING NEGLIGENCE), STRICT LIABILITY, FOR BREACH OF A STATUTORY
DUTY ORIN ANY OTHER WAY (EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES) FOR:

()  ANY ECONOMIC LOSS (INCLUDING, WITHOUT LIMITATION, LOSS OF
REVENUES, PROFITS, CONTRACTS, BUSINESS OR ANTICIPATED
SAVINGS);

() TO THE EXTENT ALLOWED BY APPLICABLE LAW, ANY LOSS OR DAMAGE
RESULTING FROM DEATH OR INJURY OF SUBSCRIBER AND/OR ANY
RELYING PARTY OR ANYONE ELSE;

()  ANY LOSS OF GOODWILL OR REPUTATION,;

(IV) ANY OTHER INDIRECT, CONSEQUENTIAL, INCIDENTAL, MULTIPLE,
SPECIAL, PUNITIVE, EXEMPLARY DAMAGES, OR

V) ANY LOSS OR DAMAGE THAT IS NOT DIRECTLY ATTRIBUTABLE TO THE
USE OR RELIANCE ON A CERTIFICATE OR SERVICE PROVIDED UNDER
THIS CPS INCLUDING, WITHOUT LIMITATION, ANY LOSS OR DAMAGE
RESULTING FROM THE COMBINATION OR INTEGRATION OF THE
CERTIFICATE OR SERVICE WITH ANY SOFTWARE OR HARDWARE NOT
PROVIDED BY AFFIRMTRUST IF THE LOSS OR DAMAGE WOULD NOT
HAVE OCCURRED AS A RESULT OF USE OF THE CERTIFICATE ALONE.

IN ANY CASE WHETHER OR NOT SUCH LOSSES OR DAMAGES WERE WITHIN THE
CONTEMPLATION OF THE PARTIES AT THE TIME OF THE APPLICATION FOR,
INSTALLATION OF, USE OF OR RELIANCE ON THE CERTIFICATE, OR AROSE OUT
OF ANY OTHER MATTER OR SERVICES (INCLUDING, WITHOUT LIMITATION, ANY

CPS Version 3.6 [31 May 2019] © 2019 AffirmTrust 65



SUPPORT SERVICES) UNDER THIS AGREEMENT, THE APPLICABLE CPS ORWITH
REGARD TO THE USE OF OR RELIANCE ON THE CERTIFICATE.

9.8.2IN NO EVENT SHALL THE TOTAL AGGREGATE LIABILITY OF AFFIRMTRUST AND
ITS ENTITIES TO ANY APPLICANT, SUBSCRIBER, RELYING PARTY OR ANY OTHER
PERSON, ENTITY, OR ORGANIZATION ARISING OUT OF OR RELATING TO THIS
AGREEMENT, THE CPS AND ALL CERTIFICATES ISSUED (INCLUDING WITHOUT
LIMITATION, THE INSTALLATION OF, USE OF OR RELIANCE UPON A
CERTIFICATE) AND SERVICES PROVIDED UNDER THIS AGREEMENT UNDER ANY
CAUSE OF ACTION, OR ANY CONTRACT, STRICT LIABILITY, TORT (INCLUDING
NEGLIGENCE), OR OTHER LEGAL OR EQUITABLE THEORY OR IN ANY OTHER
WAY, EXCEED THE FOLLOWING: THE AMOUNT PAID TO AFFIRMTRUST FOR THE
SERVICES UNDER THIS AGREEMENT OVER THE 12 MONTHS IMMEDIATELY
PRECEDING THE EVENTS GIVING RISE TO THE CLAIM, UP TO A MAXIMUM OF TEN
THOUSAND U.S. DOLLARS (US$10,000.00) (EXCEPT THAT FOR ANY (i) EV
CERTIFICATES ISSUED UNDER THIS AGREEMENT, AFFIRMTRUST AND ITS
ENTITIES' AGGREGATE LIABLITY IS LIMITED TO TWO THOUSAND U.S. DOLLARS
(US$2,000.00) PER SUBSCRIBER OR RELYING PARTY PER EV CERTIFICATE, UP TO
A MAXIMUM OF FIFTY THOUSAND U.S. DOLLARS (US$50,000.00)); AND (i) DOMAIN
VALIDATED (DV) CERTIFICATES ISSUED UNDER THIS AGREEMENT, AFFIRMTRUST
AND ITS ENTITIES' AGGREGATE LIABILITY IS LIMITED TO THE AMOUNT PAID TO
AFFIRMTRUST FOR THE DV CERTIFICATE GIVING RISE TO THE CLAIM OVER THE
12 MONTHS IMMEDIATELY PRECEDING THE EVENTS GIVING RISE TO THE CLAIM,
UP TO A MAXIMUM OF ONE THOUSAND U.S. DOLLARS (US$1,000.00)).

9.8.3 BECAUSE SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION
OF INCIDENTAL OR CONSEQUENTIAL DAMAGES, THE ABOVE EXCLUSIONS OF
INCIDENTAL AND CONSEQUENTIAL DAMAGES MAY NOT APPLY TO AN
APPLICANT, SUBSCRIBER AND/OR A RELYING PARTY BUT SHALL BE GIVEN
EFFECT TO THE FULL EXTENT PERMITTED BY LAW. THE FOREGOING
LIMITATIONS OF LIABILITY SHALL APPLY ON A CERTIFICATE-BY-CERTIFICATE
BASIS, REGARDLESS OF THE NUMBER OF TRANSACTIONS OR CLAIMS RELATED
TO EACH CERTIFICATE, AND SHALL BE APPORTIONED FIRST TO THE EARLIER
CLAIMS TO ACHIEVE FINAL RESOLUTION. In no eventwill AffirmTrust and AffirmTrust
Group Affiliates be liable for any damages to Applicants, Subscribers, Relying Parties or
any other person, entity or organization arising out of or related to the use or misuse of, or
reliance on any Certificate issued under this CPS that: (a) has expired or been revoked;
(b) has been used for any purpose otherthan as set forth in the CPS; (c) has been
tampered with; (d) with respect to which the Key Pair underlying such Certificate or the
cryptography algorithm used to generate such Certificate's Key Pair, has been
Compromised by the action of any party other than AffirmTrust or AffirmTrust Group
Affiliates (including without limitation the Subscriber or Relying Party); or (e) is the subject
of misrepresentations or other misleading acts or omissions of any other party, including
but not limited to Applicants, Subscribers and Relying Parties. In no event shall
AffirmTrust and AffirmTrust Group Affiliates be liable to the Applicant, Subscriber, Relying
Party or other party for damages arising out of any claim that a Certificate infringes any
patent, trademark, copyright, trade secret or other intellectual property right of any party.

9.9 Indemnities

Unless otherwise set forth in this CPS and/or Subscriber Agreement, Applicant and Subscriber,
as applicable, hereby agrees to indemnify and hold AffirmTrustand AffirmTrust Group Affiliates
(including, but not limited to, its officers, directors, employees, agents, successors and assigns)
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harmless from any claims, actions, or demands that are caused by the use or publication of a
Certificate and that arises from (a) any false or misleading statement of fact by the Applicant (or
any person acting on the behalf of the Applicant) (b) any failure by the Applicant or the
Subscriber to disclose a material fact, if such omission was made negligently or with the intent
to deceive; (c) any failure on the part of the Subscriber to protect its Private Key and Certificate
or to take the precautions necessary to prevent the Compromise, disclosure, loss, modification
or unauthorized use of the Private Key or Certificate; or (d) any failure on the part of the
Subscriber to promptly notify AffirmTrust, as the case may be, of the Compromise, disclosure,
loss, modification or unauthorized use of the Private Key or Certificate once the Subscriber has
constructive or actual notice of such event.

9.10 Term and Termination

9.10.1 Term

This CPS and any amendments are effective when published to AffirmTrust’s online
repository and remain in effect until replaced with a newer version.

9.10.2 Termination
This CPS and any amendments remain in effect until replaced by a newer version.

9.10.3 Effect of Termination and Survival

AffirmTrust will communicate the conditions and effect of this CPS’s termination via the
AffirmTrust repository. The communication will specify which provisions survive
termination. At a minimum, responsibilities related to protecting confidential information
will survive termination. Subscriber Agreements remain effective until the end of the
Certificate’s validity, even if this CPS terminates.

9.11 Individual Notices and Communications with Participants

AffirmTrust accepts notices related to this CPS that are addressed to the location
specified in 82.2 of this CPS. Notices are deemed effective after the sender receives a
valid acknowledgment of receipt from AffirmTrust. If an acknowledgement of receipt is
not received within five days, the sender must resend the notice in paper form to the
street address specified in 82.2 using either a courier service that confirms delivery or
via certified or registered mail with postage prepaid and return receipt requested.
AffirmTrust may allow other forms of notice in its Subscriber Agreements.

9.12 Amendments

9.12.1 Procedure for Amendment

The PKI Policy Authority determines what amendments should be made to this CPS.
Amendments are made by posting an updated version of the CPS to the online
repository. Controls are in place to reasonably ensure that this CPS is not amended and
published without the prior authorization of the PKI Policy Authority. This CPS is reviewed
at least annually.
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9.12.2 Notification Mechanism and Period

Notification of amendments to this CPS are made by posting an updated version of the
CPS to the online repository. Amendments may be made at any time without any prior
notice period.

9.12.3 Circumstances Under Which OID Must Be Changed

If the PKI Policy Authority determines an amendment necessitates a change in an OID, then the
revised version of this CPS will also contain a revised OID. Otherwise, amendments do not
require an OID change.

9.13 Dispute Resolution Provisions

Prior to commencing any litigation, AffirmTrust and all Subscribers and Relying Parties agree to
seek an amicable settlement of any disputes or claims, provided that either party may
commence litigation at any time to avoid prejudice to any rights under governing law.

9.14 Governing Law

The laws of the Province of Ontario, Canada, excluding its conflict of laws rules, shall govern
the construction, validity, interpretation, enforceability and performance of the CPS, all
Subscription Agreements and all Relying Party Agreements. The application of the United
Nations Convention on Contracts for the International Sale of Goods to the CPS, any
Subscription Agreements, and any Relying Party Agreements is expressly excluded. Any
dispute arising out of or in respect to the CPS, any Subscription Agreement, any Relying Party
Agreement, or in respect to any Certificates or any services provided in respect to any
Certificates that is not resolved by alternative dispute resolution, shall be brought in the
provincial or federal courts sitting in Ottawa, Ontario, and each person, entity, or organization
hereby agrees that such courts shall have personal and exclusive jurisdiction over such
disputes. In the event that any matter is brought in a provincial or federal court, Applicants,
Subscribers, and Relying Parties waive any right that such Applicants, Subscribers, and Relying
Parties may have to a jury trial.

9.15 Compliance with Applicable Law

Subscribers and Relying Parties acknowledge and agree to use Certificates in compliance with
all applicable laws and regulations, including without limitation all applicable export laws and
regulations. AffirmTrust may refuse to issue or may revoke Certificates if in the reasonable
opinion of AffirmTrust such issuance or the continued use of such Certificates would violate
applicable laws and regulations.

9.16 Miscellaneous Provisions

9.16.1 Entire Agreement

This CPS and the Relying Party Agreement represents the entire agreement between any
Relying Party and AffirmTrust and supersedes any and all prior understandings and
representations pertaining to their subject matters.

9.16.2 Assignment

AffirmTrust may assign its rights and obligations under this CPS at any time without notice or
consent. Subscribers and Relying Parties may not assign their rights or obligations under this
CPS without the prior written consent of AffirmTrust.
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9.16.3 Severability

If any provision of this CPS shall be held to be invalid, illegal, or unenforceable, the validity,
legality, or enforceability of the remainder of this CPS shall not in any way be affected or
impaired hereby.

9.16.4 Enforcement (Attorneys' Fees and Waiver Of Rights)

A failure or delay in exercising any right or remedy hereunder shall not operate as a waiver of
that right or remedy, nor shall any single or partial exercise of any right or remedy preclude any
other or further exercise thereof or the exercise of any other right or remedy.

9.16.5 Force Majeure

AffirmTrust shall not be liable for any default or delay in the performance of its obligations
hereunder to the extent and while such default or delay is caused, directly or indirectly, by fire,
flood, earthquake, elements of nature or acts of God, acts of war, terrorism, riots, civil disorders,
rebellions or revolutions in the United States, strikes, lockouts, or labor difficulties or any other
similar cause beyond the reasonable control of AffirmTrust.

9.17 Other Provisions

9.17.1 Conflict of Provisions

This CPS and the Subscriber Agreement (Terms of Service), and the Relying Party Agreement
represent the entire agreement between any Subscriber or Relying Party and AffirmTrust and
supersede any and all prior understandings and representations pertaining to their subject
matters. In the event, however, of a conflict between this CPS and any other express agreement
a Subscriber or Relying Party has with AffirmTrust with respect to a Certificate, including but not
limited to a Subscriber Agreement or Relying Party Agreement, such other agreement shall take
precedence.

9.17.2 Fiduciary Relationships

AffirmTrust is not an agent, fiduciary, trustee, or other representative of the Applicantor
Subscriber and the relationship between AffirmTrustand the Applicantand the Subscriber is not
that of an agent and a principal. AffirmTrust makes no representation to the contrary, either
explicitly, implicitly, by appearance or otherwise. Neither the Applicant nor the Subscriber has
any authority to bind AffirmTrust by contract or otherwise, to any obligation.

CPS Version 3.6 [31 May 2019] © 2019 AffirmTrust 69



APPENDIX A TO AFFIRMTRUST CPS

1. AffirmTrust Root Certificate Information:
. CA Root | Signature CA Root SHA Hash
CA RootName | Algorithm Size Hash Expires Thumbprint
AffirmTrust fo b5 b6 32 45 5f 9c
Commercial RSA 2048 SHA 256 12/31/2030 be ec 57 5f 80 dc €9
6e 2c c7 b2 78 b7
AffirmTrust 2936 21 02 8b 20 ed
Networkin RSA 2048 SHA 1 12/31/ 2030 021566 c532d1d6
9 ed 90 9f 45 00 2f
AffirmTrust d8 a6 33 2c e0 03 6f
Premium RSA 4096 SHA 384 12/31/2040 b1 85 f6 63 4f 7d 6a
06 65 26 32 28 27
. b8 23 6b 00 2f 1d 16
AffirmTrust ECC 384 SHA 384 | 15131/2040 | 8653 0155 6¢ 11 ad
Premium ECC ECDSA
37caebffc3bb

AffirmTrust will offer its certificate products from intermediate sub-CAs issued off of one or more
of the above roots as indicated in the Product Offerings information described in 84 below.

2. Cross-Signed Intermediate sub-CAs

No stipulation.

3. AffirmTrust Product Offerings:

AffirmTrust’s product offerings and their specifications are as follows:

A. Server Certificate Offerings

(1)

Product Name: “AffirmTrust DV Certificates”.

Root Certificate:

AffirmTrust Commercial

Issuing sub-CA
root:

AffirmTrust Certificate Authority — DV1

Sub-CA Root key
length:

2048

Valid until:

December 1, 2030

Serial No.:

2c:07:cf:f9:6¢:e8:68:9a

SHA-1 Thumbprint:

48:¢4:86:80:69:01:21:49:47:0d:37:64:c4:b0: 7c:a2:
9¢:88:a0:5¢c

Certificate Types:

Domain Validated (DV) server certificates
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(2) Product Name: “AffirmTrust OV Certificates”

Root certificate:

AffirmTrust Commercial

Issuing sub-CA root:

AffirmTrust Certificate Authority — OV1

Sub-CA Root key length:

2048

Valid until:

December 1, 2030

Serial No.:

18 7e 7f 3b f6 6f 23 cd

SHA-1 Thumbprint:

efb2 01 fl2d3aef8aeaabaf3f13a0
3ad2b70a8d la

Certificate Types:

Organization Validated (OV) server
certificates

(3)  Product Name: “AffirmTrust EV Certificates”

Root certificate:

AffirmTrust Commercial

Issuing sub-CA root:

AffirmTrust Extended Validation CA —
EV1

Sub-CA Root key length:

2048

Valid until:

December 1, 2030

Serial No.:

40f0O bb aa 8ae0c098

SHA-1 Thumbprint:

b9 9c 3a 4c 5345018554 81 bfal ed ef
63 ae 11 7e af 06

Certificate Types:

Extended Validation (EV) server
certificates

B. Test Certificates

Test certificates may be issued from any existing intermediate Sub-CA root certificate, but such
test certificates will be restricted in their use solely to test or demonstration environments.

CPS Version 3.6 [31 May 2019] © 2019 AffirmTrust

71




APPENDIX B

AFFIRMTRUST CERTIFICATE PROFILES

Root CA Certificate

Field Critical Extension Content
Issuer Must match subject
Subject Must contain countryName,

organizationName and commonName

Extension: subjectKeyldentifier | Not critical 160-bit SHA-1 hash of subjectPublicKey per
RFC 5280

Extension: basicConstraints Critical CA is TRUE; pathLenConstraint is not
present

Extension: keyUsage Critical keyCertsign and cRLSign bits are set

Subordinate CA Certificate

Field Critical Extension Content

Validity: notAfter Not later than the notAfter of the signing
certificate

Subject Must contain countryName,
organizationName and commonName

Extension: subjectKeyldentifier | Not critical 160-bit SHA-1 hash of subjectPublicKey per
RFC 5280

Extension: authorityKeyldentifier [ Not critical Matches subjectKeyldentifier of signing
certificate

Extension: certificatePolicies Not critical Must contain at least one set of
policyInformation containing at least a
policyldentifier

Extension: basicConstraints Critical cAis TRUE

Extension: keyUsage Critical keyCertsign and cRLSign bits are set

Extension: extKeyUsage Not critical Must be present

Extension: authoritylnfoAccess | Not critical Must contain one AccessDescription with
an accessMethod of calssuers and a
Location of type uniformResourceldentifier
and one AccessDescription with an
accessMethod of ocsp and a Location of
type uniformResourceldentifier

Extension: Not critical Must have at least one DistributionPoint

cRLDistributionPoints containing a fullName of type
uniformResourceldentifier
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DV Certificate

Field

Critical Extension

Content

Validity: notAfter

Not more than 825-days after the
validity:notBefore date

Subject Must contain commonName

Extension: subjectkeyldentifier | Not critical 160-bit SHA-1 hash of subjectPublicKey per
RFC 5280

Extension: authorityKeyldentifier | Not critical Matches subjectKeyldentifier of signing
certificate

Extension: certificatePolicies Not critical Must contain at least one set of
policyInformation containing at least a
policyldentifier

Extension: basicConstraints Not critical Empty or not present

Extension: subjectAltName Not critical Must contain at least one name and alll
names must either be of type dNSName or
iPAddress

Extension: keyUsage Not critical digitalSignature and keyExchange bits are
set

Extension: extKeyUsage Not critical Must include serverAuth and/or clientAuth

Extension: authoritylnfoAccess | Not critical Must contain one AccessDescription with
an accessMethod of calssuers and a
Location of type uniformResourceldentifier
and one AccessDescriptionwith an
accessMethod of ocsp and a Location of
type uniformResourceldentifier

Extension: Not critical Must have at least one DistributionPoint

cRLDistributionPoints containing a fullName of type

uniformResourceldentifier
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OV Certificate

Field Critical Extension Content

Validity: notAfter Not more than 825-days after the
validity:notBefore date

Subject Must contain countryName, localityName
organizationName and commonName

Extension: subjectKeyldentifier | Not critical 160-bit SHA-1 hash of subjectPublicKey per
RFC 5280

Extension: authorityKeyldentifier [ Not critical Matches subjectKeyldentifier of signing
certificate

Extension: certificatePolicies Not critical Must contain at least one set of
policyInformation containing at least a
policyldentifier

Extension: basicConstraints Not critical Empty or not present

Extension: subjectAltName Not critical Must contain at least one name and alll
names must either be of type dNSName or
iPAddress

Extension: keyUsage Not critical digitalSignature and keyExchange bits are
set

Extension: extKeyUsage Not critical Must include serverAuth and/or clientAuth

Extension: authoritylnfoAccess | Not critical Must contain one AccessDescription with
an accessMethod of calssuers and a
Location of type uniformResourceldentifier
and one AccessDescriptionwith an
accessMethod of ocsp and a Location of
type uniformResourceldentifier

Extension: Not critical Must have at least one DistributionPoint

cRLDistributionPoints containing a fullName of type
uniformResourceldentifier
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EV Certificate

Field

Critical Extension

Content

Validity: notAfter

Not more than 825-days after the
validity:notBefore date

Subject

Must contain countryName, localityName
jurisdiction country, organizationName
business category, serial number of
subscriber and commonName

Extension: subjectkeyldentifier | Not critical 160-bit SHA-1 hash of subjectPublicKey per
RFC 5280

Extension: authorityKeyldentifier | Not critical Matches subjectKeyldentifier of signing
certificate

Extension: certificatePolicies Not critical Must contain at least one set of
policyInformation containing at least a
policyldentifier

Extension: basicConstraints Not critical Empty or not present

Extension: subjectAltName Not critical Must contain at least one name and all
names must either be of type dNSName

Extension: keyUsage Not critical digitalSignature and keyExchange bits are
set

Extension: extKeyUsage Not critical Must include serverAuth and/or clientAuth

Extension: authoritylnfoAccess | Not critical Must contain one AccessDescription with
an accessMethod of calssuers and a
Location of type uniformResourceldentifier
and one AccessDescription with an
accessMethod of ocsp and a Location of
type uniformResourceldentifier

Extension: Not critical Must have at least one DistributionPoint

cRLDistributionPoints

containing a fullName of type
uniformResourceldentifier
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