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Preface

Scope

This technical integration guide provides an overview of how to integrate Entrust Authority Security Manager (EASM) with the Thales
TCT Luna Hardware Security Module (HSM) in an X.509 Public Key Infrastructure (PKI) configuration.

Technical Support Information

If a problem occurs during installing, registering, or operating this product, please review the documentation. For assistance in resolving
the issue, contact the supplier or Thales Trusted Cyber Technologies (Thales TCT) Support. Thales TCT Customer Support operates
24 hours a day, 7 days a week. The level of access for this service is governed by the support plan arrangements made between
Thales TCT and the organization. Please consult the support plan for further information about entitlements, including the hours when
telephone support is available.
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3465 Box Hill Corporate Center Drive

Address Suite D

Abingdon, MD 21009

USA
Phone United States (866) 307-7233
Web http://www.thalestct.com/support/

http://www.thalestct.com/support/ Provides access to the Thales Trusted Cyber Technologies
Knowledge Base and quick downloads for various products.
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Please refer to: www.thalestct.com/document-disclaimer for information regarding use and limitations associated with this document.
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1 Introduction

Overview

This document covers the necessary information to install, configure and integrate the Entrust Authority Security Manager with the Luna
HSM. Integrating the Luna HSM with Security Manager provides enhanced hardware-based security validated to FIPS Level 2 or 3,
depending on the Luna HSM configuration.

The Entrust Authority Security Manager serves as the X.509 Certification Authority in an Entrust infrastructure. Although it can operate
in "software" mode, it can optionally use hardware devices where cryptographic operations and key storage are performed. By
managing the full lifecycles of certificate-based digital identities, Entrust Authority Security Manager enables encryption, digital
signature and authentication capabilities to be applied consistently and transparently across a broad range of applications and
platforms.

Third-Party Application Versions Tested

e  Entrust Authority Security Manager
e  Entrust Authority Security Manager PostgreSQL
e  Microsoft AD LDS

Integration Matrix

The table below enumerates all the versions of products tested in this integration.

Windows Server 2019 10.0.1.4 88 5.4.10-4 6.21.6 7.11.2-85

Windows Server 2019 10.0.1.4 88 7.11.0-25 7.11.1 7.11.2-85

Note: As of 01 November 2021, the Luna Network HSM v 7.11 seen above has been validated by Entrust for EASM v.10. Test
results for the earlier version of the HSM were not submitted for validation, but integration testing by Thales TCT was
successful.



Prerequisites
In order to integrate Entrust Authority Security Manager with Luna HSM, the following prerequisites must be met:

e The Luna HSM is installed and operational
e The Luna Client is installed on the server

e The Network Trust Link (NTL) is established between the Luna Client and the Luna HSM. If assistance is needed to establish
the NTL on a 7.11.1 client or newer, please see the following guide available in the support portal, which describes a quick and
easy way of establishing the link:

How To: LunaCM ClientConfig Deploy
For older client versions, please refer to the following guide:
Guide: Configuring a Network Trust Link between a Luna Client and a Luna HSM

The following third party software also must be installed:

e  Entrust Authority PostgreSQL Database
e  Entrust Authority Security Manager
e Directory Server (AD LDS is used in this guide)

Integration Synopsis

e Establish (or verify) the connection between the Luna Client and Luna HSM
e Configure Entrust Authority Security Manager to use the HSM
e Initialize Security Manager



The Luna Client installed on the server enables communication between Security Manager and the HSM via a secure connection called

a Network Trust Link. The first step in the integration is to establish this Network Trust Link if it has not already been done during Luna
Client installation.

Use the following command to determine or verify that the connection has been established and a partition exists on the HSM that the

client can access. If no slot and partition are found, use the document listed in the Prerequisites section to establish the Network Trust
Link. The slot will be needed for a later step in the document, as will the partition password.

c:\Program Files\SafeNet\LunaClient>vtl verify

2021 Safelet Assured Technologies, LLC. All rights reserved

ntrustDG




Rather than entering configuration data directly into the Security Manager configuration wizard, it is recommended to pre-populate
directory-related fields, Security Manager-related fields, or both by entering data in the entconfig.ini file (Windows only).

The entconfig.ini file is located in the following directory:
C:\Program Files\Entrust\Security Manager\etc\ini

1. Runthe Entrust Authority Security Manager Configuration Utility. Navigate to the Security Manager \bin directory and
double click entConfig.exe.

C:\Program Files\Entrust\Security Manager\bin\entConfig.exe

2. The Database Deployment Model will pop up. Click Yes.

Database Deployment Medel

' of the Entrust Authority (TM) PostgreS0L database on this
host. The installation location is at: "C:\Program
Files\Entrustieasm_postgres11y.

e The Security Manager Configuration has found an instaliation

Do youwant to use it as an embedded database deployment
for Security Manager?

Yes Mo

3. The Entrust Security Manager Configuration dialog box will launch. Click Next.

¥ Entrust Authority(TM) Security Manager Configuration X

Welcome to the configuration program for
Entrust Authority(TM) Security Manager. This
program collects the information requeed to
configure Secuity Manager to work with pour
Drectory and Entrust-Ready applications.

Before you can run Secunty Manages Contral
Command Shell for the first time, you must
complete this program.

Next > Cancel

4. The Entrust Configuration wizard will launch. Click Next.



5. Onthe Security Manager License Information dialog, enter the license information from the Security Manager license card.

Click Next. If the entConfig.exe file has been edited previously, as recommended, this information will be populated.

E Security Manager License Information >

Enter the information that appears on your Security tanager license card,
Froceed to the other pages if you purchazed other licenzes. Mote that you can
enter WWeb infarmation later uzing Security Manager Adrministration.

DV for Inspection Systems ] CWCA for Foreign D'Vs ]
Entepriss | wWeb |  CVCAforDomesticDVs |

Erterprise license information is required for Security Manager.

Senal number: |

Enterprize user limit: ||

Enterprize licensing code: |

MHext » | Cancel

6. On the Security Manager data and backup locations dialog, update the directories or accept the defaults. Click Next.

@ Security Manager Data and Backup Locations >

The falloving falders will be created for Security Manager data files and backup
files.

To accept the default folders, click Mest.

To change a falder, click Browse and chooze another folder.

Falder for Security banager data files:

Browse. ..

Select directony
Falder for Securty Manager backup files:

C:hentbackup |

Browse. ..

< Back | Mext » | Cancel |

7. Onthe Directory Node and Port dialog window, select the type of directory being used and node name and listening details

or accept the defaults. Click Next.



M Directory Node and Port x

Select the twpe of directony that Security Manager will use:

Microsoft 4D LDS ~|

Enter the DMS name [or IP addresz] and listen port of the zerver hosting your
LOAP-compliant ar Microsaoft AD LDSAADAM Directory.

Directory node name: |i'-.-\-"IN-ENTF|L|ST1 71E EErEs..

Directory listen port: |3gg

¢ Back | Meut » | Cancel

8. The CA Distinguished Name and Password dialog will display; the CA DN will already be populated. Enter the password
that was established when the Directory was created. Click Test Bind Information.

@ CA Distinguished Mame and Password =

Enter the distinguizhed name [DM] of your Certification autharity [Ca) et in
the Directony. 1F you do not have a Ca entry in the Directary, exit this program
and create one.

Enter the CA DM exactly as it appears in the Directory [for example,
ou=tarketing,o="our Company,c=I15].

CA DN:
ch=ca root,o=thales,c=Ca,

Enter the pazsword for this Cé. Usge the zame paszword that was added when
the Ca entry in the Directary was created.  This paszword allows Security
b anager to write certificate information ta the Directon.

Cay Directony access password:
] Test Bind Information |

< Back | | Mest » | Cancel |




9. A Bind Result dialog will display indicating that the bind was successful. Click OK.

Bind Result *

'0' EBind succeeded,

10. The Directory Administrator Distinguished Name and Password dialog will display. The Directory Administrator DN will
already be populated. Enter the password that was established when the Directory Administrator credentials were created.
Click Test Bind Information.

E Directory Administrator Distinguished Mame and Password >

To perform tazks such as adding, deleting, and modifying entries in the
Directony, Security Manager Administration needs to bind to the Directon with
the credentialz of a user with Directory adminigtrative privileges. Enter the
diztinguizhed name [DM] of a user with Directony Administratar privileges.

Directory Adminiztrator DM:

ch=ca rooto=thales, c=Ch

Enter the paszword for the Directory Administrator.Jse the same password that
was added when the Directary Adminigtrator credentials were created.

Directory access password:
] Test Bind Infarmation |

< Back | MNest » | Cancel |

11. A Bind Result dialog will display indicating that the bind was successful. Click OK.

Bind Result >

'0' Bind succeeded.




12. The Advanced Directory Attributes dialog will display. Accept the defaults. Click Next.

E Advanced Directory Attributes >

Only adminiztrative uzers who have customized their Directony should change the
values in this dialog box,
[f you want to uge the default values, click Mest.

Distinguished Names lCustu:um Atributes | Initial Searchbase

Enter the full DM far the First Officer:

cn=First Officer.cn=ca root o=thales c=C#

< Back M et = Cancel

13. The Verify Directory Information dialog will display. Accept the default to verify the directory. Click Next.

E Werify Directory Information =

bozt Secunty Manager configuration problems rezult from incorect Directory
inforrnatior,

r'ou ghould venfy Secunty Manager can use the Directony information pou
entered.

[v Menfy Directony information now

¢ Back | Mest = | Canicel




14. The ENTDVT Logfile dialog will display with the results of the directory test. Scroll to the end of the results. No fatal errors,
errors or notes should be recorded. If there are errors, these will need to be resolved after reviewing the details of the log.
When there are no errors, click Next.

M ENTDVT Logfile X

The Entrugt Directary Yerfication Tool haz encountered a fatal eror.
Inzpect the logs in 'C:A\Program FileshE ntrusthSecurity bManagersetchdwt’
directory to determine

Entrust Directony Verification Toaol [entDevt] Verzion 10001 - Detailed Log F
kon Aug 912:28:568 2021

Fleaze refer to the end of the file for a summary of test results.

Configuration infarmation;

Ca DM = ch=ca root, o=thales, c=CA

Dhiradrnin DM = chn=Entrust Dirddmin, ch=Foles

Firgt Officer DM = cn=Firgt Officer, ch=ca root, 0=

Server = TCP="*IMN-ENTRUST171E+38

Directary Protocal =LDAP +3

Directory Encoding = Binary

3.0/4.0 Compatibility = Dizabled

W

£ >

< Back | et » | Cancel

3 ENTDVT Logfile X

Directary verfication completed succesziully.

Successfully updated attribute in the entry. Y
Removing user certificate.

Succeszfully deleted attribute from the entmy.

Femoving entrustUser object class.

Succeszfully deleted object class from the entry.

Dizconnecting.

Removing uzer entry with a zingle-valued RDM.

Succeszfully removed entry from the Directon.

Summary:
Total nurmber of fatal emors: 0
Total number of erors: ]
Tatal nurmber of notes: 0
W
< >

< Back | MHext = | Cancel




15. The Current User’s Windows Login Password dialog will display. Enter the current Windows user’s password. Click Next.

E Current User's Windows Login Password x

The pazsword far the current uzer iz needed ta start the Security b anager
FEIVICE.

Enter your ‘Windows login password [not a Secunity Manager password).

Windows [D: WwiM-EMTRUST1 71BN dminiztratar
Pazsword:

xxxxxxxx)1

[ Ernable autalogin for automatic service startup

¢ Back | MHewt » | Cancel

16. The Select ODBC Data Source dialog will display. Click Next.

Eﬁ Select ODEC Data Source

Select the ODBC Data Source that Security Manager will use for database
connections.

Available ODBC Data Sources:
EASM_Entrust_PostgreSQL

Cancel




17. The Database User and Password dialog will display. Enter the password that was created for the easm_entrust
PostgreSQL user during the Entrust Postgres installation. Click Next.

E Database User and Password >

Enter the name of the databaze uzer and the database paszward for the
embedded PoztgreSOL databaze Secunty Manager will use to connect to the
database.

Databaze Uzer |ea$m_entrust

Paszwiard:

xscxxxxxm1

=

< Back | Mest » | Cancel

18. The Database Backup User and Password dialog will display. Enter the password that was created for the easm_entbackup
PostgreSQL user from the Entrust Postgres installation. Click Next.

E Database Backup User and Password x

Enter the paszword that was aszigned to the backup uzer when the Enfrust
PostgreSOL database wasz installed.

Database Backup User:  easm_entbackup

Pazzword:

xxxxxxxxﬁ

< Back | P et > | Cancel




19. Set the desired Security Manager Port Configuration values and click Next.

E Security Manager Port Configuration =

Enter the DMS name [or IF addresz] and the listen portz of the server that will
hozt Securty Manager and the Administration subsystem.

Security Manager node name: [IESNENEEREE

Prata-PEL listen port: |.'-"EIE|

Adminiztration zubsystem listen port: |?'| 0

PEI=-CMP zubzpztern server port; |BEE|

Entruzt =ML adminiztration protocaol part: |443

< Back | Mest > | Cancel

20. Setthe CA Type value and click Next.

E CA Type 4

A hierarchy of Chs comprizes several Chs linked in a tree shucture underneath
a Root CA. A Ch that iz not part of a hierarchy iz alzo referred to az a Root CA,
becausze it may have subardinates in the future.

Arw other Ca in a hierarchy iz called a Subordinate Ch.,

Select the type of Ca wou are configuring.

" Country Signing Foat Ca [C5CA)

(" Subardinate Cé

[ Root C& used as Single Paint of Contact Ca [SPOC)

< Back | Mest » | Cancel




21. The Cryptographic Information dialog will display with the Certification Authority Key Generation tab selected. Select
Use hardware, and click Next.

E Cryptographic Information >
CA Signing Algorthm ] Policy Certificate ]
User Signing Key Type ] User Encryption Key Type ]

Cerification Authority Key Generation \ CA Key Type ] Database

CA key generation:

(" se software
{* |Ise hardware

< Back | Mewt » | Cancel

22. The CA Key Type tab defines the CA key pair type and parameters. Select the desired CA key pair type and parameter.
Click Next.

E Cryptographic Information >
CA Signing Algarthm ] Palicy Certfficate ]
LIser Signing Key Type ] Lser Encryption Key Type ]
Certification Authority Key Generation  CA Key Type l Database ]

CA key pair type:

{+ RSA " DSA CIEC

Parameters:

2042 j

< Back et > Cancel




23. On the Database tab, select the desired database encryption algorithm. Click Next.

E Cryptographic Information >
CA Signing Algorithm ] Policy Cedificate ]
User Signing Key Type l User Encryption Key Type ]

Certification Authority Key Generation ] CA Key Type Database

Database encryption algorithm:

AES-CBC-128

AES-GCM-128
AES-GCM-256
TRIPLEDESCBC-152

< Back Mext = Cancel

24. The User Signing Key Type tab defines the key pair type and parameters for user signing keys. Select the desired type and
parameter. Click Next.

E Cryptographic Information x
CA Signing Algorithm ] Policy Certfficate ]
Cerffication Autharity Key Generation ] CA Key Type ] Databasze ]
User Signing Key Type ] User Encryption Key Type

Signing and Monrepudiation Keys:

f« RSA " DSA " EC

Parameters:

2048 ﬂ

¢ Back Meut » Cancel




25. The User Encryption Key Type tab defines the key pair type and parameters for user encryption keys. Select the desired
type and parameter. Click Next.

E Cryptographic Information >
CA Signing Algarithm ] Policy Certificate ]
Cerification Authority Key Generation ] CA Eey Type ] Databaze ]
User Signing Key Type User Encryption Key Type
Encryption and Dual Usage Keys:
f* RSA " EC
Parameters:
2048 j
4 Back Mexst » Cancel

26. On the CA Signing Algorithm tab, select the CA Signature Algorithm. Click Next.

E Cryptographic Informaticn >

Cerification Authority Key Generation ] CA Key Type ] Database ]
User Signing Key Type ] User Encryption Key Type
CA Signing Algorithm | Policy Cetficate ]

Signature Algarithm:

RSA-SHAT A
RSA-SHA224

RSA-SHA384

RSA-SHA512

RSAPSS-SHAT

RSAPSS-SHA224

RSAPS5-5HAZ56 .

ACARCT ClLIATNA

< Back Mext = Cancel




27. On the Policy Certificate tab, which defines the lifetime of the Entrust policy certificate, enter the Policy Certificate Lifetime
value. Click Next.

E Cryptographic Infermation =

Cerification Authorty Key Generation ] CA Key Type ] Database ]
Iser Signing Key Type ] User Encryption Key Type
CA Signing Algorithm Policy Certificate

E nter the number of daws you want the policy
certificate to be walid before it must be updated.

Policy Certificate Lifetime: 30

¢ Back Mest » Cancel

28. A No Hardware Device Found dialog box will display. Click OK to proceed with providing Security Manager with the location
of the necessary library file.

Mo Hardware Device Found -

Security Manager configuration could not detect any
hardware devices,

—  Please select a new cryptographic hardware library in the next
dialog.




29. In the resulting Select New Cryptographic Hardware Library dialog box, navigate to the location of the cryptoki.dll library
file that Security Manager will use to communicate with the Luna HSM and click Open.

Unless a custom installation path was specified when installing the Luna client, cryptoki.dll can be found at the following
location:

C:\Program Files\SafeNet\LunaClient\cryptoki.dll

Select New Cryptographic Hardware Library X
<« v <« SafeMet » LunaClient » v O Search LunaClient 0o
Organize + New folder ==~ [N o
-~
authdata 2 Mame Date modified Type *
gasm_entrust CsP B/9/2021433PM  File fol
easm_entrust_j data File fol
entbackup G5Driver File fol
PerfLogs JCProv File fol
Program Files s Filefel
KsP File fol
Commeoen File : . .
PedClient_service File fol
Entrust samples 8/9/2021 432PM  File fol
internet exple snmp 8/9/2021433PM  Filefol
Microsoft AD %] cklog201.dll 5/6/2021 1:13 PM Applic
Safellet %] enyptoki.dil 2021 1:13 PM Applic
InaGhent %] rbs_processor2.dll 3/6/2021 1:13 PM Applic W
L SR I | [ U N e o
File name: | cryptoi.dil v | dynamic link libraries () v

30. On the Use This Hardware dialog, the available HSM slot(s) will be listed. Select the desired HSM slot and click Next.

£ Use This Hardware ? x

Select the hardware you want to uze.

Hardware:

¢ Back | Meut » | Cancel




31. Onthe CRL Configuration dialog, select No, do not work with Microsoft Windows applications. Click Next.

B3 CRL configuration >

[f au choose ta work with Micrazoft Windows applications, there are additional
gethingz you must configure manually.

Far more information about these zettings, coneult the S ecurity bManager
documentation,

Do pau want to make vour published Certificate Revacation Lists [CRLz) compatible
for uze with Microzoft Windows clent applications?

Your selection will affect how CRL: are izeued after a Cb key update operation, and
hiow the CRL Diztribution Point [COP) appears in certificates.

" ez

Make combined CRLz compatible with applications on any Microzoft 05 J

* Mo, do not work with Microsoft Windows applications

[¥ Enable Combined CRL

< Back ‘ Mest » | Cancel

32. The CRL Distribution Point Information dialog will display. Click Next.

Shared netwoark. CRL falders. Uze Changa button to zelect an exizting netwark share.
Combined CRL share iz mandatary if URLs defined.
Partitioned CRL share iz mandatary if partitioned URLz defined..

Combined CRL:

[ Dizable Change
Partiioned CRAL: [\vwIN-ENTRUSTI7IBACRL | Disable Change

Define one or more R Ls for the distribution points in the COP extension in certificates.
The URL host needs to be acceszible by the entity validating the certificate.

URL Type: hittps -

URL Host: |

COP Definition:

Default CDP URLs: [ u

[ o |
< Back | Mext > | Cancel |




33. Set the desired CA Certificate Properties values. Click Next

5

Set the Ch certificate lifetime.

The minimurm CA certificate lifetime iz 2 monthz. The maximumn Ca certificate
ifetime you can get iz 3000 months or to Dec 30 2993 23:59:59 UTC, whichewver
iz sharter. A lifetime of 0 iz alzo allowed and indicates no well-defined expiration
date and rezults in a certificate expiration of 9935-12-31-23:53:53 UTC.

Ca verification certificate lifetime: ranths

Set the CA private key usage period.

The Ca private key uzage penod iz a percentage of the CA certificate lifetime.
The Ca private key uzage penod can range from 20,0000 to 1000000 percent
aof the Ca verification certificate lifetime with up to 4 digite of precizion. Audits are
logged as the end of the CA private key usage period approaches.

C#, private key usage period: | 100 b4

¢ Back | MHexst » | Canicel

34. A CRL Share warning dialog will display indicating a share for C:\CRL has been created. Click OK.

The CRL folder 'CACRL has been shared and appropriate

! permissions have been granted to the Administrators group
on this server. If you plan on adding web-based CDP names,
this directory must be added (shared to web) to the default
web site with the alias CEL.
This should be done before you initialize Security Manager,
but must be done before any clients are used.




35. The Configuration Complete dialog box will be displayed. Check the Run Security Manager Control Shell now option.
Click OK to complete the configuration process.

Configuration of Security Manager iz complete.
Run Security Manager Contral Command Shell
to initialize Security Manager.

I you need o cugtomize settings in the
entmgr.ini of initial. certspec files, exit now and
cansult the Security Manager documentation for
mare information.

v Fun Security Manager Control Command
Shell o,

36. The Security Manager Control Command Shell will launch and begin the CA initialization process. Entrust Authority Security
Manager detects the hardware, and requests the hardware password in order to generate the CA keys on the Luna HSM.
Enter the HSM partition password.

Starting First-Time Initialization...

A Hardware Security Module (HSM) will be used for the CA key:
Thales TCT LunaSA 7.11.8 SN : 180093065
The HSM requires a password.

Enter password for CA hardware security module (HSM):

37. Create and confirm the passwords for the necessary Entrust Security Manager Accounts. When complete, press return to exit
the initialization script.

Enter new password m Masterl:
Confirm new passwor or Masterl:
Enter new password ~ Master2:
Confirm new password for Master
Enter new password m Master
Confirm new passwor " Master
Enter new passwor ~ Fir
Confirm new p

Creating CA profile...
ating Fi

Performir E e

NOTICE: 4 up comp all required WAL segments have been archived
CCESS: D ssfully.

Enabling autolog F

Press return to exit




38. To re-open the Security Manager Control Command Shell, run entsh.exe, found in the C:\Program Files\Entrust\Security
Manager\bin directory.. Log in to continue configuring or using Security Manager.

C:\Program Files\Entrust\Security Manager\bin>entsh
Entrust Authority (TM) Security Manager Control Command Shell 16.0.1(4)

Copyright 1994-2820 Entrust. All rights reserved.

Type ‘help’ or *2?' for help on commands

39. To use the HSM for hardware protection of sensitive information in the database, issue the command db hw-protection
enable -alg <algorithm>. After enabling hardware protection, the HSM password is required when logging in to the
Control Command Shell.

When you
and uses the new re sen re infor n in the t: .
even if hardware- ed database protection was previo y enabled and an

2 Eﬂj,

database key.

one of:
7.11.8 SN : 188893865 SLOT :

' on for database enabled.
cn=ca root,o=thales CA.Masterl $




40. Keys may be confirmed on the Luna HSM either through the Security Manager Control Command Shell or through the Luna
HSM utilities directly.

cn=ca root,o=thales,c=CA.Masterl $ ca key show-cache
*=*%% In Memory CA cache ****
Record Status Legend:
= current key
key on hold
= non-current key
= revoked or expired non-current key has been obsoleted
HWV1 = hardware key PKCS11 V1 *** NOT SUPPORTED ***
HWV2 = hardware key PKCS11 V2
SW = software key

Internal key index:

CA certificate issued by: cn=ca root,o=thales,c=CA

serial number: JFASZFAF93E26DBACIECO483A428BCD55
current CA certificate: W

CA certificate issue date: Fri Aug 13 14:13:51 2821

CA certificate expire date: Wed Aug 13 14:43:51 2831

subject key identifier: 8731D237616A1550DE413D11CCO1BEE3CB4EEBBGF
private key active:

private key expired:

certificate expired:

certificate revoked:

revocation details: A

key: RSA-28438

global signing policy: RSA-5HA256 (sha256WithRSAEncryption)
record status in database: C HuV2

migrated: N

hardware load error: M

hardware CKA ID: E7p7vy7i90nTOlt+bMs+xtBvlghI=

hardware status: Loaded »> 'Thales TCT LunaSA 7.11.8 SN : 180893865 SLOT

*=*%*%* End of In Memory CA cache ****

cn=ca root,o=thales,c=CA.Masterl § _

lunash:>partition showcontents

user password for the

Copyright 2021. SafeNet AT, LLC. All rights reserved.




