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Introduction

VvSEC:CMS will change your views on how to manage the lifecycle of physical and virtual credentials. It is
an innovative, easily integrated and cost-effective Credential Management System that will help you deploy
and manage secure authentication devices within your organization. vSEC:CMS is a client-server system
that integrates deeply with the ecosystem that surrounds and interacts with the security credential.
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Versasec VSEC:CMS is integrated with Entrust Certificate Authority (CA) Gateway; PKlaaS;
Entrust nShield HSMs and Entrust Datacard printers SR300 and CR805.

VSEC:CMS streamlines all aspects of a credential management system by connecting to enterprise
directories, certificate authorities, smart card printers, physical access control systems, email servers, log
servers, PIN mailers... the list goes on. With vSEC:CMS, organisations can issue PKI devices and
credentials to employees, personalize them with authentication credentials and manage their lifecycle
directly from the off-the-shelf system.

Enterprises can implement the feature-rich credential management system offering a variety of key
benefits:

Fast implementation that takes minutes, rather than weeks or months;
Smooth and fast integration with other systems;

Intuitive user interface that improves operational efficiency;

No hidden costs and low total cost of ownership;

Consistently high security level without exception;

Large scale capabilities, available from day one.

entrust.com
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Architecture

A full architecture involves a number of components, as well as a number of external components. The
architectural diagram below illustrates a complete deployment with all optional components included.

Figure 1
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VSEC:CMS is client-server-based software system with four main components:

e A MS Windows service, named vSEC:CMS Service in the architecture drawing above, it performs
all the key computations and manages all the connections.

¢ A MS Windows service, named vSEC:CMS SOAP/gRPC Service in the architecture drawing
above, which communicates with the vSEC:CMS Service and is the interface for the vSEC:CMS
Admin/Agent/User applications.

e The vSEC:CMS Admin and vSEC:CMS Agent applications, which is run by operators in the
user’s context and provides both the management and the administration interface to the
VSEC:CMS system.

e The vSEC:CMS User which is run on an end user’s workstation from where users can perform
self-service operations.

The communication channel between the vSEC:CMS Server Service and the vSEC:CMS
Admin/Agent/User applications are secured using AES128 encryption.

entrust.com
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The vSEC:CMS Admin and vSEC:CMS User application construct requests (JRPC or SOAP XML using
Windows Web Services API (WWSAPI)). The requests are sent using HTTP/HTTPS to the vSEC:CMS
Comm Service. The vSEC:CMS Comm Service is a .NET WWSAPI service running as a Windows
service.

The vSEC:CMS Comm Service performs as follows:

e Sends the request as received from the vSEC:CMS Admin/Agent/User applications to the
VSEC:CMS Windows service through encrypted shared memory;

e Receives back the response from the vSEC:CMS Windows service through encrypted shared
memory;

e Constructs the response;

e Returns the response to the vSEC:CMS Admin/Agent/User applications.

vSEC:CMS Service

The vSEC:CMS Service is managing the Database connection. If the vSEC:CMS internal DB is used, its
data files (SQLite) are stored in the [DAT] folder which sits beside the service executables. For production
use of vYSEC:CMS Versasec recommends using a SQL database.

By default the security keys used by vVSEC:CMS are stored in a software key store in the vSEC:CMS
Service (stored encrypted on file system, loaded obfuscated in non-pageable memory of the service
process). Alternatively the keys can be stored/protected by an on-premise or cloud-based HSM.

The credentials to access the CA (Enrollment Agent in case of Microsoft CA) are normally stored in the
vSEC:CMS Service and used for the whole system. Alternatively “personalized” credentials stored on
each Operator token are supported..

If configured, the vSEC:CMS Service will send status information to the MS Windows Event System.

vSEC:CMS Comm Service

The vSEC:CMS Comm Service communicates with the vSEC:CMS Service over an encrypted direct data
channel. The vSEC:CMS Comm Service is the Server that the Clients communicate with. The Clients are
the vSEC:CMS Admin, vVSEC:CMS Agent and the vSEC:CMS User applications. The communication is
using gRPC or alternatively for backward compatibility SOAP, both over HTTPS. The vSEC:CMS Comm
Service has three separate Windows services hamed vSEC:CMS - Operator Console Service for
vSEC:CMS Admin and vSEC:CMS Agent applications, vSEC:CMS - User Self-Service for the vSEC:CMS
User application and the vSEC:CMS RSDM service for managing virtual credentials on remote
computers.

vSEC:CMS Admin

vSEC:CMS Admin is started for each operator in the context of the currently logged on user. It provides
the application interface to the operator. The operator needs to logon to the application using a valid
operator token (hardware credential), thereby providing two-factor authentication.

VSEC:CMS Agent

VSEC:CMS Agent has all the day-to-day capabilities of vSEC:CMS Admin but in a more lightweight
format. The operator needs to logon to the application using a valid operator token (hardware credential),
thereby providing two-factor authentication.

entrust.com
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VvSEC:CMS User

The vSEC:CMS User application is started for each user on their workstation. It provides the Ul to the
user to perform user self-service operations on their credential. All communication is performed through
the vSEC:CMS Comm Service. The connection and the port is configurable through the vSEC:CMS
Admin interface.

System Operators and Roles

An operator is any person who is in possession, and has knowledge of the passcode, of an Operator
credential and can therefore perform operations with vSEC:CMS.

There are two types of operator tokens:

1. The System Owner — one required per system. Used for administrative purposes, but not
recommended for normal operator use. This token is assighed when loading the production
license for a new VSEC:CMS installation. Any vSEC:CMS supported physical credential can be
used (one license count will be consumed). Once the system has been initialized and setup it is
recommended that the System Owner credential is stored safely, for example in a safe;

2. The Authentication Only Operator. Any supported vVSEC:CMS physical credential can be used
and consumes one license count per operator token.

Operators have different roles, each of which has different levels in regards to what operations they can
perform. The default roles are defined as:

e System Administrator: an operator that can perform all operations

o Elevated: an operator that can perform license upgrade and configuration changes
e Normal: an operator that can perform credential management workflows

e Restricted: an operator that can perform credential unblock workflows;

e Key recovery: an operator that can perform key recovery workflows.

Role management for operators is fully customisable. The default roles can be customised fully as
needed, or if you need to add more roles, new ones can be created as well.

entrust.com
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Capabilities

A number of capabilities are offered around such topics as:

e Mobile device support

e PIV and PIV-D container support

e Onboarding and maintenance of PIV and PIV-D credentials

e Smartcard logon to Microsoft Windows and Apple Mac desktops
This table identifies the features supported by the Versasec

1. Entrust CAGW:
Which features from CAGW that vSEC:CMS can/should support?

# | CAGW Features vSEC:CMS Support
1. | CA Key archive, support recovery all keys from CA. X
2. | Support key generate in smartcard/token (OBKG) N
3. | Support multi-CA in backend: Entrust SM, Windows CA. N
4. | Certificate renew x
5. | Certificate reissue N
6. | Certificate revocation (revoke, suspend/resume) N

2. About CMSin general:

# | Features | VSEC:CMS Support?
<hardware: smart card, token,...>

LY N

2. | Onboarding and maintenance of PIV and PIV-D credentials N

3. | Standard Minidriver(40 card types supported). N

<software: not really hardware....>

4. | Mobile device support X

5. | vsc N

6. | Windows Hello for Business (WHfB) N

<usage purpose>
7. | Smartcard logon to Microsoft Windows and Apple Mac desktops | V

entrust.com
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8. | Email singning & Encryption N

<CMS special features>
9. | Device management

10. | Multi-role

11. | PIN Management

12. | Administrator Key Management

< 2] 2] <21 <2

13. | Support API for 3rd products integration.

entrust.com
Copyright © 2021 Entrust. All rights reserved. 8



@ ENTRUST C(yersasec

Preparing Your Certificate Authority

Services can be configured to communicate with either the Entrust Authority Security Manager CA or
Microsoft's CA. Please refer to your CA’s documentation to determine how to administer it.

For the purposes of this integration, your organization must configure digital IDs which support the
following types of key-pairs and certificates.
e 1 key-pair, ex. when you require PIV Authentication certificates
e 2 key-pair, ex. when you require PIV Authentication and Digital Signature certificates
e 3 key-pair, ex. when you require PIV Authentication, Digital Signature certificates, and PIV Key
Management (encryption) certificates

Integration Guidelines

Overview
Introduction to Integration Partner’'s Technology

1. https://versasec.zendesk.com/hc/en-us/articles/360021224540-Using-Entrust-Gateway-CA
2. High level architecture diagram. For more detailed architecture information, please refer to the
documentation at this link

vSEC:CMS Serverﬂ

VvSEC:CMS VvSEC;CMS
Database Service

.

gRPC/SOAP gRPC/SOAP gRPC/SOAP

dministrator Terminal Agent Terminal

VSEC:CMS VSEC:CMS VSEC:CMS
User Self-Service

High level architecture diagram

entrust.com
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3. High level diagram of Entrust Smart Credentials in integration partner’s technology
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High level diagram of smart credentials in partner’s tech

The following Entrust Technologies are integrated with Versasec vSEC:CMS:
e Entrust Datacard printers SR300, CR805 with (2) vSEC:CMS Agent and (3) vSEC:CMS Admin
e Entrust CA Gateway, Entrust PKlaaS with (10) CA
e Entrust nShield HSMs with (13) HSM

entrust.com
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Requirements for using integration partner’s tech

Requirements

From vSEC:CMS S-Series version 6.0 it is possible to configure connection to Entrust CA Gateway to
manage certificate lifecycle with any credential that is supported by vSEC:CMS. The Entrust CA Gateway
API is a RESTful Web service API that provides a range of certificate issuance and management functions.

Hardware Requirements

VSEC:CMS can be installed on following server platforms:
a. Microsoft Windows 2008 Server;

Microsoft Windows 2008 R2 Server;

Microsoft Windows 2012 Server;

Microsoft Windows 2012 R2 Server;

Microsoft Windows 2016 Server;

Microsoft Windows 2019 Server.

Virtual servers are supported

@0 oooT

The server minimum hardware requirement:
h. At minimum 2 Processor with 2 GHz or faster;
i. Memory 2 GB RAM or greater;
j- Available disk space on server of 40 GB or greater for the operating system plus 2GB or
greater for the vSEC:CMS database.

Server recommended hardware requirement where the vSEC:CMS is installed:
k. At minimum 2 Intel Xeon processors with 2 GHz or faster;
. Memory 8 GB or greater;
m. Available disk space on server of 40 GB or greater for the operating system plus 2GB or
greater for the vSEC:CMS database;
n. Gigabit-LAN (1.000 Mbit/s).

Client recommended hardware requirements for any workstation that vSEC:CMS operator console
is installed on:

0. At minimum 2 Intel i7 processors with 3.6 GHz or faster;

p. Memory 8 GB or greater;

g. Gigabit-LAN (1.000 Mbit/s).

Software Requirements

Depending on the credential that you are using it will be necessary to have the appropriate credential
drivers installed on your host. Check with the credential provider that you have the correct credential
drivers installed.

Additionally, for versions prior to 6.0 Microsoft .NET Framework 4.7.2 should be installed on any host
where VSEC:CMS components are installed. From version 6.0 and above Microsoft .NET Framework 4.8
should be installed.

entrust.com
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Tip: You can validate what version of Microsoft .NET Framework is installed on your host by running the
Powershell command so see the Full version information:
r. Get-Childltem 'HKLM:\SOFTWARE\Microsoft\sNET Framework Setup\NDP' -Recurse |
Get-ltemProperty -Name version -EA 0 | Where { $_.PSChildName -Match "*(?!S)\p{L}} |
Select PSChildName, version

The complete list of supported credentials https://versasec.com/products/supported-smart-cards

Configuration
To use the Entrust Derived Credentials feature in vSEC:CMS, the customer needs the following:
1. Entrust CA Gateway Account and credentials
2. Installation and Configuration of vYSEC:CMS
- Setup vVSEC:CMS
- First Time StartUp
- Create of System Owner Hardware Credential
- AD Configuration
3. Entrust CA Gateway Connection
- Configure Connection
4. vSEC:CMS Agent Application (from version 6.1)

Entrust CA Gateway Account
Use of CA Gateway requires a purchase from Entrust and a credential in order to connect. Contact
Entrust account team for more information info@entrust.com

Installation & Configuration of vSEC:CMS

Install the version of vYSEC:CMS https://versasec.com/products/product-registration

Setup VSEC:CMS
- RDP to the server where vSEC:CMS is to be installed and start the installer
VSECCMS_Setup_X.X.X.exe and select | Agree to consent to the license agreement, where
X.X.X is the specific version you are deploying;

- Select Server: Installation of the Server component (including Operator Console) to install the
server component and click Next;

- Accept the default location for the installation or change this if required and click Install;
- Once complete click Close to finish.

- We now have a fully installed version of vYSEC:CMS and we can start the Operator Console (OC)
from the shortcut icon on the desktop.

First Time Startup

entrust.com
Copyright © 2021 Entrust. All rights reserved. 12
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- On starting the OC for the first time you will receive a message dialog prompting you to create a
passcode as no passcode has been set.

WSECIMS
D you want 4o increas e tha secuity el for aecassing
yourv3EC:CMS evaluation syshem now?
Mate: This is highly regommendsd i do & this point

I~ Dontnotify me about this again

Yos [ Latar

- Itis important to set one up at this stage to protect access even in this evaluation phase. Select
Yes and create a passcode that will be used to log onto the OC.

Creation of System Owner Hardware Credential

It is not mandatory for the evaluation version to create a System Owner (SO) credential. We strongly
recommend creating the System Owner credential since it will be a mandatory step to migrate to
the Production license version. Any of the vSEC:CMS supported hardware credentials can be used for
this step.

Important: Depending on the credential that you are testing with it will be necessary to have the appropriate
credential drivers installed on your host. Please check with the credential provider that you have the correct
credential drivers installed.

Important: It will be required that USB redirection is allowed on the server where vSEC:CMS is installed
such that the locally connected smart card that is to be used as SO is available to the server.

Important: Once you create the SO credential, and presuming it is used when upgrading to a production
system, it will only be possible to reset the credential to its factory settings if the credential vendor provides
tools to reset their credential. Some credential vendors do not provide such tools, therefore in that case
once the SO credential is created it will not be possible to reset it to its default factory state. However, if
you are still in evaluation mode and you wish to start from scratch, then you can restore the SO credential
to its default state. Navigate to Options - Operators and select the System Owner in the table and click
the Delete button to restore it to its default factory state.

Important: Ensure that a credential configuration exists for the credential that you are going to use here.
See the article Add Credential Configuration before starting below.

- From the File menu select Add System Owner Card. With a supported credential connected to
your host you should select the credential from the reader list. Note: If you are using a PIV
supported credential then it will be necessary to register the credential before it can be issued as
an SO credential. You need to click the link to register the credential as in the example below
before you can complete the other steps described below.

entrust.com
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Smart card
[= CEATFEGLES1Z3EF ADFRTEST
Seatus: Hiot managed by wSEC CMS

Tha saiacted card neads Io be maraged by vSECONS belore £
can be added as & System Cwner card. Chok bare 5 perioem
card regatratian

Click the Random button to allow vSEC:CMS to generate a random unblock key and click
the Copy button. You should save this information to a secure location as this may be needed in
the future if you need to unblock the credential. Enter a PIN and confirm. Uncheck the Activate
production license or subscription checkbox as you are still using the evaluation version and

click the Add button.

Below is an example of how the setting would look.

- Once complete a summary dialog will appear describing what steps were performed. The credential
will then be managed by vSEC:CMS. If you wish to revert back to use passcode only to access the
VSEC:CMS then from the Options - Operators select the System Owner in the table and click

the Delete button to revert back to passcode only.

Select System Owner Card

OV VSECCMS - Add Systern Cwrmr Cardd - ¥ 3

System Oanes card [T Gamaito USS Sman Card Reader 0 |
Smart card
CSK BOSZ2ATS2I00002F BO42ATS
Status: Not maraged by vSEC.CNS
Acoount name ! stem Owne
Undlock key I ABBADS101265ATEAT273TSDESAZAC1DEATS 1074655

[~ Hige characers ( Copy ][ Rancom ]

Pl '....

Contrm PIN [

JTM PN must be confirmed comrecty

J‘me PN must contain at least 4 characters

JTM PN must not exceed 16 characters

Jcmuaen must 2e vald: 0-9 -2 A-Z ether ascinon-ascl

I~ Acthaate produclion license o subscnglion

T
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AD Configuration
- From Options - Connections click Add and select Active Directory and click Ok.

- Enter atemplate name and presuming that vSEC:CMS is on a server that can access the AD it is
recommended to select Use current user credentials. In the Server drop-down list select the AD

you wish to use and click the Test button to verify that you can connect to and find a user in your
AD.

Cu wEECCMS - Active Directary Daomain — w

Active Dlrentnry Domain
Templale name:
AD Connection

¥ Use curment user cradantials

[ velab.internal -]

|
|

e ) (o)

Note: vVSEC:CMS only performs reads from AD.
- If you are not connected to AD then you can uncheck Use current user credentials and

manually enter an AD hostname/IP address and user and password to connect with.
- Click Save to save and close the configuration.

Entrust CA Gateway Connection

Configure Connection

- The first requirement is to set up a connection to your Entrust CA Gateway. Navigate to Options -
Connections - Certificate Authorities and click Add. Enter a template name and in the drop-
down field select Entrust Gateway. In the Entrust Gateway Server URL enter the appropriate

entrust.com
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connection URL for your setup. You will need to have a client certificate for the connection. This
can be installed in the local Microsoft certificate store for the Windows account that vSEC:CMS

service is running under.

Important: It is recommended that the client certificate used here is installed into the local Microsoft
certificate store before configuring the connection. For example, in this example the certificate is stored as
below where the Current User is the Windows user that vSEC:CMS service is running under.

ﬂ(cﬂwlel - [Coemsale oo Certiticates - Cument UsenPersanalCertificates]
G File Action  View Fewortes  Window Help
o8| nmo|lsE B m
Conscke Rout ™ Issuel By Expiration Date
o Certificates - Current User .

w || Personal
Certificates

ibarediod Purpases

Friendly Marg

Trusted Rk L e e ation ket '_,‘N“““

. Entrust Datacerd Evalustion T - L., B/28/2023
| Enterprise Trust

Fre

m=\'u:5:==.ou=+-

| Intermediate Certification Autharit| "~
Active Direct ory User Olject

| Trusted Publishers

| Untrusted Certificates

| Third-Party Roct Cetfication Auth
Trusted People

| Clienit Authenticstion suers

| MSiEHistarylournal

| Certificate Enroliment Requests
Smart Card Trsted Raots

< >«

Personal store contains & certificates.

Actions
Cestificates

Mare Actions

- Click the Test button to test that the details are correct and that you can connect ok. If all the

details are correct you should get a success dialog.

- Click the Get Instances which will retrieve all available CAs. Select the CA that you wish to use

from the available ones in the drop-down field.

- Click the Templates button. Select Show all and click Update. You should see a list of all the

available templates. Click Ok to close out.

entrust.com
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© /SECOMS - Certificate Templates

Certificate Templates

Hice he following certificate templates

SMIME Certificate - CSR
Pecple SMME Cenficate - CSR

Web Server Contificate - CSR

PIV 1-Key Pair - Card Authentication - CSR

PIV 1-Key Pair - PIV Key Management - CSR

Dences Network Authentication Centificate - CSR

PIV 1-Key Pair - PIV Authentication - CSR

Person Network Authentcaton Cersficate - CSR No Directory
PIV 1-Key Pair - PIV Digital Signature - CSR

People Network Authentication Certicate - CSR
Network Authenbcaton Certficate - CSR

W11 selected M Showall

Upcate
o)

Click the Request fields button. Here you configure how the certificate request fields will be
populated depending on what you need to be set in the certificate request fields.

Click the Fields button and from the Available list select the certificate request fields that you
wish to use. In this example we will use DN - Common Name and add this to the Selected list on
the right hand side and click Ok.

@ 50505 - Cerliivewe Regawst Mivkis

Certificate Request Fields

AJallabie Selected

DM - Certrheata senal number -

DN - Counry B
DN - Dishinguishad name quainer
DN - Domain component

DM - Emal address

DN - Emall agaress

DN - Generalion Qualifer

O - Gven Nama

DN - Host name

DN - Infials

DN - IP adaress

DN - Locality

DM - Organeation

DN - Organizational Unn

DN - Postsl codelip code v

subjpcvanablas cn

DN - Comman Name

We need to configure how the certificate request field gets populated with data. Click the Value
field in the area as shown below.

entrust.com
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@ YSECOMS - Configure certificate request fields X

Certificate request fields

——— < e —"

Cancel

- This will popup a dialog like below. There are 2 ways that you can populate data into the request
field. If you have vSEC:CMS variables already configured to map to Active Directory attributes then
you can select Use variable and select the variable that you want to use or add one by clicking
Add variable. Alternatively, select Use free text and enter the static data, Bob Smith in this
example and select Ok to save and close

ﬁ WSECCMS - Configure Reguest Feid S

Reguest Field Configuration

™ Usgvariable

HFadnC} -

S{FgdnCn)

$FadnDi}

EdFgdnL)

${Fadn) w
A varlatde

% U frée lod

Please enber the feld 1ot
| Boh S|

Getvarisale
™ Remon valus

oK | [ gcancel |

- Click Ok to save and close.
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@ 4SECOMS - Canfigure cerlificate request fiekls

Certiicate request fields

[ Hame ] Value

| D - Corrmon Harme Bob Smith

-

) (e

)

- You can enable the Proxy through server (recommended) if you plan to issue credentials through
self-service or client operator consoles. Click Save to save and close the connection settings.

@ LSECOMS - Enterprise CA Server

Enterprise CA Server
Template name:

| Enfrusd Ca Gateway Conneclor

|Entrust Gateway

CA Server
Eminzs! Gateway Serar LKL

| hap s PCagw yourcodp com

HTTPS Client Cartificate

Iest

Certification Authorities

||:=|..'5 O=lupiter, OU=CA Galeway, DU=Vers atec, CH=Versatas

Bl

[caEcs-ssL

[T Progy Shrough senver

x| | cetinstances..
Reques fekds...

Jave

I

cantal ]

vSEC:CMS Agent Application

From version 6.1 vSEC:CMS can be installed on a host as a client Agent application. This is a lite version
of vSEC:CMS Admin application which will allow an operator to perform the following tasks:

- Life cycle operations;
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- PIN unblock flows, both online and offline;
- Certificate flows;
- View credential information.

Follow the installation instructions on Versasec Zendesk htips://versasec.zendesk.com/hc/en-
us/articles/4404055576850-Install-Agent-Application

Application Management

User Enrollment and Lifecycle Management
Enrolling Users

1. Migrate from Evaluation version to Production
Setup Production Licenses
Admin Action
2. The issuance workflow of credential can be performed via:
- VSEC:CMS Admin (Admin Action)
- VSEC:CMS User (User Action)

Migrate from Evaluation version to Production
Setup Production Licenses

You, as the end customer, receive an Activation Code from your provider and then you issue the
production license using this.

- Log onto the vSEC:CMS console with your System Owner (SO) credential and navigate to
Options - License and click the Activate button. Note: The SO credential used can be any
credential that is supported by vVSEC:CMS.

- You will be prompted to enter an activation code. You should have received the activation code
from your provider already. Enter the code and click Ok.

Y wSECCMS - Activator Coda >‘{

Please enter your Activator Code

Coade: | 23886521|

[ ke ][ Cancel ]

- Depending on whether the vSEC:CMS console session that you are logged into has an internet
connection that can reach Versasec’s licensing service or not, different options are available.

- If your host can connect to Versasec’s licensing service, the console application will securely
send the activation code to Versasec'’s license issuance service to validate the request and
provide back the activation resulting in the system license becoming a production licensed
system.
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Important: During this process a new secure master key will be generated. It is important to
update any credentials that may have been issued when vSEC:CMS was in the evaluation
version.

- If your host cannot connect to Versasec’s licensing service when you click the Ok button for
the Activator Code dialog you will receive an error dialog like below.

vEECIME

Aclivale onling fail Network connaction Tailed

code=0xkB0010003
Do you want 1o creale offline request 7

For detailed information about this issue click here

(=

- Click Yes and save the license request file. Then, from a host that can connect to Versasec’s
licensing service, open a browser and navigate to https://versasec.com/license/validation.
Upload the license request file and upon successful validation by Versasec’s licensing service
the browser will redirect you to a page where you can download the activation license file.
Download the activation license file and copy it to your server. Log onto the console and from
Options - License click the View License button. You should see something similar to below
with a link from Waiting for response.

W WSECTMS - Infa - *

License Information

Type: Defeat Licenss {net comvert o perpetial koease]
Cusiose EVALUATION VERSIOH
Licrise i -1

Hustar of credecials: &

Lasi verily time Jun 04, ZIH) 140807
Lasd vewrity rasslk {vald] Detsul Licarss b abways okl

| Vinitieg for resgorae:  imoart reszonae for 114523025 80F072348 |
Lasi acion faik Sty

Closa
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- Click the link and you will be prompted to select the activation license file. You should then see
a success message indicating that the license has been activated. Note: If for some reason
the server on which the vSEC:CMS has internet connectivity but cannot reach Versasec’s
issuance server you can set up a temporary firewall rule (for program) on the server and block
outbound for the vSEC:CMS Service (CmsService.exe). This will allow you to create an offline
license activation request in this case.

Important: Once the production license has been applied it will be necessary to issue at least one
additional Operator Token (OT) that has a full administrator role in the system. See the article Configure
Operator Credential for details on this.

Admin Actions:
- Navigate to Template - Card Templates and click Add. Select General[Edit]. Enter a
template name and for Card type select Minidriver (Generic minidriver card). Leave all other
settings as default and scroll to the bottom of the dialog and select Ok to save and close.

) vSECCMS - St Cand Tempazte — *

"
Genaral ﬂpﬂﬂl‘ll
Marme

| Example Entrust Ca Gateway Templats|

Card hype:

[Menidriver (Generic mirddriver card) |

Commiznl

Features
[+ OMine unkock ™ Supports muliple roe(s)
[ Orline unblock r

[T Enable plugin(s}

|25 we multiple cards of this type ko the same uer
Reestricted: Hot abowed |

[T Sel-2emnsos using the Mllowing 1emplabe:

|El:ln:|:|r|:l Sell-Sernce j | Manage

[T wEEC.CWE Operator Card
I =]

[T This templabe iz depending on:

| d [ Configue

[~ Enanle user card aperation nobfcation

Parmissions
[ Access rights per indeadual lifacycln 1asis

This iemglale is availabie 1o operuiors wih hese roie(s ) Edil
System Sdmneirior, Aestricied Elevated. Mool W
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- Select Issue Card [Edit]. Presuming that a connection is already in place to connect to a
directory (Active Directory) in the User ID Options section select Assign user ID and select
the AD connection from the drop-down list.

- In the Enroll Certificate Options section enable Enrol certificate(s) and click Add. Select
the CA from Certificate Authority drop-down field and select the certificate that we will issue
during the card issuance. Click Ok to save and close.

G'JSEL' M5 - Select Camilicate Template ke
& Generabe naw key i~ Restore key fram archive
Useritr
[standare Uger i =]
Cerlificata guihonty
|E|1rn|$t':ﬁ-':.'la|i“:|'CW“mIEmE' Gateway) j

Cerlifcate jamplate:

PIV 1-Kiey Pair - Card Authentication - CSR

PV 1-Key Pair - PIY Key Management - CSR

Dereicas Mabwork Authentication Cerificate - CER

PIV 1-Key Pair- PIY suthentication - CER

Person Hetaark Authendcafion Cerificate - SER Na Diredory
=P ngature - C3R

SMIME Cerilica

Paaple MNatwork suthentication Ceriicais - CER
Hetwaik Authericaion Cerificale - CER
Wab Sener Cordficate - C5R

Key Archival Settings General Settings

[T Archive key [T Update {aitSecurityldentities]

[T Restora falready archived [ Generate new key when relssus
= Generste e r !

= Fesinrs sl

—

= ()

- Leave all other settings as is.
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@ 4SECOMS - St Card Template - Example Erinst CA Gatewsy Template

General Options

[ Clean Swd belore issuance

[ Automalically infliale cards afier issuanca
r Calyissue cards from smar cand siock

Uger ID Options
W Azsigruser D

| Active Dirsctory. AD Connection (AD)
[~ Caphse photo

-

3 o)

|I-: 211 (Ve vanable values)

r

Primary Card PIN Options
[~ Apply PIH Policy

j | Mansge

[~ Imperd RoolSubCA cerificaleds b smarl card

Printing Optiens
™ F

BIO Options
r i
| J | Manage
Enroll Certificate Options
[+ Enroll cedificaleds]
| Cerificats Type T | cenficats sumhariy |
" SMINE Certificats - CSR Endrust CA Gateway Connacior

- Scroll down to the bottom of the dialog and click Ok.

- Click Ok to save and close the template configuration.

- Navigate to the Lifecycle page. Attach a blank credential and click the Issue oval. Select the

template from the drop-down field and click Execute.
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O SECMS - Litecycle
File Go Help

UE " S a S E.c 1 Litecycle ALt W y v Emy Y Options v

Home = Liecyoie

1. Select 3 Smart Card
Use Mg gmar card insemed in

Selected Smart Card

(Card seriad sumber ST 1351 2287 EV0D £40C FFAF
Eaadecn

(Card status:
Ugerimx

= = 1 Dﬁ"l&;ﬂ[ﬂ
ST01 1351 2287 E10D 480 FFFF [—

(Common Hame:
[ Fecury Question. Whet i your moTers maides name?

2. Belect Process e

Registerad

.
/‘flnal:ti'\-s-\'l—'/dl._

Rt _;\'-_(,R kg p— D )

irg ol

N A A N A
\"--—-_,_ ___--"

3. Execute Progess

Selecled processies) Regisier lssue

Selecd card templale:
Exampde Entrust CA Gateway Templste (Minidrivar) j

T

U

- This will start the issuance flow. You will be prompted to select the user from AD that the
credential will be issued to. In this case we will select a user Bob Smith from our example AD.
This user’'s CN will match the static value we entered when setting up the CA connection earlier.

File Go Help

versasec e s v Repository v Templates v Options v

Home = Littcycle

1. Select a Smart Card Selected Smart Card

& Fing Users, Contacts, a0 Groups - o ;

: e S701 1381 2207 £100 440C FIFF
Gemalto LUSE 51 File Edt View Lt
Find |Uisers, Contacts, and | i | e = _
701 1251 2267 E1 (for | Entre Dreciary Brovese 5
Users, Contacts, and Groups Agvanced -
bestian: What ks yeur mothers maiden name7:
2. select Proces: . “bob
Stop
Descrption:
Cexr &
#
oK
Merme Type Description

3. Execute Proce|

Ly

1 itaris) foursd

(TITX]
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- The keys will be generated on the credential and the certificate request will be created and
sent to the CA for verification and issuance. Once issued by the CA it will send back to the
credential and store it there. A short summary will be provided on completing the issuance.

- Assign to user credential profile to users and user groups. The credential PIN by default will
be blocked. You will need to set a PIN before you can use the certificate on the credential.
Click the Active oval followed by the Execute button. You will be prompted to authenticate
again and then set a PIN that meets the policy supported on the credential. Once the
certificate can be accessed and used as needed.

Enrolling Users via vSEC:CMS Admin (Admin Action)

- Navigate to Template - Card Templates and click Add. Select General [Edit]. Enter a
template name and for Card type select Minidriver (Generic minidriver card). Leave all other
settings as default and scroll to the bottom of the dialog and select Ok to save and close.

@ SECOMS - Smat Card Template - *

#

Genaral Gpﬂﬂl‘l!
Mame

| Examiple Entrust CA Gateway Tamplshe{

Card typs:

[wsridriver (Generc mirddmver card) |

Commernl

Features
B OMine unblack I Supparts mulipde role(s)
¢ Orilre unbleck I~
I Enatle plugin(s}
I3sue irulple cards of s type 1o Fie same user
|Fh::|n\:lcd Hot aliowed j

[~ SelFzensos using the Mol owing lemplate:

|Slan:|:|ru Self-Serace j | Hanage

I wSEC.CKE Operatar Card
I =]

[~ Thiz templabe iz depending on:

| j [ Conligure

[T Enable user card aperation notification

Permissions
[T Access rights per indeadual litecycle tasks

This femglats & svalabie 1o operyises wih hese roie(s ) Edit
Svsbem &deenidrior, Restricied, Elevated . Moemal -
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- Select Issue Card [Edit]. Presuming that a connection is already in place to connect to a
directory (Active Directory) in the User ID Options section select Assign user ID and select

the AD connection from the drop-down list.

- In the Enroll Certificate Options section enable Enrol certificate(s) and click Add. Select
the CA from Certificate Authority drop-down field and select the certificate that we will issue
during the card issuance. Click Ok to save and close.

Cerliicata famplate:

) vSECOMS - Select Cenificats Template
= Generabe new key I~ Reslore kay fram archive
LlseriCx
[standare User i =]
Certibcate Juhony
|Entrust 4 Gateway Cennector [Entust Gateway) |

PIV 1-Kiey Pair - Card Authentication - CSR

PV 1-Key Pair - PIY Keéy Management - CSR

Dierices Mebwork suthentication Ceriicate - TSR

PRV 1-Kiy Pair - PIV Authentication - CER

Person Metaark Authendcafion Cedificabe - SER Mo Diredory
nabure - C3R

SMIME. Cefilicale -
Faople Metwork suthentication Ceriicats - CER
Hetwark AutherticaSon Cerficate - CER

Wab Sener Corbficabe - C5R

Key Archival Settings General Settings

[~ Archive key [T Update {aItSecuritsldentities)

[T Bestors Talready archived [~ Generabe new key when ralssus
[ Generate ne r |

- | 1

—

0K

[ ganear

- Leave all other settings as is.
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@ SECOMS - Smart Card Template - Example Eninst CA Gateway Template

General Options

[ Clean cwd belare issuance

[ Automatically inftiala cards afier Issuance
[~ Onlyissue cards from smar card slock

User ID Options
¥ Azsignuser D

[#ctive Dirz ctory: 4D Connection (D)

T o)

[~ Caphae photo

-

|I-=:_!' ey vaniable vales) -
r

Primary Card PIN Optians
[~ Apply PIN Polcy

j Manrage

BIO Options
™ Apr
| J Kanage:
Enroll Certificate Options
[+ Enroll ceificales)
| Ceincats Type T | Cemicate Aoy |
* ESWIME Cedificals - CSR Enfrust CA Gateway Conneclor

™ Imper RoolfSulbSA cedificalels) k smard card

Printing Options
| mill:

Scroll down to the bottom of the dialog and click Ok.

Click Ok to save and close the template configuration.

Navigate to the Lifecycle page. Attach a blank credential and click the Issue oval. Select the
template from the drop-down field and click Execute.
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File Go Help

versasec ) Litecycle

Templates v Options v

Home = Léecycle

1. Select 3 Smart Card

Selected Smart Card
Use M gmalt card insemed in Card sarial sumber STO1 1351 2297 E10D 440C FFFF
Gemaito USE SmanCard Reader 0 Card bemplate:
Card status:
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2. Select Process [_]x S e

Registerad

/,lnacti\-\s\'l—"/dl._ )

_ ~

Redi dﬁ\' Revoked "/E)_I ted )
ingn vl alator
A . oy A

3. Execute Process
Selecled processies) Regisier lsswe
Seled card bemplale:

Example Entrust T4 Gateway Templabe (Minidriver)

[ Execule ] [ Batch ]

U

This will start the issuance flow. You will be prompted to select the user from AD that the
credential will be issued to. In this case we will select a user Bob Smith from our example AD.
This user’s CN will match the static value we entered when setting up the CA connection earlier.

versasec 1 Lifecycle Actions v

Templates v Options v

Home » Lifteycie
1. Select a Smart Card Sef&ﬁlﬂlﬂ Smart Card
0 1| B Fing Users, Contacts, 30d Groups == 701 1381 2287 1100 440G 1T
Gemalto USB ST File Bt View i
Find: |Users, Contacts, and Groups ~ | I | ] Entire Diectory - Eromse... )
E701 1351 2267 E1 = 2
Users, Contacts,and Grouss  pcvanced me:
jestion: What is your mothers maiden name?:
2. Select Process | ... oo
op
Descrption:
Cear 8
F=
3
Search it
Harme Type Description
Weabsomab v |
3. Execute Proce|
« >
1 itemis] found
LI
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- The keys will be generated on the credential and the certificate request will be created and
sent to the CA for verification and issuance. Once issued by the CA it will send back to the
credential and store it there. A short summary will be provided on completing the issuance.

- Assign to user credential profile to users and user groups. The credential PIN by default will be
blocked. You will need to set a PIN before you can use the certificate on the credential. Click
the Active oval followed by the Execute button. You will be prompted to authenticate again and
then set a PIN that meets the policy supported on the credential. Once the certificate can be
accessed and used as needed.

Enrolling Users via VSEC:CMS User Application (USS)
End User actions:

- Ifyou don’t have a connection for self-service already set up then from Options - Connections
click the Add button and select User Self-Service and click Ok. Enable the Enable gRPC
checkbox as we will use gRPC for this case.

IMPORTANT: Please ensure that you have read through the article vSEC:CMS Client-Server
Communication which gives more details on vSEC:CMS client-server architecture.

- Depending on your environment settings enter a hosthame and port to listen on. You can
also setup support for SSL if you wish to use HTTPS for secure communication between the
client and server. If you use SSL it is important that the HostIP address field is entered with
the name of the server as it appears in the SSL certificate. The SSL certificate should be a
machine certificate available on the vSEC:CMS server.

W EECIME X

Enabled Interfaces
[~ Enabla S04F & Enable gRFC

Self-Service Server

Hiz= P address I~ &l adaplers GRPT Pact

[2016-sarver [ 2483 [aaE

F R UspSEL

Saner centicaln

| CH=2016-server ﬂ
Wies

Server Connection Polnt
I

| Llose |
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Make sure that the vSEC:CMS - User Self-Service service is running after you configure this
in Windows services.

Important: Ensure that a credential configuration exists for the credential that you are going to
use here. See the article Add Credential Configuration before starting below.

From Templates - Card Templates click the Add button.

Click the Edit link beside General. Enter a template name. Presuming that you are using one
of the minidriver credentials that is supported by vVSEC:CMS select Minidriver (Generic
minidriver card) for Card type.

Click the Manage button beside Self-service using the following template. Click the Add
button. Enter atemplate name and enable Self-issuance enabled and Retire card enabled
checkboxes.

From the User Authentication for PIN Unblock drop-down list select Use windows
credentials to authenticate user.

Leave all other settings as is and click the Save button to save and close.

W WSECOMS - Sell-service - s

Self-service
Templata nams
LIS Template

IssUance

W Ssif-Euance anabled ¥ Retrn card anabled

User Authentication for PIN Uniklock

[L's:mndmﬁ: oredenbals ko suthenboate user E‘

PIN Unblock Codes
¥ Enable

¥ Usar may requesi unblock oode «a oonsole [~ Approva
¥ Faorce authen@cation ™ Delver
I~ Qparalor may ganerate unblock codes
' = [T Dwlver af issuances

Eve ] Cancel ]

Click Close and from the main General dialog enable Self-service using the following
template and from the drop-down list select the template just created.

Leave all other settings as is and click Ok to save and close the dialog.
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W ySECCMS - Smant Card Template — W

General Options
Hama;

[Elarnnln SeH-Sanice Tempisba|

Card pe:

|Mnd-r.-ur|:{:nnm|: riniditeer card) j

Comment

l

Features
¥ Offing unblock [T Suppors mudtipla rodeds)
= Onling unsisck r I

[~ Enable pluginds)

tzsue muliple cards of Fes bpe bo the same user
| Reestricted: Mot alowad =

¥ Ssit-zandce using the following templata:

IL'SS Templala j Banage |

I vSEC CMS Opsrator Card

I~ This temgtate is Sepending on:
|Exampin (Mricrar =]

I© Enable usar card nparation notification

Permissions
I~ Accass righls par indsiciial ifecyole lasks
This bemplaie 5 svalable io operaiors with hese mies): Edt

™ Chack uservalidity
I™ Walidabe permassion

I J Manage |

I Check sxdernal permission

l =

o ) o )

- Inthe Enroll Certificate Options section enable Enroll certificate(s) and click Add.

- Select the CA from Certificate Authority drop-down field and select the certificate that we
will issue during the card issuance.

- Click Ok to save and close.
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@ SECOMS - Select Cenilicate Template

s
= Genarabe naw key ™ Restore key from archive
Ligsgr Ly
|'E‘I.1| dard User ID J
Cerlificate guihony
|E|'|h'||5t':a-':-3|i“:|'cm"mlEmsl Gateway) ;I

Cerlificate femnplate:

PIV 1-Kiy Fair - Card Authentication - 3R

PIV 1-Ky Pair - PIY Key Managemsnl - CSR

Devices Mabwork Authentication Cerificate - CER

PIV 1-Kiy Fair - FIY Authentication - CER

Person Metaark Authendcafon Cerificate - C5R Ma Diredory
Ch R L= g mnahure - 3R

Feople Matwork Authentication Cerliicats - CER
Network Authenbicaion Cerificale - CER
Wb Sener Carficats - C5R

Key Archival Settings  General Settings

[T Archive key ™ Update {altSecuritddentities]
[ Restors Halready archived [ Generate new key whan ralssus
7] B last

li

o (o)

- Leave all other settings as is.
- Scroll down to the bottom of the dialog and click Ok.

- Click Ok to save and close the template configuration.

On a client machine it will be necessary to install the USS application. Use the vSEC:CMS Client MSI
to install this component. It is recommended to install the USS silently as it is possible to pass in the URL
link to the backend vSEC:CMS server that the USS needs to communicate with. This will remove the
requirement to manually configure the USS to communicate with the backend in this case.

Open a command Window as administrator and change to the location where the MSI
installer is located. Run the command similar to below

msiexec /i "vSEC_CMS Client 64bit.msi" /quiet ADDLOCAL=USS
USSGRPC="https://2016-server:8445" USSPCL=4
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Where USSGRPC points to the backend gPRC service where vSEC:CMS is installed and USSPCL=4
configures the USS client to use gRPC.

Important: The client host will automatically reboot when running the above command so make sure you
have saved any material you may be working on when performing this task.

Important: Depending on the credential that you are testing with it will be necessary to have the

appropriate credential drivers installed on your host. Please check with the credential provider that you
have the correct credential drivers installed.

- Start the My Smartcard from the shortcut icon on the client desktop.

- Go to the My Profile page. With the credential attached that is to be issued click the Issue
button.

W wSECCMS - lssue Smart Card A
Issue Smart Card
in peader
|:!'-IWrMI:MLIEB Senait Card Rasdes 0 =l
card bamplate:
5k Satvice Example [Midive |

lzsum ][ Lanced

- Enter the domain credentials of the user to authenticate.

wRECCMS

Windows Demain Logon

Thez selected opesahon regquie: 2 windoss domain
logon. Flease enfer your logon infoimatian fo

e
DF
e

LR =

|

o ) (o)
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W wSECCMS - Initiste Srmart Card E

Initiate User Smart Card
Uz e ot card inieried i

| Aot Mickn ISE Smet Caed Rsader 0

Ledl]

|P1rf.wm.h1 cad FIN

M ot FIN Gl
Coondien PIM:

o The PIN must be confirmed conmectly

. The FIN must cortain at keast 4 characters

.‘rThe PiM must nct exceed 16 characters

‘(ulilﬂdlf! must be valid: 0-9, 3z 82 other ascii,non-asca

o) ()

- Once you complete this the certificate credential can be used for whatever use cases are
required.

Updating and Renewing Users

Renew Certificate withing vSEC:CMS https://versasec.zendesk.com/hc/en-us/articles/360015002600-
Renew-Certificates

Reporting Lost or Compromised Identities

Refer backlife processes, delete option
https://versasec.zendesk.com/hc/en-us/articles/360014299039-Life-Cycle-Processes

Encryption Key History Escrow and Recovery

Zendesk article https://versasec.zendesk.com/hc/en-us/articles/360014298939-Configure-Key-Archival-
and-Key-Recovery

External Documentation

1. Versasec Support Portal https://versasec.zendesk.com/hc/en-us
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